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Abstract

Phone calls, emails, online shopping,social media, and browsing in general are online
activities that we can no longer live on. While we constantly search or share
information online, our data is basically stored somewhere. Most people are not sure
where that "place" 1s, but this information should only be available to the service
provider that is handling your call. However, it could be visible to the
telecommunications companies transporting your Internet packages and your
supposedly private and secure communications could be intercepted. As many cases
have shown, corporate and user data is increasingly targeted by hackers and
cybercriminals, leading to data breaches and targeted attacks. This reason alone should
serve as a warning to all those who have not thought of protecting their
communications with encryption.

Pictures Talk is an app which hides and retrieves encrypted text data in image. It
basically is an implementation of steganography using AES encryption.

Pictures Talk can hide the text given in the provided image and that image user
can send to anyone freely. The same image can be decrypted and data/text can be
retrieved from it using this app.

This app is build in android using certain components of cybersecurity. We have
used AES encryption , steganography and Feistel cipher .

After building this app we can embed any given image with a message or text that
will only be decoded at the client's side without any breach. Thus , this app can be
very useful in easily being used to send private/ secret messages without any
information leak , that will fit in amazingly in this breachful era.


https://en.wikipedia.org/wiki/Steganography
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
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CHAPTER-1
Introduction

Encryption increases the security of a message or file by encrypting its content. To encrypt a
message, you need the correct key, and you also need the correct key to decrypt it. It is the
most efficient way to hide communications using encrypted information where the sender and
recipient have the key to decrypt the data. The concept is not that different from children
inventing secret keywords and other discrete channels of communication where only they can
understand the message. Encryption is like sending secret messages between parties: if
someone tries to decrypt it without the correct keys, they will not be able to understand the
message.

Pictures Talk is an app which hides and retrieves encrypted text data in image. It
basically is an implementation of steganography using AES encryption.

Pictures Talk can hide the text given in the provided image and that image user can send
to anyone freely. The same image can be decrypted and data/text can be retrieved from it
using this app.

The Advanced Encryption Standard (AES) is a symmetric block cipher . AES is carried
out in software programs and hardware at some stage in the sector to encrypt sensitive
information. It is important for authorities pc security, cybersecurity and digital
information protection.

Steganography is the technique of hiding secret information in an ordinary, non-secret file or
message to avoid discovery; secret data is then extracted at its destination. The use of
steganography can be combined with encryption as an additional step to hide or protect data

In the current era of the digital world, secure information transmission becomes a
greater challenging task. Cryptography is a way to defend the safety of the data and this
makes use of encryption and decryption processes to maintain the message secret this
means that Secret writing. However unauthorized people can get entry to the data with the
aid of changing the data to be transmitted to conquer this problem steganography is
used . Steganography is derived from the Greek phrase steganos which means “Covered”
and graphy means “Writing”, 1.e. covered writing .



The basic concept behind steganography is hiding the name of the game information in a
few gadgets. Steganography makes use of distinct kinds of gadgets to hide the information
like pictures, audio, and video. The most famous one is picture steganography because
of their frequency on the internet . Image steganography techniques work on two
distinct domains like area area additionally referred to as pixel area in which steganography
operation without delay is accomplished at the pixel and rework area, in which message
embedding is accomplished in the converted picture .

The item that is used to cowl the name of the game data is referred to as cowl picture when
the primarily based total compression of picture cowl picture is divided into lossy and
lossless compression. Lossy compression is greater famous at the internet site due to Very
small report sizes and masses of tools, plugins, and software program aid it however as soon
as the picture is compressed it can’t get back to the unique picture which results in
information loss on each compression picture will lose its unique photo first-rate. With
50% compression carried out, picture report length reduced with the aid of using 90%. With
80% compression carried out, picture report length reduced with the aid of using 95%. e.g.
like JPEG pictures .

In lossless compression, the compressed picture will in no way lose their information and
barely reduced in picture report length it continues the equal photo first-rate of the unique
picture. E.g. BMP, GIF, andPNG. JPEG spatial picture information transforms into the
frequency area and is subjected to lossy compression, on each compression process the
picture loses its information and adds an excessive amount of noise in it. When the picture is
transformed back to the spatial area it will be very hard to detect the error using error
correction coding. Hence, it was concluded that steganography could now no longer be
possible in JPEG images.The algorithms which might be used to conquer this problem
are very complicated. Whereas fora PNG and BMP picture a simple LSB is relevant
with no lack of information on compression. Also, they each fair nearly equal in terms of
storing ability and picture first-rate of the very last picture. Lossy compressed images are
complicated for steganography processes; it needs an extra compression algorithm to
maintain the integrity of the information in which lossless pictures are properly
appropriate for stenography processes .



CHAPTER-2
Literature Survey

There might be projects that have aimed for the same thing which we are doing but the
major difference between those projects and mine is that they have a large budget as well
as a supportive environment . Some of the projects may have similar features but mine will
be different for sure.

Through my project one can embed any form of text in any picture from their own gallery
and even if the are texting or chatting on any public channel their message won’t be
sensed by anyone as it will be inside the picture which can be only be decrypted at the user
end using a 16 digit unique key which is provided by the sender .

Existing Projects:

2.

Stegais :
Stegais is another free steganography app for Android. Through this app, users can

hide both text messages  and voice messages inside a carrier image file. It also
provides a password feature to protect output carrier files from unauthorized users.
This app also allows users to take images and use them as the carrier image file.
Plus, an option to use existing images of various formats as a carrier file is also
present in it. Now, check out the below steps.

Steganography Master :

Steganography Master is a free steganography app for Android. Through this app,
users can hide text information inside an image. Plus, it also offers a decoding tool
to extract hidden text information from an image. It also supports multiple image
formats that give users the flexibility to hide information in images of various
formats such as PNG, JPG, BMP, ICO, etc. Now, follow the below steps to hide
information in an image using this app.



Image Steganography :

Image Steganography is yet another free steganography app for Android. It is
another easy-to-use steganography app that allows users to hide text information
inside an image of various formats. Some of the image formats that it supports are
JPG, PNG, and BMP. An inbuilt decode function to extract hidden information
from a carrier image file is also present in it. Now, check out the below steps to
hide text information inside an image using this app.



CHAPTER-3
Working and Functionality Of the App

Methodologies-

Encryption is the process of converting plain text data (plain text) into something
that looks random and meaningless (ciphertext). Decryption is the process of
converting ciphertext to plain text.

Symmetric encryption is used to encrypt more than a small amount of data.
Symmetric keys are used in both encryption and decryption processes. To
decrypt a particular ciphertext, you must use the key used to encrypt the data.

The purpose of the encryption algorithm is to make it as difficult as possible to
decrypt the generated ciphertext without using a key. If a really good encryption
algorithm is used, there is no better way than trying all possible keys
systematically. For such an algorithm, the longer the key, the harder it is to
decrypt the ciphertext without it.

It is difficult to judge the quality of the encryption algorithm. Algorithms that
look promising can be very easy to decipher with proper attacks. When choosing
an encryption algorithm, it is advisable to choose one that has been used for
several years and has withstood all attacks.



Proposed Encryption and Decryption -

The purpose of the proposed system is to provide an
efficient and easy way to transfer secret data over the
communication channel by using the combination of
steganography and cryptography methods where the
encryption method gives extra security level to get the
original data.

The proposed system has the following objective.

e Stego image is.PNG image format which maintains
data integrity.

e More security on data.
e Provides user-friendly application.
e Maintains good image quality.

Working (overview)

Encryption-

e Inputs-Key of 16 digits, Text (to be hidden), Image (in which text to be hidden)

e Text converted to byte array and fed to AES encryption using android encryption
library.

e Encrypted text in form byte array converted to Base64 encoding

e Each chr of base64 string converted to binary value and combined as string with
terminating string on both sides.

e The binary string is then inserted in the image using the LSB_method.

e The final image can be shared now.


https://www.google.com/search?client=firefox-b-d&q=lsb+method+of+steganography

Decryption-

Inputs- Key of 16 digits(the same that used for encryption),Image(in which data is
hidden)

Binary data extracted from the pixels of the image just by reversing the LSB
method process.

Binary string converted back to base64 string and base64 string again decoded to
byte array.

Byte array feeds to the AES algo and by using the key the data is decrypted.

The final Decrypted byte array is converted to text(utf-8) and displayed on screen.

Features

The android app lets you:

Hide your secret text in any image.

The image can be shared to anyone without other getting the hint about it
The shared image can be decoded back to get the hidden text

Can be used for both- fun or security purposes

Service Provider Functions

Key Generation and Exchange Functions

Object Encoding and Decoding Functions

Data Encryption and Decryption Functions



Total Design Idea

It is a proposed system where steganography is combined with a byte array. Hides
secret data with steganography using the least significant bit (LSB) method

Image Base64 encryption method that encrypts secret data using encryption. The
system proposed by has two phase encryption phase and decryption phase

In the encryption phase, secret data is hidden in the image before it is
embedded in the image. The image data is encrypted with ciphertext. In the
decrypted phase, the data is first extracted from the image and then the
ciphertext is converted to plain text. The image used to hide the data is called a
cover object. Images with embedded data are called Stego objects.

( Secret data ) (L‘Uuer unage)

Encryption L5B imbedding
algorithm processes

1 1
(o) (oot )
| |

Decryption extraction
algorithm processes

|

Sacret data




Encryption and Embedding method.

It is the encryption phase and embedding phase. This phase secret data is first
encrypted with base64 method in clear text in format, secret information is
converted to ASCII code then ,converts ASCII code to binary data, and binary
data converts to ciphertext.

The ciphertext is now embedded in the cover object. Cover object
can be any image type (e.g. JPEG, PNG, BMP) that forms a stego object using the
LSB steganography process. Maintains data integrity.

r
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Cipher text h Base64 encryption

L !

Cover Dbject ﬂ LSB embedding
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Extraction and Decryption method.

Shows the Extract and Decrypt phases. In this phase, the first information in
1s extracted from . The Steak image extraction information is decrypted and
returned to the original image.

Stego Object

.

Encrypted
Message

2
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Original Message [¢m=—= ] .
ecryption

LSB Extraction




Implementation of Proposed Method

In steganography, image compression is a frequently used technique. Lossy
compressed images (e.g., JPEG image format) do not maintain their original data
when they are transmitted. Lossless compressed images (e.g., JPEG picture format)
do. When attackers try to extract information from an image, they lose some critical
data, whereas lossless compression protects all of the image's original data, hence
lossless compression is used for LSB steganography (e.g., BMP, PNG, and GIF
image format).

Steganography is integrated with cryptography in the suggested approach to
increase the security of secret information. This technique ensures that a secret
message is encrypted before being hidden in the cover image, so that even if
hackers get the data from the cover image, they won't be able to access the
encrypted data. This adds an extra layer of security, and it's done by employing
efficient encryption and decryption techniques. algorithm. The proposed system
employs two main technologies for secure data transmission: steganography, which
embeds sensitive data in an image using the most widely used technique known as
Least Significant Bit (LSB), and cryptography, which alters the meaning of a
message using a cypher and method known as encryption.

Base64 is the planned system. An effective system is designed to convey secret
data from the sender to receivers in such a way that the intruder is unaware of the
information's existence. The Embedding function and the Extraction operations are
the two aspects of the system design. Secret message encryption using base64 is
used in the embedding function, and the encrypted data is subsequently hidden in
the cover. The LSB method is being used to create an image. To construct a stego
object, it ensures that encrypted data is integrated in the cover image. Extraction
takes place in the second section of the system, where ciphertext is extracted from
the stego object using the LSB technique and then decrypted to retrieve back the
secret data in the reverse order of the base64 method.
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C. Algorithm of the proposed system:
Algorithm to hide data into image:

Algorithm Hiding:

Input: Coverlmage, SecreteMessage, SecreteKey
Output: Stegolmage
Read the Coverlmage, SecreteMessage, and SecreteKey
Ciphertext = Compress (SecreteKey, SecreteMessage)
FindLSBs (Coverlmage)
While (Coverlmage):
Stegolmage = Embbed (Ciphertext into Coverlmage)
Return Stegolmage

Algorithm to Unhide data from image:

Algorithm Unhiding:

Input: Stegolmage, SecreteKey

Output: Coverlmage, SecreteMessage

Read the Stegolmage, and SecreteKey

If (SecreteKey == Stegolmage(SecreteKey))
FindLSBs (Stegolmage)
While (Stegolmage):

Coverlmage, SecreteMessage =  Uncompressing
(Stegolmage)

Return Coverlmage, SecreteMessage




CHAPTER-4
RESULTS AND DISCUSSIONS

An android utility is designed to perform photo steganography processes.
Select the cowl photo of any layout, input the mystery information and then
give a mystery key for authentication purposes. First mystery information
will be converted into ciphertext the usage of the Base64 encoding method
then encoded text embedded into the cowl photo. Encoded images will get
saved in the tool in.png layout to conquer the trouble of information loss. Now
withinside the decode section pick the photo and input the equal mystery key to
get right of entry to the name of the game information if the name of the game
secret is the incorrect utility offers a message wrong key if secret is accurate
mystery information might be displayed. The end result of the feature device is
evaluated using three parameters Peak Signal to Noise Ratio, Mean Square
Error (MSE) and Histogram.

Compression desk of PNG (portable community graphics) and JPEG (joint
photographic expert group) photos are executed withinside the TABLE 1.

One withinside the above desk which tells that PNG photograph layout is nicely
appropriate for LSB steganography techniques wherein it shops huge quantities
of facts with excessive payload capacity, less distortion in the resulting
photograph and low stego evaluation detection while as compared to JPEG
photograph. Due to the free less compassionate nature of the JPEG photograph,
it no longer keeps facts integrity. When it undergoes a few compression facts loss
occurs to overcome this hassle; entropy encoding is used to provide stego
photograph that's a totally complex compression technique to keep the facts
integrity. Table 2 shows the comparison of the results obtained by the proposed
method with PSNR and MSE .



Property Comparison of PNG and JPEG

PROPERTY LSB in PNG LSB iN JPEG
VISIBILITY LOW LOW
INDEPENDENT OF LOW LOW
FILE FORMAT

ROBUSTNESS LOW MEDIUM
AGAINST STATISTICAL

ATTACK

STEGO ANALYSIS LOW MEDIUM
DETECTION

PAYLOAD CAPACITY | HIGH MEDIUM
DATA CAPACITY HIGH LOW
EFFICIENT WHEN HIGH MEDIUM
AMOUNT OF DATA

REASONABLE

ROBUSTNESS LOW MEDIUM
AGAINST IMAGE

MANIPULATION

PERCENTAGE HIGH MEDIUM
DISTORTION LESS

RESULTANT IMAGE
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The photograph quality of an photograph is measured the use of top sign to noise
ratio (PSNR) and suggest rectangular error (MSR) for stego photograph and cowl
photograph and additionally histogram is used to measure the distortion of stego
photograph and cowl photograph the use of the subsequent equations

PSNR = 20 log, , (==L

vMSE

MSR=— 30" 257 [1£ (i.) — g NI

Mean square cost is calculated for the unique photograph and compressed
photograph lesser the cost much less mistakes within side the photograph, that's an
inverse relation among MSE and PSNR which means a higher cost of PSNR is
properly because it means that the ratio of signal to noise is higher. MSR and
PSNR values of the stego photograph and cowl photograph of a photograph and
depth of the pictures is proven in Table 3.
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MSE COMPARISION
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OUTPUT -

@ Chatbot is my true friend

Encrypt

@ Change Image

Decrypt

Process Done!! Image saved to Internal/
Pictures



CHAPTER-5
CONCLUSION AND FUTURE WORK

In this study, steganography is blended with the Base64 encoding and decoding method
for statistics protection purposes. An android software is constructed which isa fast,
steady and user-pleasant interface to encode and decode images.To evaluate the
performances of the proposed device PSNR and MSR, parameters are calculated. The
result shows that the proposed device can store a greater quantity of mystery
statistics at the same time as a stego photo is maximum comparable to the cover photo.
Histogram graphs show distortions much less among the quilt photo and stego photo.
Comparison graphs are drawn to expose a proposed device PSNR and MSE values are
improved by 33% and 43% respectively than the existing device. This proposed
device is carried out to boost the safety of the statistics while transmitted via an
extraordinarily susceptible and insured network.

FUTURE SCOPE -

A text steganography technique in the JPEG picture changed into studied and
proposed a machine with the aid of Abbas Darbani et al. [3]. Here JPEG photos
are used for steganography because of the smaller size which is appropriate
for transmission and Least Significant Bit technique is used for steganography.
Since a part of the information might be misplaced due to the lossless compression
nature of the picture proposed machine wherein a message is embedded after
the discretization stage and adjust pixel is used and embedding techniques are
trusted alternative desks with a purpose to be a major issue. JPEG photos are now
no longer properly appropriate for steganography techniques. A new technique of
hiding information in BMP picture the usage of Caesar Vigenere Cipher
Cryptography and test is completed with the aid of using I Gede Arya Putra
Dewangga et al. In this observe,cryptography is used to cover the name of the game
message that is stimulated with the aid of using the Vigenere cipher method after
which the message is inserted into the LSBs to cover one byte of a secret
message it uses the eight-byte of the cowl picture without compromising the
document quality. PSNR and MSR values are calculated to degree in cowl and
stego picture qualities. A survey on LSB steganography among the BMP and
JPEG isdone with the aid of using Eltyeb E. Abed Elgaba .



A Comparison observe is carried out on lossless compressed photos (e.g. BMP,
PNG, and GIF) and lossy compressed photos (e.g. JPEG) for LSB steganography.
Strengths and weaknesses were observed. BMP pictures can conceal a big quantity
of information and picture distortion will now no longer arise and JPEG pictures
use much less space however robustness in opposition to picture manipulation and
resistance to statistical assaults is low and the quantity of information distortion
additionally increases. Compared to digital picture document formats the usage
of distinct compression strategies is carried out with the aid of using Bharat Sinha.
Images are sorts of document layout one is lossless compression technique data
will now no longer lose after transmission and lossy compressed method
information will lose after transmission assessment observe is carried out among
the PNG and JPEG wherein PNG picture will greater appropriate for LSB
steganography each BMP and PNG photos have comparable characteristics. A
survey is carried out on a stenographic device for the BMP picture layout with the
aid of Prof.SumedhaSirsikar et al. [9]. Various gear performances are evaluated
through PSNR for stego and cowl photos values are very much less and gear are
furnished through GUI and command line which may be very complex to use.
Image steganography, primarily based totally at the RSA set of rules, is
implemented through Rituparna Halder et al. [10]. Steganography is combined with
RSA cryptography set of rules to provide greater security to statistics along with
encryption and decryption upload authentication module for extra security from all
above prevision studies in this examine might be used steganography with greater
green and easy cryptography method i.e. Base64 and LSB steganography used for
PNG image format which is distortionless, hold statistics integrity and save greater
statistics. An android utility is constructed which consumer pleasant and extensively
utilized for personal communication. JPEG photos are not well suitable for LSB
steganography due to the fact that statistics loss occurs. The compression set of
rules that's used to hold statistics integrity is complex to implement. Steganography
by myself has much less security.
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