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Abstract

While many offline-based detection approaches have been well studied, the on-line detection of
DDoS attack at leaf router near victims still poses quite a challenge to network administrators.
Based on per-IP traffic behavioral analysis, this paper presents a real-time DDoS attack detection
and prevention system which can be deployed at the leaf router to monitor and detect DDoS
attacks. The advantages of this system lie in its statelessness and low computation overhead, which
makes the system itself immune to flooding attacks. Based on the synchronization of TCP and UDP
protocol behavior, this system periodically samples every single IP user’s sending and receiving
traffic and judges whether its traffic behavior meets the synchronization or not. A new non-
parametric CUSUM algorithm is applied to detect SYN flooding attacks. Moreover, this system can
recognize attackers, victims and normal users, and filter or forward IP packets by means of a quick
identification technique. Finally, experiment results show that the system can make a real-time
detection for flooding attacks at the early attacking stage, and take effective measures to quench it.

Introduction

This project is about DDoS attack detection and prevention system .In this Chapter the problem and
motivation beside objective and project scope has been covered.

1.1 Problem Idenification-During past decade, DDoS attacks have posed a powerful security threat to
many ISPs, and brought enormous economic losses to them. In May 2009, hackers induced DDoS
attacks towards some of China Telecom's main DNS servers, resulting in the problem that
hundreds of websites stopped services. According to Arbor's survey in 2008, SYN flooding attacks,
DNS flooding attacks and Smurf attacks are three main ways of DDoS attacks, and 76% of which are
SYN flooding attacks [1].

The major steps of DDoS attacks are shown as follows. Firstly, attackers exploit the technology of
client/server, and establish a botnet by combining with multiple vulnerable computers. Secondly,



attackers send commands to the botnet and launch the attack of Denial-of-Service (DoS) for one or
several targets. The botnet will increasingly amplify the

power of the DoS attack and make the target consume many system resources. Finally, the victims can
not work normally. Based above analysis, DDoS attacks include the following three main characteristics:
(1) the quantity of attack source is gigantic but individual attack traffic is little, (2) attacker’s traffics often
resemble legitimate traffic and (3) the attack patterns will be mixed up to ignite a real attack.

To deal with above problems, this paper put forward a per-IP behavior analysis approach, which is
implemented in an online, real-time DDoS attack detection and prevention system. The main
contributions of this paper are shown as follows.

(1) Based on per-IP behavioral analysis, a new DDoS detection system is realized. For each IP user, our
system will create records for every single IP user’s sending and receiving traffic and judge its behavior
whether meets the normal principles. Comparing with recording huge number of flows, our approach can
greatly reduce the amount of computation and memory consumption.

(2) A specific packet identification technique is utilized to reach real-time flooding attack detection goal.
It has improved the system performances dramatically.

(3) A non-parameter CUSUM algorithm is applied to detect the abnormal behavior of each IP. Based on a
decision algorithm, each IP user will be classified as attacker, victim or normal user. After differentiate
the attacker, the system will block its traffic and forward the normal user packets.

The remainder of this paper is structured as follows. Section II surveys related work. Section III
introduces the system architecture. Section IV describes the proposed flooding detection algorithm.
Section V evaluates the system and shows its performance results. Section VI concludes the paper.

1.2 Project Objective

In order to solve the drawbacks of the previous system stated in 1.1, the existing system will need to
evolve. The proposed system will reduce the paperwork where DDoS attack will no longer take place,
moreover if took place doesn’t damage the server or the individual system. The new system will also
reduce Chances of fatal errors and crashing due to attacks.

1.2 Project Scope and Direction

The main intention of this project is to solve the issues of system failure due to DDoS attacks while
reproducing a brand new innovative smart system that can provide convenience to the server admins. In
this project, an application will be developed which is capable of recognising the attack and preventing it
so that server remain protected from crashing or failure.

The followings are the project scopes:

= The targeted servers are analysed and check for traffic overflow
= The Server in case of traffic overflow should be slowed down by introducing captcha



= Server having sensitive data should be protected with passwords
= The device on which attack took place will be slowed and being analysed for traffic overloader IP

Literature

2.1 Denial-of-Service (DoS) Attack and Botnet: Network Analysis, Research Tactics, and Mitigation

This describes how the consequence and hazards showcased by Denial of Service attacks have resulted in
the surge of research studies, commercial software and innovative cogitations. Of the DoS attacks, the
incursion of its variant DDoS can be quite severe. A botnet, on the other hand, is a group of hijacked
devices that are connected by internet. These botnet servers are used to perform DDoS attacks effectively.
In this chapter, the authors attempt to provide an insight into DoS attacks and botnets, focusing on their
analysis and mitigation. They also propose a defense mechanism to mitigate our system from botnet
DDoS attacks. This is achieved by using a through access list based configuration. The artful engineering
of malware is a weapon used for online crime and the ideas behind it are profit-motivated. The last
section of the chapter provides an understanding of the WannaCry Ransomware Attack which locked
computers in more than 150 countries.

2.2 A study on IDS for preventing Denial of Service attack using outliers techniques

Denial of service attack permits the intruders to access the network services thereby preventing the
legitimate users to access the services. To overcome the deficits of the DoS attack, it is very essential to
design an intrusion detection system. Intrusion detection system (IDS) is software that operates as a
network security mechanism to protect the computer network system from attacks. With increasing
number of data being transmitted gradually from one network to another, the IDS identify the intrusions
in such large datasets effectively. Data mining is an efficient tool applied to outline the intrusion detection
system and prevent the massive network data from the intruders. Outliers are patterns in data that do not
match to a well-defined notion of normal behavior. Outlier detection aims to find patterns in data that do
not conform to expected behavior. It is widely used for developing intrusion detection in cyber security.
This paper presents the study of outlier detection technique and how it is used to develop the intrusion
detection system to overcome the DOS attack.

2.3 Research about DoS Attack against ICPS

This paper studies denial-of-services (DoS) attacks against industrial cyber-physical systems (ICPSs) for
which we built a proper ICPS model and attack model. According to the impact of different attack rates
on systems, instead of directly studying the time delay caused by the attacks some security zones are
identified, which display how a DoS attack destroys the stable status of the ICPS. Research on security
zone division is consistent with the fact that I[CPSs’ communication devices actually have some capacity
for large network traffic. The research on DoS attacks’ impacts on ICPSs by studying their operation
conditions in different security zones is simplified further. Then, a detection method and a mimicry
security switch strategy are proposed to defend against malicious DoS attacks and bring the ICPS under



attack back to normal. Lastly, practical implementation experiments have been carried out to illustrate the
effectiveness and efficiency of the method we propose.

Overview

The proposed system is a software system which help to identify DDoS attack or traffic overloading. This
system includes a script that gets triggered when the traffic increases exponentially. This script will Slow
down the website traffic hence preventing the attack

Steps of Working:
e - Setting a condition if traffic crosses a certain number
e - as the traffic hits the target which inturn triggers the python script that enable a html code
which direct the user to a captcha page

e - User then need to solve captcha
e - Due to captcha solving the traffic slows down.
e - Captcha solving give the server time to cool down and meet the new traffic
Working
Code

Python Script To trigger Captcha

import webbrowser
import os

# to open/create a new html file in the write mode
f = open('Captcha.html', 'w')

# the html code which will go in the file Captcha.html
html template = """

<html>

<head></head>

<body>

<p><!-- START CAPTCHA -->
<br>

<div class="capbox">
<div id="CaptchaDiv"></div>

<div class="capbox-inner">
Type the number:<br>



<input type="hidden" id="txtCaptcha">
<input type="text" name="Captchalnput" id="CaptchaInput" size="15"><br>

</div>

</div>

<br><br>

<!-- END CAPTCHA ——></p>

</body>
</html>

nwnn

# writing the code into the file
f.write(html template)

# close the file
f.close()

# 1lst method how to open html files in chrome using
filename = 'file:///'+os.getcwd()+'/' + 'GFG.html'
webbrowser.open new tab (filename)

Javascript For Captcha Validation

<script type="text/javascript">
// Captcha Script

function checkform(theform) {
var why = "";

if (theform.Captchalnput.value == "") {
why += "- Please Enter CAPTCHA Code.\n";

}
if (theform.Captchalnput.value != ""){

if (ValidCaptcha (theform.CaptchalInput.value) == false) {
why += "- The CAPTCHA Code Does Not Match.\n";

}

}

if (why !'= ""){

alert (why) ;

return false;
}
}

var a = Math.ceil (Math.random() * 9)+ '';
var b = Math.ceil (Math.random() * 9)+ '';
var ¢ = Math.ceil (Math.random() * 9)+ '';
var d = Math.ceil (Math.random() * 9)+ '';
var e = Math.ceil (Math.random() * 9)+ '';

var code = a + b + ¢ + d + e;
document.getElementById("txtCaptcha") .value = code;
document.getElementById ("CaptchaDiv") .innerHTML = code;



// Validate input against the generated number
function ValidCaptcha () {

var str2

var strl = removeSpaces (document.getElementById('txtCaptcha') .value);
= removeSpaces (document.getElementById('Captchalnput') .value);
(strl == str2) {

if

return true;

telse(

return false;

}
}

// Remove the spaces from the entered and generated code
function removeSpaces (string) {
return string.split (' ') .join('");

}

</script>

Conclusion

Based on analyzing per-IP traffic behavior approach, a real-time DDoS attack detection and prevention
system is realized. It has three advantages shown as follows. 1) Based on per-IP traffic behavior analyses,

it is easier to differentiate the attackers from the normal users. 2) Because our approach needs less

computation and memory, the system could be deployed for on-line DDoS detection and prevention. 3)
By applying the non-parameter CUSUM algorithm and decision algorithm, this system can detect attacks

accurately at the earlier attack stage. Moreover, our system can quickly filter the attack traffics and

forward the normal traffics simultaneously by means of the fast identification technology. On a campus
network, to investigate our system, many tests have been done. The results show that the system has high

DDoS detection accuracy and short detection time.

Besides for SYN flooding attacks detection, the system can be utilized to detect DNS flooding attacks and

Smurf attacks. That means our system has a wider applying field.
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