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Abstract

Considering the traditional username-password authentication, the alphanumeric
passwords are either easy to guess or difficult to remember. Also, users generally
keep the same passwords for all their accounts because it is difficult to remember a
lot of them. Alternative authentication methods, such as biometrics, graphical
passwords are used to overcome these problems associated with the traditional

username-password authentication technique.

In a graphical password authentication system, the user has to select from images, in
a specific order, presented to them in a graphical user interface (GUI). According to
a study, the human brain has a greater capability of remembering what they
see(pictures) rather than alphanumeric characters. Therefore, graphical passwords

overcome the disadvantage of alphanumeric passwords.

Graphical passwords provide a promising alternative to traditional alpha numeric
passwords. They are attractive since people usually remember pictures better than
words. In this extended abstract, we propose a simple graphical password
authentication system. We describe its operation with some examples, and highlight

important aspects of the system
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Introduction

User authentication is a fundamental component in most computer security
contexts. It provides the basis for access control and user accountability.
While there are various types of user authentication systems,
alphanumerical username/passwords are the most common type of user
authentication. They are versatile and easy to implement and use.
Alphanumerical passwords are required to satisfy two contradictory
requirements. They have to be easily remembered by a user, while they
have to be hard to guess by impostor. Users are known to choose easily
guessable and/or short text passwords, which are an easy target of
dictionary and brute-forced attacks. Alphanumerical passwords are required
to satisfy two contradictory requirements. They have to be -easily
remembered by a user, while they have to be hard to guess by impostor.
Users are known to choose easily guessable and/or short text passwords,
which are an easy target of dictionary and brute-forced attacks.

Enforcing a strong password policy sometimes leads to an opposite effect,
as a user may resort to write his or her difficult-to-remember passwords on
sticky notes exposing them to direct theft. In the literature, several
techniques have been proposed to reduce the limitations of alphanumerical
password. One proposed solution is to use an easy to remember long
phrases (passphrase) rather than a single word. Another proposed solution is
to use graphical passwords, in which graphics (images) are used instead of
alphanumerical passwords. This can be achieved by asking the user to select
regions from an image rather than typing characters as in alphanumeric

password approaches.




System Overview

A three-level authentication system that utilizes multiple forms of authentication.
The first level is the conventional username and password authentication. The
second level is a random pattern of red, green, and blue that the user specifies.
The third level is a 4x4 grid where the user is presented with 4 images that can
be dragged and dropped anywhere on the grid. When the user is logging in, they
are once again presented with the same 4 images, placed in random locations
within the grid. The user has to drag and drop the images to the same locations
they chose during the registration stage. User information is hashed using the
“crypto” Node.js module. We have tested the project on a computer that does not
have Node.js installed and there were no errors. However, should the project not
run on your computer, kindly install Node.js version 10 or later and try rerunning
the project since the missing module might then be the problem. The bundle.js
file located in /dist/js is bundled using Webpack module bundler. The unbundled
source code is located in /src/js. The CSS code is compiled using node-sass npm
package. The source code is located in /src/sass. The project uses the
localStorage property of the window object to store user information. A ‘reset all
users’ button was added to the header of the Ul which removes the information

saved by the project in the local storage of the browser.
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Registration

The users of the system have to firstly register with the application before
going ahead and logging into it. The registration consists of firstly choosing
the set of images that the user desires for setting the password, out of each
those images the user selects the area in the image which least likely
guessable. For more security the user also gives a text password which will in
turn be hidden in the set of images that the user had selected before this will

be done by the concept of image steganography.

Image Steganography

Image steganography is performed during the registration and login
process of the application. It is the process of hiding a data within
another. If any type of data such as image, text etc. are hidden
within an image, it is known as image steganography. During
registration process, a textual password is asked from the user,
which is then stored within the images.

While the login process, the user is asked to re-enter the password,
which will then be compared with the one retrieved from the image.
If the retrieved password matches with the one stored during the

login process, the user is considered authenticated.




Login Process

During logging in the user is asked to type the text password which is matched
to the text which will be retrieved from the images which was stored during the
registration. Along with the text, the colors that the user had selected during the
registration will be displayed out of which the user will have to click on the

same colors that were clicked before.




Graphical Password Authentication

Personality traits are often regarded as a weak link in a computer security
system. If we point out that they exist three large areas where there is
human communication with computers important: authentication,
security performance, and to develop secure systems. Here we focus on
the verification problem. User proving authenticity is an important factor
for many computer security conditions. Research has shown that from
the user they can only remember a limited number of passwords,
themselves they usually write them down or they will use the same
passwords different accounts. Dealing with problems with username
verification-common password, alternative verification methods, such as
biometrics, have been used. However, in this paper we will focus on
another alternative: using image as passwords.

Image passwords refer to the use of images (again drawings) as
passwords. In theory, such photo passwords easy to remember, because
people remember pictures better than words . Also, they have to be very
resistant to them a vicious attack, as the search site is real endless.

In general, image password strategies are categorized into two main

categories: image processing based on recognition and memory-based .




Proposed System

These systems are usually in danger of slipping on the shoulder to the extent that  in
most cases, the whole drawing is the same visible on the screen as it is  installed, and
thus the attacker needs to view accurately or record only one login to unlock the entire
password. Shoulder shaving is a bad aspect of the image password confirmation.
To overcome what we have built an SSR shield (Shoulder Surfing Resistant). A
shield containing many false mouse points

sorted in such a way that it goes random at the location of the image and the actual
identifier will look exactly the same pointless mouse guides. This shield provides a

superior layer grid clicks and confusing someone else.




Formulation of problem

The problems of knowledge-based authentication are extremely text-
based passwords are well known. Users often needs to create memorable
passwords that are easy for attackers to guess, but Strong system-assigned
passwords are difficult for users to remember, a graphical password
authentication system should encourage users with strong passwords as

well as memorable. So they came through with new ideas like

->recognition based (pass faces)
->recall based (Das)

->persuasion using cued click points (pass points)

In the area of graphical passwords, Recognition based (pass faces) having
high level of online guessing attacks. Recall based (draw a secret) shows
high password strength but it needs very low level of attempts to crack
the password. Cued click points is the latest technique which gives hot
spot images(i.e.)highlighting the points to the attackers. This paper
overcomes the above issue with following authentication ideas

incorporate with graphical password techniques.
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Languages

® HTML

The Hyper Text Markup Language, or HTML is the standard markup language for
documents designed to be displayed in a web browser. It can be assisted by
technologies such as Cascading Style Sheets and scripting languages such as
JavaScript.

® CSS

Cascading Style Sheets is a style sheet language used for describing the
presentation of a document written in a markup language such as HTML. CSS is a
cornerstone technology of the World Wide Web, alongside HTML and JavaScript.

® Java Script

JavaScript, often abbreviated JS, is a programming language that is one of the core
technologies of the World Wide Web, alongside HTML and CSS. Over 97% of
websites use JavaScript on the client side for web page behavior, often
incorporating third-party libraries.

® Java Scriptin HTML

JavaScript is a text-based programming language used both on the client-side and
server-side that allows you to make web pages interactive. Where HTML and CSS
are languages that give structure and style to web pages, JavaScript gives web pages
interactive elements that engage a user.
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Literature Survey
Wantong Zheng and Chunfu Jia proposed a method Combined PWD. This scheme

proposes an online secret phrase verification component, combined PWD, through
embedding separators (e.g., spaces) into the passwords to reinforce the current secret
word validation framework. This plan uses the custom of the clients input. In this
examination, site clients can embed spaces in their secret word where they need to
stop when they register a record and the site back-end records the number of spaces
in each hole.
In the paper, a novel time-based unique password was contributed to avoiding
challenges of using a third party such as one- time password email, test and token
device, the client will set an underlying secret word to characterize how the secret
key will be changing throughout a characterized time, we tracked down that the
framework. Then found that the system retains the strength of the dynamic password
and improves the usability of the system in terms of availability.
A strong password authentication scheme was proposed by Yang Jingo. The one-
time password authentication schemes can be divided into two types namely weak-
password authentication schemes and strong-password
authentication schemes. In this paper, we survey the as of
1. Kus scheme and it also shows an attack against his protocol. And also
found that strong passwords have higher strength and easily guessing is
not possible. Later, we present a strong password authentication
scheme. This paper expands W. C. Ku's plan so that the alteration
convention can oppose Stolen-verifier assault. The changed convention
is built without loss of effectiveness.
Here, we use a picture password for the second authentication. So, no need for
complex textual passwords. Users can use any basic textual password. The system is

classified into three modules.




Hua Wang, Yao Guo proposes another reuse- situated secret phase authentication
system, called Desktop Password Authentication Centre (DPAC), to reuse counter-
measures among applications, along these lines lessening the expense of protecting
passwords against dangers. This arrangement can take out a ton of tedious work and
reduces the expense essentially, we demonstrate the feasibility overpack by
implementing a prototype, in which we migrate the widely used OpenSSH to DPAC
and implement two example countermeasures. Password authentication code (PAC)
is a very important issue in many applications such as web- sites and database
systems etc. Salah Refish proposes a PAC-RMPN scheme. In this paper, PAC
between two clients to affirm verification between them has been introduced. This
research presents a novel solution to the era-long problem of password
authentication at the incoming level. They should discover a strategy to secure this
a secret word from anticipated attackers. A legitimate user types his password only
and presses enter to propagate it to another user which he wants to be authenticated.
A secure password authentication scheme is proposed which gives more security.
This method uses a combination of pattern, key, and dummy digits. For this, the
client needs to perceive and enlist design as area numbers from the network,
register key qualities that guide esteem to secret password, and attach faker qualities
to misguide the attacker. From that point forward to log in, the client needs to
review the example and guides the secret key from design with enrolled key
qualities, making a secret word by including sham digits. It minimizes shoulder
surfing, brute- force attacks, cross site scripting etc. due to the high complexity of
guessing passwords in multi-levels: first from the pattern, then from key, and then
from dummy values.

The secret key is he fundamental key to get approval however programmers are a lot
of fruitful in secret phrase breaking because of the frail secret key chose by the client.
To reinforce the secret key stockpiling, the proposed framework utilizes the

Honeyword procedure alongside Honey encryption. Honeywords are falsepasswords




which are put away with unique secret word to draw the aggressor. The basic idea
behind Honeyword is the insertion of false passwords. These are to lure the attack.

To generate the Honeyword of original password different techniques like Chaffing-
with-tweaking, Chaffing-with- password model, etc. are available, but in theexisting

approach.
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