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Abstract 

 
These days a lot of information is being shared over social media and we are not able to differentiate 

between which information is fake and which is real. People immediately start expressing their concern or 

sharing their opinion as soon as they come across a post, without verifying its authenticity. This further 

results in spreading of it. Fake news and rumors are the most popular forms of false and unauthenticated 

information and should be detected as soon as possible for avoiding their dramatic consequences. This 

paper is a review and comprehensive analysis of the articles in recent literature's which were about 

detecting fake news over social media. 

 
In recent years, due to the booming development of online social networks, fake news for various 

commercial and political purposes has been appearing in large numbers and widespread in the online 

world. With deceptive words, online social network users can get infected by these online fake news easily, 

which has brought about tremendous effects on the offline society already. An important goal in improving 

the trustworthiness of information in online social networks is to identify the fake news timely. This paper 

aims at investigating the principles, methodologies and algorithms for detecting fake news articles, creators 

and subjects from online social networks and evaluating the corresponding performance. This paper 

addresses the challenges introduced by the unknown characteristics of fake news and diverse connections 

among news articles, creators and subjects. 

 
These characteristics aforementioned of fake news pose new challenges on the detection task. Besides 

detecting fake news articles, identifying the fake news creators and subjects will actually be more 

important, which will help completely eradicate a large number of fake news from the origins in online 

social networks. Generally, for the news creators, besides the articles written by them, we are also able to 

retrieve his/her profile information from either the social network website or external knowledge libraries, 

e.g., Wikipedia or government-internal database, which will provide fundamental complementary 

information for his/her background check. Meanwhile, for the news subjects, we can also obtain its textual 

descriptions or other related information, which can be used as the foundations for news subject credibility 

inference. From a higher-level perspective, the tasks of fake news article, creator and subject detection are 

highly correlated, since the articles written from a trustworthy person should have a higher credibility, 

while the person who frequently posting unauthentic information will have a lower credibility on the other 

hand. 

 

 

 

 

 

 

 

 

 

 

 

 



CHAPTER-1 

Introduction 

Internet is the most life changing inventions of humans and approximately everyone using it on 

daily basis. There are enormous platforms available to the users each of them caters different 

services to the users. Any of the users can use the platforms to post or upload anything with or 

without concern of anyone. As a result, a large number of people uses internet to spread fake news 

through the available platforms. These fake news serves as a propaganda against an individual, 

society, organization or any other. A normal person is unable to detect the fakeness of a certain 

news which he encounters on his electronic device which may lead to misconception and can harm 

his intellect, emotions and or in other adverse way. So, there is need of machine learning 

algorithms or classifier to detect the fake news automatically. 

 

Fake News contains misleading information that could be checked. This maintains lie about a 

certain statistic in a country. World is changing rapidly. No doubt we have a number of advantages 

of this digital world but it also has its disadvantages as well. There are different issues in this 

digital world. One of them is fake news. Someone can easily spread a fake news. Fake news is 

spread to harm the reputation of a person or an organization. It can be a propaganda against 

someone that can be a political party or an organization. There are different online platforms where 

the person can spread the fake news. This includes the Facebook, Twitter etc. Machine learning is 

the part of artificial intelligence that helps in making the systems that can learn and perform 

different actions. A variety of machine learning algorithms are available that include the 

supervised, unsupervised, reinforcement machine learning algorithms. The algorithms first have to 

be trained with a data set called train data set. After the training, these algorithms can be used to 

perform different tasks. Machine learning is using in different sectors to perform different tasks. 

Most of the time machine learning algorithms are used for prediction purpose or to detect 

something that is hidden. Detecting the fake news is a big challenge because it is not an easy task. 

If the fake news is not detected early then the people can spread it to others and all the people will 

start believing it. Individuals, organizations or political parties can be affected through the fake 

news. People opinions and their decisions are affected by the fake news. Different researchers are 

working for the detection of fake news. The use of Machine learning is proving helpful in this 

regard. Researchers are using different algorithms to detect the false news. That is why there is a 

need to detect fake news. The algorithms of machine learning are trained to fulfill this purpose. 

Machine learning algorithms will detect the fake news automatically once they have trained. 

 

The importance of machine learning to detect fake news will be proved in this literature review. It 

will also be discussed how machine learning can be used for detecting the false news. Increasing 

use of internet has made it easy to spread the false news. Different social media platforms can be 

used to spread fake news to a number of persons. With the share option of these 

platforms, the news spread in a fast way. Fake news just not only affects an individual but it can 

also affect an organization or business. So, controlling the fake news is mandatory. A person can 

know the news is fake only when he knows the complete story of that topic. It is a difficult task 

because most of the people do not know about the complete story and they just start believing in 

the fake news without any verification. 



 

 

 

Detecting the fake news is one of the most difficult tasks for a human being. The fake news can easily 

be detected through the use of machine learning. There are different machine learning classifiers that 

can help in detecting the news is true or false. Nowadays, the dataset can easily be collected to train 

these classifiers. Different researchers used machine learning classifiers for checking the authenticity of 

news. 

Fake news definition is made of two parts: authenticity and intent. Authenticity means that fake 

news content false information that can be verified as such, which means that conspiracy theory is 

not included in fake news as there are difficult to be proven true or false in most cases. The second 

part, intent, means that the false information has been written with the goal of misleading the 

reader. 

 

They often have grammatical mistakes. They are often emotionally colored. They often try to affect 

readers opinion on some topics. Their content is not always true. They often use attention seeking 

words and news format and click baits. They are too good to be true. Their sources are not genuine 

most of the times 

 

The spread of fake news has far-reaching consequences like the creation of biased opinions to 

swaying election outcomes for the benefit of certain candidates. Moreover, spammers use 

appealing news headlines to generate revenue using advertisements via click- baits. 

 

We aim to provide the user with the ability to classify the news as fake or real and also check the 

authenticity of the website publishing the news. 

 

The rise of fake news during the 2016 U.S. Presidential Election highlighted not only the dangers 

of the effects of fake news but also the challenges presented when attempting to separate fake news 

from real news. Fake news may be a relatively new term but it is not necessarily a new 

phenomenon. Fake news has technically been around at least since the appearance and popularity 

of one-sided, partisan newspapers in the 19th century. However, advances in technology and the 

spread of news through different types of media have increased the spread of fake news today. As 

such, the effects of fake news have increased exponentially in the recent past and something must 

be done to prevent this from continuing in the future. 
 

In our modern era where the internet is ubiquitous, everyone relies on various online resources for 

news. Along with the increase in the use of social media platforms like Facebook, Twitter, etc. 

news spread rapidly among millions of users within a very short span of time. The spread of fake 

news has far-reaching consequences like the creation of biased opinions to swaying election 

outcomes for the benefit of certain candidates. Moreover, spammers use appealing news headlines 

to generate revenue using advertisements via click-baits. In this paper, we aim to perform binary 

classification of various news articles available online with the help of concepts pertaining to 

Artificial Intelligence, Natural Language Processing and Machine Learning. We aim to provide the 

user with the ability to classify the news as fake or real and also check the authenticity of the 

website publishing the news. 
 

Fake news is a phenomenon which is having a significant impact on our social life, in particular   

in the political world. Fake news detection is an emerging research area which is gaining interest 

but involved some challenges due to the limited number of resources (i.e., datasets, published 

literature) available. 



 

 

The social context during news dissemination process on social media forms the inherent tri- 
relationship, the relationship among publishers, news pieces, and users, which has the potential to 
improve fake news detection. For example, partisan-biased publishers are more likely to publish 

fake news, and low-credible users are more likely to share fake news. 

The main objective is to detect which is a classic text classification problem with a straight forward 

proposition (NPL). 

It is needed to build a model that can differentiate ‘Real’ news and ‘Fake ‘news. 

TOOLS AND TECHNOLOGY USED 

Various python libraries: 

numpy 

pandas 

itertools 

matplotlib 

sklearn 

nltk 

The Dataset: The dataset we’ll use is news.csv (from kaggle.com). This dataset has a shape of 

(7796×4). The first column identifies the news, the second and third are the title and text, and the 

fourth column has labels denoting whether the news is REAL or FAKE. 

 

CHAPTER-2 

Literature Survey/Project Design 
 

PROPOSED SYSTEM 
 

The actual goal is in developing a model which was the text transformation (count vectorizer vs. 

tfidf vectorizer) and choosing which type of text to use (headlines vs full text). 

Now the next step is to extract the most optimal features for countvectorizer or tfidf-vectorizer, this 

is done by using a n-number of the most used words, and/or phrases, lower casing or not. 

Mainly removing the stop words which are common words such as “the”, “when”, and “there” and 

only using those words that appear at least a given number of times in a given text dataset. Hence 

classifying through passive aggressive classifier and finally detection takes place. 

 

Training of the classifiers of machine learning is an important task. This plays an important role for 

the accuracy of results of these classifiers. A classifier must have to be trained in a proper way with 

proper data set. Different researchers have trained the machine learning classifiers to detect the 

fake news. The main problem that occurs while training these classifiers is that mostly the training 

data set in an imbalanced form 



 

 
 

 
 

 

CONCLUSION 

Due to increasing use of internet, it is now easy to spread fake news. A huge number of persons are 

regularly connected with internet and social media platforms. There is no any restriction while 

posting any news on these platforms. So, some of the people takes the advantage of these platforms 

and start spreading fake news against the individuals or organizations. This can destroy the repute 

of an individual or can affect a business. Through fake news, the opinions of the people can also be 

changed for a political party. There is a need for a way to detect this fake news. Machine learning 

classifiers are using for different purposes and these can also be used for detecting the fake news. 

The classifiers are first trained with a data set called training data set. After that, these classifiers 

can automatically detect fake 

Fake news detected with Python by taking political dataset, implemented a TfidfVectorizer, 

initialized a PassiveAggressiveClassifier, and fit our model. 

We ended up obtaining an accuracy of 92.82% in magnitude 
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