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PREFACE

We divide this thesis into nine chapters: first chapter gives an introduction of the network
security, cryptography, digital signature, certificateless signature scheme and some about
the provable security of the signature scheme.

Chapter two deals with the some mathematical concept used in the thesis mainly number
theory, group theory, ring theory, integral domain, field, Galois theory and elliptic curve
with its properties, in the last of chapter we discuss about the bilinear pairing and some
useful theorems.

In Chapters three, we present the literature review of previous existing certificateless
signature scheme. Chapter 4 gives the views of our thesis means describe about the our
objectives of the thesis with methodology. In the chapter 5 we did the cryptanalysis of
many schemes. First we gave the review of the schemes thereafter we find the security
leaks of these schemes.

In the chapter 6, we have done security analysis of the He et al scheme and found the
security leaks of the He et al scheme. We proposed an improved certificateless signature
scheme to cover all the aspect about the leaks in He et al scheme. We proved the security
of our improved scheme with random oracle model under Computational Diffie-Hellman
assumption.

In the chapter 7 and 8, we proposed an efficient certificateless aggregate signature
scheme in which first CLAS scheme is suitable for healthcare wireless sensor network
and second CLAS scheme is targeted the vehicle ad-hoc network. Securities of both the
schemes are proven with random oracle model under Computational Diffie-Hellman
assumption and the results are compared with the previous schemes.

In the last chapter 9, we conclude the thesis and suggest some future directions of the

research work.
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ABSTRACT

Digital security is the necessity of our lives due increase the invisible communication.

We ensured the security services like confidentiality, authentication, integrity and non-
repudiation in our system. Cryptography is the important technique for providing the
security services. Digital signature is the keynote part of cryptography that ensures the
confidentiality, authentication, integrity and non-repudiation. We adopt the certificateless
signature scheme (CLS) in our work that removes the leakage of ID based public key and
public key cryptography. CLS scheme is very efficient techniques in recent scenario
which is very helpful to provide security. We used the aggregate property and associate
with our proposed CLS scheme. Aggregate scheme is a many to one map that allows the
different signature on the different message map to a single signature. This feature is very
beneficial in such environment where bandwidth and computational time saving is
required for e.g., wireless sensor network, vehicular ad-hoc network, internet of things
and an endless list. Certificateless aggregate signature (CLAS) is more efficient scheme
that enjoying both the features of certificateless and aggregate concept. We have done the
review of many existing CLS schemes. After studying a lot of CLS, we have done the
cryptanalysis of these schemes and identify many schemes like Deng et al signature
scheme, Horng et al signature scheme, Malhi and Batra signature scheme and Liu et al
Signature scheme be insecure against many concrete attacks like adaptive chosen
message attack, malicious but passive attack, honest but curious attack and collision
insider attack. We fulfils the leakage present in He et al scheme and Malhi and Batra
scheme, and proposed an improved CLS scheme. Also, we prove the security of our
proposed CLS signature scheme in the random oracle model with Diffie-Hellman
assumption. We proposed a novel CLAS using the concept of aggregate signature for
secure communication in healthcare wireless sensor networks. The proposed helps to
protect the online data, from the unauthorized entities in healthcare wireless sensor
network. The security of our construction is proved by Diffie Hallman assumption under
the random oracle model. Through experimental results, we have proved that our
certificateless aggregate signature scheme is more computational and energy efficient as

compared to the existing schemes.
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Chapter 1

Introduction

In earlier decades, most of the operations are done by manually like bank office, business
work and an endless list. Before the internet revolution, an organization collects the
information, data files and put these physical files in the locker for security.
Confidentiality of the file is the main question, an authorized person who has the locker’s
key can see these files and modified it. So privacy and integrity of the files is a very
important concern for like these systems. For retaining secure from the unauthorized
entity, we put these files in the professional organization.

But in the current era, it is not necessary to do manually. After the internet revolution, we
can store data, transfer data via internet. The internet becomes a value able asset of our
real life. The internet has become an essential part of our life and we share all our
information by social media or keep data on the cloud.

Since the internet is a very useful and user friendly for the user. The drawback of the
internet that the information is kept online and anyone unauthorized person can attack on
the information. It is very necessary that our information should be kept secret and no one
can attack on your information. Data is very crucial for every stage. For example, we take
a bank scenario, every transaction in the bank is done by online and the data are stored on
the server. If any unauthorized personal attacks on the bank server and access the all bank
accounts, change the password of the bank employees than the all functions can be
damaged. So no physical robbery needed just only one person sitting outside can break
the security via the internet. So we need our system to be so much secure that no one can
enter your security.

In the healthcare industry, Online data sharing is one of the requirements to increase the
efficiency and reduced the time constraints in the healthcare industry. In the healthcare
wireless sensor network, the Patient’s report is available online to share with health
professionals without any delay after the patient’s checkup. Data privacy becomes an
important issue in healthcare due to direct involvement of personal health related data of

patients. Modified data may become a serious cause of casualty for the patient.



So we can say that internet becomes our lives very easier but risky [5, 6, 7]. To be
secured the information from the unauthorized user, many challenges come like that the
information should not be modified (integrity), to be secret from the unauthorized access
(confidentiality), data should be available for the authorized user to excess (availability)

and ensure that the data should be access by authorized user (authentication).

Network security is the branch of the computer engineering that deal with the issue to
protect the data during their transmission. Before starting network security, we study
about the attacks, virus, worm, phishing and many other things. For example, one of the
famous attacks is computer virus where an intruder transfers the computer virus into the
target computer via any method like internet, pen drive, website, email and any other
possible method. A virus is a computer program that crushes the hard disk of the system.
1.1 Security thread:

Anything that comprises our system security is called the security thread. Security threats

can be classified into two category external users and internal user.
1.1.2 External and Internal Threats
Security threats can come from two locations:

o External users

e Internal users

An external threat occurs when an attacker belongs to outside of the network. Someone
outside of the network creates a security threat and tries to break the security of the
network. For example, in a bank, a person outside of the bank tries to hack the security of
the bank.

An internal threat occurs when an attacker belongs to inside of the network when

someone from inside the network creates a security threat to the network.



1.1.3 Unstructured and Structured Threats

Security threats also falls under two categories:

Unstructured threats
Structured threats

An unstructured security threat is performed by an inexperienced person who wants to try

the break of the network security or wants to enter into the system. A structured security

threat is performed by an expert and experience person who wants to try the break of the

network security or wants to enter into the system. Structure security threat is very

dangerous for the system because it is very difficult to detect in the system.

Security attacks, we can classified security attacks into four major categories.

(1)
(1)
(i)
(iv)

Interruption
Interception
Modification

Fabrication

Basic model: we start to explain by a basic model of communication in which two parties

sender S and receiver is involved in the communication. The sender wants to send the

information to the receiver and the receiver receive the information from the sender.

Fig 1.1 Basic model of communication

Interruption: Intruders destroy the system like hard disk, any part of hardware, or

disable the file management system and make unavailable from the receiver. This attack

is on the availability of the user.
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Fig 1.2: Interruption

Interception: An unwanted entity who gains access to an asset. This attack is done on
confidentiality. The unwanted entity could be a program, a person, or a computer. This

attack is a passive attack in which intruder analyzes the information transferring sender to

receiver.

v

Fig 1.3: Interception

Modification: this attack is active attack. An unauthorized entity tries to change the

data, alters the message or modifies the content during transfer the message.



Fig 1.4: Modification

Fabrication: In this attack, unauthorized entities send a new message to the receiver and

the receiver could not understand the origin of the message.

Fig 1.5: Fabrication

1.2 Cryptosystem

Due to spread of the information, we need to protect our system from the external and
internal adversaries. Cryptography is a very important technique in the current scenario to
protect information. In the data communication, at least two parties are involved in the
communication called sender and receiver. Sender’s intensity to send the information all
the parties involved in the communication and the receiver is the authentic entities who

accept the relevant information. The basic concept of the network security when the



sender sends the information through the public channel them protect the system by the

adversaries present in the channel who wants to capture the relevant information.

Cryptography is one of the approaches for the network security to secure our

communication and pretended by the unauthorized entities. Cryptography assures many

things such as data integrity, confidentiality, availability and secrecy of the information.

1.2.1 Fundamental targets of cryptography

(i)

(i)

(iii)

(iv)

Confidentiality: To keep the data secure from the unauthorized entities who wants

to access the information.

Data integrity: To make sure that data has not been modified by unauthorized

entities.

Authentication: To ensure that the communication made between the
authenticated entities. The intruder cannot enter in our network and excess the

information.

Non-repudiation: The entities who want to send information cannot deny with

their previous actions or commitments.

1.2.2 Basic function of cryptography

»

Plain Text (P): plain text is the message for encryption that the sender wants to

send the receiver.

Secret Key (K): secret key is the key, by which the message is going to be
encrypted.

Cipher Text (C): cipher text is the message after encryption by secret key

Encryption algorithm (EA): massage is to be encrypted by the sender with the
encryption algorithm by using plain text and a secret key.

Decryption algorithms (DA): massage is to be decrypted by the receiver with the

decryption algorithm by using ciphertext and a secret key.



1.3 Digital signature

Digital signature is a very useful cryptographic technique for transferring the information
securely. By digital signature we bind a person/entity with the digital data. That can be
verified by the third independent party. In the physical world, the records are preserved
wit manually sign. Digital signature is likely same concept like the physical world. A
massage is bind with the digital signature and person who generate the binding message
and signature cannot deny. In the digital signature, the signer binds the signature with the
message with their private key. This property is known as non repudiation. By digital
signature we achieve many cryptographic goals like privacy, integrity and non
repudiation. Digital signature is very useful in the business applications and other
application like e commerce, banking, networking, healthcare industry and an endless

list.

1.3.1 Model of Digital Signature

As discussed earlier, the digital signature scheme is a cryptographic primitive. A general

model of digital signature scheme is mentioned below;

Signer's Hashing
Data Private A 4‘| Function ]
Key — 771

. | v Equal?
l ! ) Data | . 7 5
Hashing Signature | — . Verification N
Function | | Algorithm —T* Signature i Algorithm Hash
l _ . A , '
‘ Signer's
iash Public
Key

Fig 1.6: overview of digital signature

The following points explain the entire process in detail-



The basic signature scheme has started with the public key cryptography, in which every
user has a private-public key pair. In general signing key and verifying key are different.
Signer attaches data with the hash function and generate a hash value of the data.
Thereafter signer generates a signature with their private key by a signature algorithm
and send this signature to the verifier by insecure channel. In the verifier end, verifier
knows the public key of the signer. With the help of the signer’s public key and the
verification algorithm, the verifier can verify the signature. If it is verified then this
signature is accepted otherwise reject.

Since the signer uses their private key to generate the signature then he cannot deny letter
for their authenticity. Since the signer uses the hash function of the message and take a
hash value before generating the signature. This leads the integrity of the message such

that no one can change or modified the data.
1.3.2 Algorithm for the digital signature
A traditional digital signature scheme consists the three algorithms.

KEY-GEN: Taking an input security parameter 1% this algorithm generates a private-
public key pair.

SIGNATURE: This algorithm is run by the signer, signer sign the message m with their
private key pk. Which can be notified as o = Sign, (m)

VERIFICATION: This algorithm is run by the verifier, the verifier verifies the signature
with the public key of the signer. If the verification is successful, then accept the

signature other reject the signature.
Verify,, (m, Sign ,, (m)) =1

1.4 Symmetric key cryptography

Symmetric key cryptography is the very basic technique of the cryptography. In this

technique sender and receiver agree with the same key. Both the party agrees with the



key before staring the communication. The sender encrypts the plaintext with secret key
as well as decrypt by the receiver with the same key [3]. The main view of the
cryptography is the privacy of the information and set the communication with the
different parties at different location. Since the agreement on the key is set up prior the
starting the communication, this will create some major drawback with the symmetric

key cryptography. Suppose n parties are involved in the communication, then we require
n (n-1)/2 keys. When a large number of parties involve then we need a huge number of

secret keys. It is very difficult to preserve the privacy of the private keys and huge
number of keys overload on the system. Predistribution of the key also creates many
problems. It is very difficult to design digital signature because of predistribution of keys
and we cannot decide the accountability regarding non-repudiation.

1.4.1 Basic function of symmetric key cryptography

» Plain Text (P): plain text is the message for encryption that the sender wants to
send the receiver.

» Secret Key (K): secret key is the key, by which the message is going to be
encrypted.

» Cipher Text (C): cipher text is the message after encryption by the secret key (K).

» Encryption algorithm (EA): massage is to be encrypted by the sender with the

encryption algorithm by using plain text and a secret key (K).

» Decryption algorithms (DA): massage is to be decrypted by the receiver with the
decryption algorithm by using cipher text and a secret key (K).
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Fig 1.7: Pictorial view of symmetric key cryptography

Public key cryptography gives the solution of these drawbacks predistribution of key and

the huge number of keys.
1.5 Public key cryptography

Public key cryptography is a cryptographic primitive which gives the solution of the
drawback in the symmetric key cryptography. Diffe- Hellman introduces the public key
cryptography in 1976 [3]. The basic concept of public key cryptography is that the key
used in the encryption by the sender is different from the key used in the decryption used
by the receiver. In the public key cryptography environment, each user has a key pair say
public key and private key. The public key is publicly known to all, whereas private key
is kept secret by the user. The only public key is used in the communication while the

private key is not transmitted.

Many drawbacks are also attached with the public key cryptography. In the public key
infrastructure, a trusted certificate authority (CA) is needed that issue a certificate to bind
the key pair (public key with the corresponding private key). For getting a certificate, the
user gives their identity and public key of the CA. CA verifies their identity and public
key, then issue a certificate issue to bind the key pair. This will create a certificate

management problem. If a lot of members are involved in the communication, then a
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large number of certificates are needed. In this procedure, the cost needed the like
certificate creation, transmission, verification and revocation is very heavy in certificate

management. This creates an overload on the system.

The solution of the major drawbacks of public key cryptography, provide by the Shamir
in 1984 by introducing identity based public key cryptography.

1.5.1 Basic function of public key cryptography

» Plain Text (P): plain text is the message for encryption that the sender wants to

send the receiver.

» Public and private Key (K, P) : K is the public key which is known to all and P is
the private key that kept by the user.

» Cipher Text (C): cipher text is the message after encryption.

» Encryption algorithm (EA): massage is to be encrypted by the sender with the

encryption algorithm by using plain text, public key and corresponding secret key.

» Decryption algorithms (DA): massage is to be decrypted by the receiver with the
decryption algorithm by using ciphertext and sender public key (in case of digital

signature).
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Fig 1.8: Public key encryption scheme
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Fig 1.9: Public key digital scheme

1.6 Identity Based Public Key Cryptography

For solving the certificate management problem inherit in the public key cryptography

Shamir introduced another cryptographic primitive say identity based public key

cryptography.

Shamir [8] suggests onward Identity-based public key cryptography (ID-PKC) for
shortening certificate management procedures of public key infrastructure (PKI). In
which user’s public key have just their email or telephone numbers. In the Identity-based
public key cryptography (ID-PKC) third party say a private key generator (PKG) used to
generate a private key. PKG initialize the system parameter and generate their public key
and master key and kept their master key secretly by himself. Then PKG generate the
private key of the user and transfer to the user by the secret channel. User can select their
public key, according their suitable information like house number, street name, city
name, phone number and email, etc. Now the user is able to use their operation like in
encryption, digital signature or authentication. In case of encryption, user encrypts their
private key generated by PKG and anyone can decrypt the ciphertext by the public key of

12



the user. In case of digital signature, user generate a digital signature with their private
key and the public key thereafter receiver can verify the signature with the public key of

the sender.

In this complete event, a major drawback of this scheme came that the user’s private
key is generated by the third party say PKG. Although we take an assumption that PKG
is a trusted party and it cannot be malicious. But in case PKG became malicious and he
knows the complete private key of the user. Then no remains the meaning of the security
of our algorithm and our system can be crush completely. This problem is known as a
key escrow problem.
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1.6.1 Algorithm for the identity based signature scheme

Algorithms Who is Input Output Remarks
Executin
g
Master-Key-Gen | PKG 1% Kk is (mpk, msk), Params | Keep e
security secretly itself
parameter
Private--Key-Gen | PKG mpk , USer User’s Secret Key Send usk to
identity usk user via secure
channel
Public-Key-Gen | User Public upk Depend on the
parameter selection on
Params user.
Sign Signer Signing key Signature o
(mpk, usk)
Verify Verifier | ID,upk ocon | Verification If verification
message M equation equation
satisfied to then
accept the
signature
otherwise reject

Solution of the key escrow problem inherits in identity based cryptography is suggested

by the al-riyami and Peterson in 2004 say certificateless cryptography.
1.7 Certificateless Public Key Cryptography (CL-PKC)

Al-riyami and Paterson [9] proposed a new approach called certificateless public key
cryptography (CL-PKC) to solve the key escrow problem of ID-PKC. The major
drawback of the ID-PKC is that the private key is generated by the third party say PKG
and he is aware of the user’s private key. In CL-PKC, A third party is involved say key

generation centre (KGC) which generates the user’s partial-private key and private key is
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generated by the user with the help of the private key while corresponding public key of
user generate by himself. Since KGC generate the partial private key not complete private
key, whereas a private key is generated by the user. So KGC doesn’t know about the
private key of the user. By this procedure, the CL-PKC provides the solution of the key
escrow problem inherit in ID-PKC.

In the original scheme suggested by the Al-riyami and Peterson have the seven
algorithms say Setup, Partial-Private-Key-Gen, Private-Key-Gen, Set-Secret-Value,
Public-Key-Gen, Signature, and Verification. The description the scheme is given below
Setup: KGC takes a security parameter 1% as input and returns a master secret key a,
master public key P,,,; and publish the system parameter params.
Partial-Private-Key-Gen: KGC takes user’s identity € {0,1}* , params and master key «a,
as input and provides the user’s partial private key psk;p. KGC send the private key to
the user via secure channel.

Set-Secret-Value: this algorithm is run by the user by taking input partial private key
psk;p. Then user sets a secret valuex;p,.

Private-Key-Gen: User takes the params , user’s secret key x;p as the input and
precedes the user’s private usk;p.

Public-Key-Gen: User can choose their public key upk,,, after taking public parameter
params.

Signature: Signer takes the public parameter params, user’s identity € {0,1}* , partial
private key psk;p. Then signer generates the signature ¢ on the corresponding message
Verification: This algorithm is run by the verifier. Verifier takes the input public
parameter params, user’s identity ID € {0,1}", user’s public key upk;, and the
signature pair (m, o) corresponding the message m thereafter verifies the signature if the
signature is verified the accept the signature otherwise reject the signature.

Equivalent certificateless signature against Ai-riyami and Peterson signature scheme: al-
riyami and Peterson [9] proposed seven algorithms as mentioned above in their digital
signature scheme. Similar signature can be formed by eliminating the Set-Secret-Value
algorithm. The result is same for both signature schemes. In the modified framework, six
algorithms consist in the signature describe.

e Setup
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e Partial-Private-Key-Gen
e Private-Key-Gen
e Public-Key-Gen
e Signature
e Verification.
Later on, it seems that the Private-Key-Gen and Public-Key-Gen algorithms are run by
the user then no need to separate these algorithms. The user can generate the key pair
public-private key pair in one step. In the new framework of certificateless signature, it
consists five algorithms and merge the public-key-gen and private-key gen. Five
algorithms framework is described as below in which four algorithm Setup, Partial-
Private-Key-Gen, Signature and Verification are same as the original framework:
e Setup
e Partial-Private-Key-Gen
e User-Key-Gen: User runs this algorithm after taking the input partial private key
generated by the KGC and the public parameter params and give output a key pair
(usk,;p, upk;p) and set usk;pas private key and upk;,, as public key.
e Signature

e Verification.

In the working of certificateless signature scheme, the third party say KGC generates
their public key and master key by taking input security parameter. Then KGC generates
the partial private key of the user and send via a secure channel to the signer. Signer set
their private key with the help of the partial private key thereafter signer sign a signature
on the given message, with its private key and partial private key where verifier can
verifies the signature with the help of the public key of the signer.

1.7.1 The formal definition of a CLS Scheme used in our work

A CLS scheme consists of five algorithms, called Master-Key-Gen, Private-Key-Gen,

User-Key-Gen, Sign, Verify.
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Table 1: Algorithms for CLS scheme
Algorithms Executes | Input Output Remarks
Master-Key-Gen KGC 1K Kk is (mpk, msk), Params | Keep s Secretly
security itself
parameter
Partial-Private-Key- | KGC User identity, | Partial private Send securely to

Gen Params key user via secure
channel

User-Key-Gen User mpk , USer Public/Secret

identity Key pair

(upk, usk)

Sign Signer Signing key Signature o

(psk,usk)
Verify Verifier mpk, 1D, upk Verification If verification

O On message equation equation satisfied

m

to then accept the
signature otherwise

reject

1.8 Security Model of a certificateless signature scheme

Al-riyami and Peterson describe the two type of the security, say Type 1 security level

and Type 2 security levels. There are two types of adversaries, A; andA,. In general,A;

and A, are involved in CLS scheme with different powers. A,is an outsider attacker and

A,is a part of the system, say, malicious KGC, who is responsible for generating the

partial-private key of the user. Description of power of adversaries is given below.

e Adversary A;:A,is capable to replace the public key of a user, but cannot obtain the
master key of KGC.

e Adversary A,: A,is malicious KGC and can access the master key of KGC, but have

no power to replace the user’s public key.
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Definition: A CLS/CL-AS scheme is said to be existentially unforgeable against adaptive
chosen message and identity attacks, if both the adversaries A; and A, have negligible
probabilities to forge the valid signature.
A1 and Axcan access the following six oracles:
Create-User: While an adversary submits a query on a target identity/D; € {0,1}*. Oracle
checks whether the proper entry corresponding to the target identity is available in the
database. If found, then returns PK;p to the adversary otherwise it executes Reveal-
Partial-private-key and Reveal-Secret-key queries to find partial private key ppkp;,
private key x; Thereafter, the Oracle computes PK;p, and inserts in the list L =
(IDy, x; PKp ppk,p,)- Finally,PK;p,returns to the adversary.
Reveal-Partial-Private-Key: While an adversary submits a query on a target identity/D; €
{0,1}*, Oracle checks whether the proper entry corresponding to the target identity is
available in the database. If found then returns ppk;;to the adversary otherwise it returns
L.
Reveal-Secret-Key: While an adversary submits a query on a target identity/D; € {0,1}",
Oracle checks whether the proper entry corresponding to the target identity is available in
the database. If found then returns x;to the adversary otherwise it returns L .
Replace-Public-Key: When an adversary submits a query on a target identityID; €
{0,1}"and private/public key pair(x;, PK;p, ). Then the oracle searches the listL, if proper
entry corresponding to the target identity is not available in the database then no need to
perform anything otherwise this oracle updates the list L = (IDi,xi,PK,D,ppk,Dl.)to L=
(IDi'xi,PKI*DrpkaDi)-
Sign: While an adversary submits a query on the message with target signer’s
identity/D; € {0,1}", Oracle executes one of the following activities.

) Returns a valid signature o; without replacing private/public key pair if the

target identity/D;has been formed without swapping private/public key pair.

i) Returns 1 if target identity /D;is not created.

iii) Returns the signature (x;, PK;p,, m;) after replacing the public key.
We design two Games: Game | and Game Il. Here, Game | and Game Il are designed for

A; and A, in CLS scheme, respectively [1].
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Game I:7; is the challenger/simulator that interacts with adversary A;. This Game

performs the following steps.

e Stepl: t,executes the Setup algorithm, which takes a security parameter k as input,
produces a master key of KGC and a list of system parameters. Thent, transfer the
system parameters to A; while keeping the master key secret.

e Step 2: In this step, A; can submitReveal-Partial-Private-Key, Reveal-Secret-Key,
Reveal-Public-Key, Replace-Public-Key and Sign queries at any stage during the
simulation in polynomial bound.

e Step 3: A; outputs a signature o;7 on a message m; corresponding to a targeted
identity ID;" with public key PKp:.

A;successfully wins the game if any one of the following conditions is satisfied.

i) o;is a valid signature on m; under ID;.
i) Oracle has never been performing the Reveal-Partial-Private-Key query for
getting the partial private key corresponding to the targeted identity ID; .
iii) Sign oracle has never been performed for m; with the targeted identity /D;.
Definition: A CLS scheme is called Type 1 secure if there does not exist any adversary
A; who wins the Game | in probabilistic polynomial time bound with non-negligible

advantage [1].

Create-TJzer(I1D)
Beveal-Public-Eegy(ID)
Partial-Private-Eev-Extract(ID)
A Ty
Sign(ID, m)

(D", m". &)

r 3

Fig 1.10: Security working against adversary A;
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Game Il:t, is the challenger/simulator that interacts with adversary A,. This Game

performs the following steps.

e Stepl: T, executes the Setup algorithm, which takes a security parameter k as input
and produces a master key of KGC and a list of system parameters. Thent, transfers
the system parameters to A, while keeping the master key secret.

e Step 2: In this step, A, can submit Reveal-Partial-Private-Key, Reveal-Secret-Key,
Reveal-Public-Key, Replace-Public-Key and Sign queries at any stage during the
simulation in polynomial bound.

e Step 3: A, outputs a signatureo;; on a messagem; corresponding to a targeted
identity/D;"with public key PKp:.

A,successfully wins the game if any one of the following conditions is satisfied.

i) o;isavalid signature on m; under ID;".
i) Oracle has never been executing the Reveal-Secret-Key for getting the secret
key corresponding to the targeted identity ID;.
iii) Sign oracle has never been executed for m;” under the targeted identity ID; .
Definition: A CLS scheme is called Type 2 secure if there does not exist any adversary
A, who wins the Game 1l in probabilistic polynomial time bound with non-negligible

advantage.

BATANE

Create-User(ID)
Beveal-Public-EKey ID)
Beveal-Secret-Value (1IN

Normal A2 Normal-Sign(ID, m) T

(ID*, m*, a*)

Fig 1.11: Security working against adversary A1
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1.9 Cryptanalysis

In the network security, we study two most important concepts: first as we discuss above
called the cryptography in which we make a cipher and cryptographic algorithms to
secure our system from the all types of adversaries and other one is called the
cryptanalysis in which we analysis the security of the previous cryptographic techniques,

try breaking the existing ciphers.

In cryptanalysis, we try to find the mathematical technique for finding the weakness of
the existing algorithms. Cryptanalysis is not the bad practices rather than it is in positive
ways which checks the security of the existing scheme and find the loophole of the

scheme thereafter it can be eliminated the weakness of the algorithm.
1.9.1 Some mathematical security attacks use in the CLAS

1.9.1.1 Honest but curious attack: An honest but curious attack is an attack where
adversary A are restricted to following the protocol, but after the experiment is over, they
may analyze the data they have received to try to recover other players' inputs. Once they

have done so, they may return a result deviating from the regular computation.

1.9.1.2 Insider attack: This type of attack can apply to aggregate signature scheme
where no one can identify the malicious signature. Some members participating inside in
the communication become malicious and generate malicious signature. Verifier cannot

identify the malicious signature on an individual level.

1.9.1.3 Universal attack: An adversary has no need the partial private key and private

key to forge the security of the signature scheme.

1.9.1.4 Collision resistance attack: Collision resistant property defined that no signer
groups holding the KGC together can generate a valid aggregate signature [56]. A
dishonest user might be an internal user (one of the sharing user in the aggregate
signature) or external user cooperates with malicious KGC to produce a valid forge

aggregate signature.
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KGC Dishonest User

Select a random number v € Z;, Compute v =

Compute partial private key psk;p,
Xip, + -+ x;p, + yCompute its public key asyP

Generate an aggregate with the help of public key
of dishonest user

Verify

If aggregate signature is verified, then proposed
signature is a valid forge signature

Fig 1.12: Pictorial view of collision resistance attack
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Chapter 2

Mathematical Background

Number theory is about integers and their properties. It is dealing with the theory of
numbers and is probably one of the oldest branches of mathematics. It is divided into
several areas including elementary, analytic and algebraic number theory. Those are
distinguished more by the methods used in each than the type of problems posed.

2.1 Division

If a and b are two integers not equal to O then we say that a divides b if there exist an

integer c so that b = ac.

When adivides b we called that b is a multiple of a and a is a factor of b. We used the

notation a|b defines that a divides b.

The positive divisors of 20 are 1, 2, 4, 5, 10, and 20.
-5130, 13182, -3 |33, 17289, 17 | 0.

Subsequently, we describe some more properties of divisibility corresponding integers as

follows.

2.1.1 Divisibility Theorems

For integers r, s, t it is true that

«If r|1, thenr= +1

e If r|sand s|r, then r= +s

o Ifr|s and s|t then r|t.

e ifr|sand r|t, then r|(s + t)
Example: 2|4 and 4|8,s02|8.

« ifr|t, then r|st for all integers t.
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2.1.2. Prime Numbers

An integer p is called a prime integer greater than 1 if it has two positive divisors, 1 and
itself. Therefore the maximum possible set of the factors or divisors should have only
four integers +p and+1. Prime numbers are of the greatest importance to certain

cryptographic algorithms and most of the techniques used will not work without them.
2.1.3 Fundamental theorem of arithmetic:

Any positive integer a = 2, which can be either prime or can be expressed as the product

of primes.

That is @ = pi* X pa? X p¥* X .......pk™ where p; < p; < p3 < -+ oo ppand ky, =
0.

It can be seen from the definition of a prime number as mention above, that 1 is neither

composite nor prime.

Examples: 20=4.5

56=2.2.2.7=23.7

Suppose n be a composite integer, then n contains a prime divisor less than or equal v/n. .
2.1.4 The Division Algorithm

Let a be an integer and b positive integer. Then there exist two unique integers s
andt,with0 < t < bsuchthata=b.s+t.
In the above equation,
a is called the dividend,
b is called the divisor,
t is called the remainder,
s is called the quotient.
For example: if we divide 17 by 5, then we can write
16=53+1.
5 is the divisor,
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16 is the dividend,
1 is called the remainder,
3 is called the quotient.

2.1.5 Greatest Common Divisors

Let a and b are the two integers with not equal to zero. The largest integer d with d|a
and d|b is called the greatest common divisor (gcd) of aand b.

The gcd of a and b is denoted by gecd(a, b). gcd(32, 48)

The positive common divisors of 48 and 72 are 1, 2, 4, 8 and16 so gcd(32, 48) = 16.

2.1.6 Relatively Prime Integers

Two numbers a and b are called relatively prime if gcd(a, b) = 1.

2.1.7 Least Common Multiples

The least common multiple of the positive integers a and b is the smallest positive integer
that is divisible by both a and b. We denote the least common multiple of a and b by
Icm(a, b).

Examples: Icm(4, 7) =28.

2.2. Modular Arithmetic

Suppose a be an integer and m be a positive integer. We are defined by a mod m is the
remainder when a divides m.

Examples:

10mod7=3

-10mod 7 =4

9 mod 3=0

2.2.1 Congruence

Suppose a and b be two integers and m be a positive integer. We say that a is congruent
to b modulo m if a-b is divides by m. a = b (mod m) is used to define that a is congruent
to b modulo m.

Examples:

For verifying above definition 46 = 68 (mod 11), we can check 11 | (46 — 68).

2.2.2 Properties of Congruence

Congruences have the following properties:
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e ¢ =d (modm) if m|(c-d)

e c=d (modm)iffd =c (modm)

e c=d(modm)andd = e (mod m) imply c = e (mod m)
Theorem: Let n be a positive integer. If c =d (mod n) and e = f (mod n), then c+e = d+f
(mod m) and ce =dc (mod m).
2.2.3 Modular Arithmetic Operations
According to the definition of the (mod) operator, that maps all integers to the set of
integers {0, 1, ........ , (m - 1)}. We can perform some arithmetic operations within the
elements of the set. These operations are called modular arithmetic operation.
Some modular arithmetic properties are shown as below:
1.[(c mod m) + (d mod m)] mod m = (c + d) mod m
2 .[(c mod m) - (d mod m)] mod m = (c-d) mod m
3.[(c mod m).(d mod m)] mod m = (c.d) mod m
2.2.4 Properties of Modular Arithmetic
Let Zm be the set of nonnegative integers less than m:
Zn= {0, 1,....., (m-1), +}
Zm is called the residue classes or set of residues mod n. To be further precise, each
element in Zn denotes a residue class. We can assign the residue classes, where (mod m)
as [0],[1], ....,[ m-2] , [m—1]
[s] = {a: aisaninteger,a = s (mod n)}
The residue classes (mod 3) and (mod 2) are
31=4¢.....,-13,-9,-5,-1,3,7, 11, 15,19, ...... }
[21=1...,-14,-10,-6,-2,2,6, 10, 14, 18, ..... }
In a residue class, the smallest nonnegative element among all the elements of the class is
used to represent the residue class.
2.2.5 Modular Inverse
The concept of modular inverse is very important in ordinary arithmetic and
cryptography. In number theory, any element is called the inverse of an element if we
operate this element with corresponding element and we get identity in the end result.
Identity can be different for different sets. It depends on the set and operation used in the
set. In general two types of the inverse exist depends on the operation: (1) Multiplicative
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inverse (2) Additive inverse. 0 is the Identity element corresponding addition operation,
whereas 1 is the Identity element corresponding multiplication operation. —A is the
additive inverse of the element a where a belongs to the group and 1/a is the
multiplicative inverse corresponding the element a. In case of arithmetic modulo m, a
number X is a multiplicative inverse if it is a relatively prime to mi.e. gcd (m,x)=1.
Suppose a €Zm and X €Zn
If ax = 1 (mod m) exist, then x is called the multiplicative inverse of a and denotes as a™*.
2.2.6 Chinese Remainder Theorem (CRT)
Suppose ni, n2, . . . ,nr are relatively prime numbers, then consider a system of
simultaneous congruence’s as following

Y = a1 (mod n;)

Y =az (mod ny)

Y =ar (mod ny)

has a unique solution modulo N = nznz . . .ny, which is given by
Y =Yi-;aN;X;mod N

Where Ni=N/n; and Xi=n* mod nj, for | <i<r.
Example
Consider a system of simultaneous Congruences equations

Y =5 (mod 7)

Y=3 (mod 11)

Y= 10 (mod 13)
Then we got the unique solution Y = 894 mod 1001.
2.2.7 Euler’s Theorem
Mathematically, Euler’s Theorem can be described as:
a®™ =1 (mod m), ged(a,n) = 1
Where, m is the modulus and a is any integer. The symbol ¢(n)is called Euler’s phi (or
Totient) function which has positive integers < m and relatively prime to it. Some
important points regarding ¢ (n) describe as follow:

e The value of ¢(1)is always equal to 1.
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e If pis prime number, then ¢(p) = p — 1 where p — 1 are positive integers < p
and relatively co prime to it.

e If p and q are two prime numbers with n=pq, then o(n) = p(pq) =
@@ =@—-1D(q-1.

o Ifn= pil X péz X p? X ... p,ll" then

o(n) = ”(1 —%) (1 —%) (1 —%>

2.2.8 Fermat’s Little Theorem
Fermat’s Little Theorem is a special case of Euler’s theorem where p is a prime
number. The theorem can be described as follows:
aP~! = 1(mod p), where n is a prime.
2.3 Concept related to Abstract Algebra
Let S is a non empty set. A binary operation is a mapping of the cross product of set S to
set Sas defincasf:SxS—S
Such that fora, b,c € S
f(a,b)=c
2.3.1 GROUP
Let G is a non empty set. An algebraic structure {G, «} is called group with binary
operation (=) if it satisfies 4 properties:
Al. Closure: For any two elements
cdeG,e=cdeG
A2. Associativity: For any three elements
d.e,f € G, (d =€) « f = d«(e+f)
A3. Existence of Identity: There exists an Identity element
e€ G such that Vc €G, c+e = esC= C.
A4 Existence of Inverse: Each element in G has an inverse i.e.
vce G3cle G,suchthatcxct=cic=e.
Abelian Group: A Group {G, =} is called an Abelian group, it satisfies one addition
property say commutative with binary operation « that is,

A5. Commutative: Foranyc,de G,c«d=d=c.
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2.3.2 CYCLIC GROUP
A group G is called a cyclic group if every element of the group G can express a power a
(where k is an integer) with a€G. a is called the generator of a cyclic group G. Cyclic
group is always abalian group. Order of a group can be finite or infinite. For example set
of integer is a cyclic group with the generator 1 corresponding addition operation.
2.3.3RING
Let R is a non empty set. An algebraic structure {R, +, x} is called a ring if it satisfied
following axioms with two binary operations say addition and multiplication:
1. R should be an abelian group corresponding addition operation such that it satisfies the
all the axioms mention in A1 — AS5. The identity element is 0 and the inverse of an
element a of R is denoted as —a.
M1. Closure with multiplication: For any two elements ¢, d € R, e = cde R.
M2. Associativity with multiplication: For any elements c,d,e € R, (cxd) xe = cx (dxe).
Ma3. Distributive law: For any elements d, e, f € R, cx (d + ) = cxd + cxe.
2.3.4 INTEGRAL DOMAIN
A Ring {R, +, x} is a non empty set with two operations multiplication and addition is
called integral domain, if it is satisfies the following properties:
M4. Commutative with multiplication:: For any ¢, de R, cd = dc.
Mb5. Identity corresponding multiplication: There exists an element 1 in such that ¢1 =
lc=cforallcinR.
M6. Without zero divisors: If ¢c,d € R and cd = 0 then either d =0 or ¢ = 0.
2.3.5FIELD
A Field {F,+,x} is a non empty set with two operations multiplication and addition if it
satisfies the following properties:
1. Integral Domain (A1 —M6): It should be satisfies all the properties of the integral
domain as mentioned above.
2. Inverse corresponding multiplication (M7): For each non zero element in F should
posses its multiplicative inverse i.e.,

vd # 0 € F,3d 'suchthatdd ! = d~1d = 1.
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2.3.6 FINITE FIELDS OF THE FORM GF (p)

We use the notation for finite field of order p" is GF(p") and called Galois field named on
the honor of the mathematician Galois. In cryptography, our special interest two type of
the finite field. When n=1, we have the finite field GF (p) that have a different structure
from the other finite fields and with n>1 we discuss in the next section.

2.3.7 Galois Fields

A field satisfies the axioms A1 — M7 as we discuss earlier. A field can have infinite
order. For example set of real numbers R is a field under the addition and multiplication
operations. In cryptography, however, our interest is not with the infinite fields because
they have the memory limitations, etc. Cryptographers have interest with finite fields
instead of infinite field.

It is noted that the order of a finite field should be in the power of a prime p" where n > 0.
The finite field of order p" is denoted as GF (p").

We use mainly two Galois group such as GF(p) for some prime p and GF(2"). (2 is
selected as main prime of interest because of its computers operating in binary.

2.3.8 Finite Fields of Order p

We define the finite field of order GF (p) of order p, where p is the prime number, as the
set Zp of integers {0, 1, 2..... ,p - 1} with the arithmetic operations addition and
multiplication modulo p.

2.4 Elliptic Curves

Elliptic curves are cubic curves of the form t2 = s® + as + b over the R? ( R?is defined as
R x R, where R is a set of real number) is defined by the point set (s,t) that satisfy the
equation t3 = s® + as + b, with the point O called point of infinity. O is the identity
element corresponding additive operation. We represent the elliptic curve as E(R) for
further use.

The following figure represents the pictorial view of an elliptic curve satisfying the

equationt®=s>+as+b
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Fig 2.1: Elliptic curve over R?: y? = x3 — 3x + 3 [21]

2.4.1 Elliptic Curves over Finite Fields
Elliptic Curves over Fp
Let E(Fp) be elliptic curve over a finite field Fp is denoted by the parameters a, b eFp
(where a, b satisfy the equation 4a® + 27b%= 0), consists of the points set (s, t) eF,
satisfying the equation t® = s® + as + b. The possible set of points on E(Fp) also include
point O the point at infinity is the identity element under addition operation.
The operator is defined over E(Fp) is addition. it can be easily verified that E(Fp) forms an
abelian group with respect to the addition.
The operation over addition in E(Fp) is specified as follows.
e Q+0=0+Q=Q,VQ eE(R)
o IfQ=(s,t) e E(Fp), then (s, t) + (s, —t) = O. (The point (s, —t) € E(Fp) is called
the negative of Q and is denoted —Q)
o If P=(sy, t1)eE(Fp) and Q = (s2, t2) € E(Fp) and P = Q, then T =P + Q = (s3,
ts)eE(Fp), where s3 =A% —s1—Sp, t3 = A (S1—S3) — t1, and A = (t2 — t1) / (S2 — 1),
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i.e. the addition of 2 points can be shown as the point of intersection E(Fp) and the

straight line which passing from both the points.

20

-20
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Fig2.2: Sum of 2 points P and Q on the curve t* = s® + as + b [21]
e LetP=(s, t)eE(Fp). Then the point Q =P + P = 2P = (sg, t1) e E(Fp),
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where s = A2 — 25, t1 = A (s — s1) — t, where A, = (3s? + a) / 2t. We call this operation

doubling of a point which can be shown as the point of intersection over the elliptic curve

ofn W F- 03 0 WD TS G0 fd G0 w7 LR TS 0% 0 w60 00 w0 w0 0 W3 0w D
T m oo 00 e D ey ooon e

with the tangentatP. " #@® = e 7 9e " e o528 2000837305
Figure 2.3: Doubling of a point P, R = 2P over the elliptic curve t2 = s3 - 3s + 3 [21]

Here, it is noticeable that the addition operation over elliptic curve E(Fp) requires two
multiplications, one inversion, six additions and one squaring. Similarly we can see,
doubling a point over elliptic curve on E(Fp) requires two multiplication, one inversion,
two squaring, eight additions.
Consider the set E(Fp) over addition. We can see that

e VQ,PeE(Fp),ifT=Q+P,then T € E(Fp) (Closure axiom)

e P+Q)+R=P+(Q+R),VR,Q,P e E(Fp) (Associative axiom)

e J0e E(Fp), such that VQ € E(Fp), Q +O = O+ Q = P (Identity element axiom)

e VQ € E(Fp), 3 - Q € E(Fp) such that, Q + (- Q) = (- Q) + Q = O. (Inverse

element axiom)

e VQ,PeE(F),Q+P=P+Q.(Commutative)

It can also be seen that the elliptic curve E(Fp) forms an abelian group under addition

operation.
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2.4.2 Elliptic curves over Fm
Let E(F,m) be a elliptic curve over a finite field F,m is denoted by the parameters a, b

eFp (where a, b satisfy the equation 4a® + 27b%= 0, b= 0 ), having the set of points (s, t) €

F,m , satisfying the cubic equation t2 + st = s® + as + b. The possible set of points on E(Fp)

also include point O the point at infinity is the identity element under addition operation.

Similar to elliptic curve E(Fp), addition operation is defined over the elliptic curve E(Fm
) and it can be easily verify similarly as E(Fp) that even E(F,m ) forms an abelian group

with respect to addition operation.

The addition operation in E(F,m ) is specified as follows.

e Q+0=0+Q=Q,VQeE(Fm)

e IfQ=(s,t) e E(Fm),then(s,t) +(s,—1t) =O. (The point (s, - t) € E(F,m ) and is

called the negative of Q and is denoted —Q)

e IfQ=(s1,t1) € E(Fm)andP =(sz t2) € E(Fm)and Q=P,
then T=Q+P =(s3 t3) € E(Fm), wheress=A2+ A +s1+52+3,
t3 = A (St +S3) +S3+ty,and A = (tr + t2) / (S1 + S2), i.e. the sum of 2 points can be
visualized as the point of intersection E(F,m) and the straight line passing through both
the points.

o LetP=(s,t) eE(F,m). Thenthe point Q =P + P =2P =(s3, t1) eE(F,m ), where s;

=AZ+L+a,t1 =LA (s+51)+s+t where L =s + (s/t). This operation is also
called doubling of a point and can be visualized as the point of intersection of the
elliptic curve and the tangent at P.

We can notice that addition over E(F,m ) requires one inversion, two multiplications, one
squaring and eight additions. Similarly, doubling a point on E( F,m ) requires one

inversion, two multiplication, one squaring and six additions.

Similar to E(Fp), consider addition under E(F,m ),

o VQ,PeE(Fp),ifT=Q+P,thenT e E(Fp) (Closure axiom)
e P+Q)+R=P+(Q+R),VR,Q,P e E(Fp) (Associative axiom)
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e 30e E(Fp), such that VQ € E(Fp), Q +O = O+ Q = P (Identity element axiom)

e VQ € E(Fp), 3 — Q € E(Fp) such that, Q + (— Q) = (— Q) + Q = O. (Inverse
element axiom)

e VQ,P e E(Fp), Q+P=P+Q.(Commutative axiom)

Thus we see that E( Fym ) forms an abelian group under addition.
2.4.3 Elliptic Curve: Some useful Definitions
e Scalar Multiplication: For an integer s and a point P on the elliptic curve, the
scalar multiplication defined over the elliptic curve is sP as the result of adding
Point P to itself s times.
e Order: Order of a point P defines over the elliptic curve is the smallest integer t
such that
tP = O. Further if a and b are two integers, then aP = bP if and only if a=b (mod t).
e Curve Order: curve order is defines as the number of points on the elliptic curve
and is denoted #E.

2.5 Bilinear pairing
Bilinear Map: Suppose G,, G,be two groups, where G, an additivecyclic group with a

generator P and G,be multiplicative cyclic group with same order g as well as G,. Then a
map e: G; X G; — G, is called an admissible bilinear mapping if it fulfilled the following
properties:
o Bilinearity: Forevery P,S,T € G, e(P,S+T) = e(P,S)e(P,T) and for every
,t €Z; ,e(sP,tP) = e(P,P)s" = e(stP,P) = e(P, stP).
e Non-degenerate: (P,P) # 1.
e Computability: 3 P, Q € G4, then there exist an algorithm to compute e(P, Q) for
all P,Q € G,.
2.5.1 Some properties of Bilinear pairing
Some properties of Bilinear pairing are given below:
. e(P,0)=1ande(0,P)=1forall P € G,
. e(P,—Q)=e(—P,Q)=e(P,Q) Lforall P,Q € G,
.  e(P,Q) =e(Q,P)forall P,Q € G,
IV. LetSeGy, Ife(P,Q)=1forall Q € G,thenS =0.
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CHAPTER 3

Literature Review

In public key cryptography, Digital signature is a key feature that assures authenticity,
integrity and non repudiation in the network.

3.1 Some basic digital signature scheme

3.1.1 RSA Signature Scheme

Algorithm of RSA digital signature describes as follows:

KEY-GEN: Private key and public key of user creates in this step as follows.

i) Randomly select two prime numbers p and g such that|p| = |q]|.

i) Calculate N = p X q

iii) Calculate (N) = (p — 1)(q — 1).

iv)  Randomly select an integer e < @(N) such that gcd (e, @(n)) = 1, then
calculate the integer d such that e X d = mod @(N).

V) Generate (N, e) as the user’s public key and kept d as the user’s private key.

SIGNATURE: for generating a signatureM € Zy, the signer generates the signature ¢ =
M%mod(N).

VERIFICATION: Verifier can verify the signature pair (M,o) with the verification
equation M = a®mod(N), if the equation is satisfied, then accept the signature otherwise

reject the signature.

3.1.2 Elgamal signature scheme [1]

The elagamal signature scheme is described as follows:

KEY-GEN: Private key and public key of user creates in this step as follows.

) Select a random multiplicative generator g of Z;. Where p is a random prime

number.
i) Select a random number 1 < x < p — 2 and set as the private key.
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ii)

iv)

Calculate the public key by y = g*(mod p).
Generate (p, g,y) as the public key, and set x as the corresponding private

key.

Signature: for generating a signature on the message € Z,, . the signer choose a random

number 1 < k < p — 2 and generate a signature pair (r, o) such that

r = g*¥mod(p), o = k™*(m — x X r)(mod(p) — 1).

Verification: Verifier can verify the signature pair (r, o) with the verification equation

y" xr? = g™(mod(p)), iIf the equation is satisatisfied, then accept the signature

otherwise reject the signature.

3.1.3 Schnorr signature scheme [1]

The Schnorr signature scheme is described as follows:

KEY-GEN: Private key and public key of user creates in this step as follows.

Select two prime numbers p and q such that q/(p — 1)

Select an element randomly g € Z,,.

Choose a hash function H: {0,1}" - Zj.

Choose a number x € Z; randomly and set it as the private key of the user and
calculate y = g7*(mod p) then set as wuser’s public key. Publish
(p,q,9,y, H) as the public key and key x as a private key of the user.

Signature: For generating the signature on the messageM, the signer selects a random

number k € Z,. And generate a signature such that r = gkmod(p), e = H(m||r)

and s = k + x X e(mod q).

Verification: Verifier can verify the signature pair (m, (e, s)) with the verification

equation r' = g% X y®mod(p) and e’ = H(m||r), if the equation is satisfied, then

accept the signature, otherwise reject the signature.

Shamir [8] proposed an Identity Based public key cryptography (ID-PKC) signature

scheme that solve the certification problem arise in public key cryptography and has no
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need of certification for binding private/public key pair. In ID-PKC, the user chose its
public key such as their driving license, phone number, address or any other unique
identity. Third party say, private key generator (PKG) involves in ID-PKC, generates the
private key of the user. Although we assume PKG as a trusted party, but one possibility
arises, if PKG became malicious who is responsible for generating the private key of the
user creates key escrow problem. Key escrow problem defines, if PKG, who is
responsible for generating the private key of the user becomes malicious that can break
the security very easily with the help of the private key. In 2003, Al riyami and Peterson
[9] recommend a solution to solve Key escrow problem inherit in ID-PKC. Al riyami and
Peterson [9] proposed a certificateless signature scheme (CLS), in which key generation
center (KGC) is the third party which produces the partial private key of user instead of
the private key and private key is generated by the user with the help of partial private
key. In this case KGC doesn’t have knowledge of private key directly.

Boneh [10] introduce the concept of the aggregate signature scheme in Eurocrypt 2003.In
the aggregate signature scheme, aggregator collects all individual n signatures and
aggregates them to produce a compact signature. Aggregate signatures are very beneficial
in practical real life application where bandwidth limitation creates a big issue such as ad-
hoc networks, wireless sensor networks, the internet of things and an endless list.
Certificateless aggregate signatures takes the advantage of certificateless and aggregation
models, it generates the solution of certificate problem and decreases the computations
and restrict the bandwidth.

In recent years, a lot of certificateless signature schemes [12, 13, 14, 15, 16, 17, 18, 19,
20, 22, 23, 24, 25, 27] have been proposed by researchers. Zhang and Zhang [15]
suggested a CL-AS scheme and claims that their scheme if existentially unforgeable
against adaptive chosen message and identity attacks but Shim [56] found insecure Zhang
and Zhang [15] CL-AS scheme against collision resistant attack .Xiong et al’s [17, 18]
presented an efficient CL-AS with constant pairing and proves that the proposed CL-AS
scheme is secured against concrete attacks in random oracle model but unfortunately
Zhang et al’s [34] found that their scheme is fails to protect against collision inside
attacks. Yum and Lee [31] describe a new CLS scheme and claims to be secure against

identity and adaptive chosen message attack, thereafter Hu et al [32] demonstrate that
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Yum and Lee [31] CLS is fails to secure against the type 1 attack. Gorthala and saxena
[48] proposed a new pairing based CLS scheme in random oracle model. Gong et al. [48]
proposed two certificateless aggregate signature (CLAS) schemes which are found
insecure by [5]. Zhang et al. [15, 20] suggested two new CLAS schemes using the
bilinear pairing, but proposed scheme is not so much efficient having many pairing
operations. Xiong et al. [17] proposed an efficient CLAS scheme and demonstrate that
their scheme is unforgeable against some concrete attacks. Xiong et al. [18] scheme is
very efficient in real life, unfortunately it fails to secure against type 2 adversary [28, 34,
35, 36]. Chen et al. [14] presents an efficient CLAS scheme and show that their scheme
is secure against type 1 and type 2 adversaries, unfortunately Zhang [20] discover a
universal adversary different from type 1 and type 2 adversaries forge the proposed
scheme by [14]. Many other security attacks offered by researchers on CLS schemes.
Deng et al. [25] proposed an efficient CL-AS scheme unfortunately we found that their

CL-AS scheme is not secure against collision resistance attack.

Zhang et al. [15] proposed CLS schemes based on elliptic curve and verification
algorithms have four pairing computation. Yep et al [8] proposed an improvement having
only two pairing operation. Z. Eslami and N. Pakniat [13] propose a concrete
certificateless aggregate signcryption scheme which is based on Barbosa and Farshim’s
certificateless signcryption scheme and proves that their CLAS scheme is secure under
the gap Bilinear Diffie—Hellman. Gong et al [48] present two certificateless aggregate
signature scheme in which first CL-PKC scheme reduces the cost of communication and
signer —side calculation and second kind of CL-PKC minimizes the storage but sacrifices
the communication. Gong et al also proves that their schemes are secure in random oracle
model.

Zhang and Wong [29] proposed an efficient CLS scheme from pairings. Xu et al. [22, 23]
proposed two CLS schemes for mobile wireless cyber-physical systems, and claim for
high efficiency and verifiable security. Xiong et al [18] proposed a CLAS scheme in
which have no need of synchronization for the signers and is secure under standard
computational Diffie-Hellman assumption. Xiong et al [18] proves that their CLAS
scheme is secure against super type Il adversary and describe their scheme is very useful

for vehicular ad-hoc network because of no need of synchronization for the signer. The
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Xiong et al [17] scheme is useful for mobile computation where limited computation and
storage capacities of the devices are a big challenge. Xiong et al. [18] proposed a
certificateless aggregate signature with constant pairing computations which is
convenient for Ad-hoc Networks and claims to be secure in the computational D-H
problem in random oracle. Cheng et al found in the cryptanalysis of Xiong et al proposed
CLAS scheme that it is insecure against the malicious-but-passive attack and honest-but-
curious attack. Cheng et al gives an improvement CLAS scheme and by comparing
performance analysis they prove that their scheme is a much efficient scheme.

He et al. [40] proposed an improved anonymous authentication scheme for wireless body
area network. Horng et al. [59] used the batch verification in their proposed CL-AS
scheme which reduces the computational cost taken in the verification process of the
signature. Recently, He and Zeadally [64] proposed an authentication protocol for
Ambient Assisted Living (AAL) system, which provides the healthcare monitoring and
tele-health services by leveraging information and communication technologies. He et
al. [43] construct an efficient certificateless public auditing (CLPA) scheme for cloud-
assisted wireless body area network. Many architectures constructed by the researchers
for HWSN [42, 43, 44].

Huang et al [10] classified the adversaries on behalf of their potential and make three
kinds of adversaries called strong adversary, super adversary and normal type adversary
associate with the type | and type Il adversary in the proposed certificateless aggregate
scheme. Huang et al presents two schemes, for which he et al claims their scheme is
secure against normal type | and super type Il adversaries and second scheme is secure
against super type | and super type Il adversaries.

Liu et al. [23] proposed an efficient certificateless aggregate signature scheme in which
he claims that it is unforgeable against adaptive chosen-message attacks. But it is found
insecure against ordinary passive attack and malicious active attack by Yulei Zhang and
Caifen Wang [29].

Malhi and Batra et al [22] presents a certificates aggregate scheme for Vehicular Ad-hoc
Networks. They claim that in their scheme, RSU generates the pseudonyms after this
RSU identifies the user’s identity and generates the corresponding pseudonym. KGC

have no full control on pseudonyms and cannot forge the signatures.
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Horng et al [59] proposed an efficient certificateless aggregate signature scheme with
achieving conditional privacy preservation in vehicular ad-hoc networks, in which every
message generated by any vehicle associate with a pseudo identity. In proposing schemes
Horng et al used four entities two for trust authorities (TA) and one for trace authority
and one for key generation center with the assumption that 1) TRA and KGC are always
trusted. 2) Each vehicle has GPS for obtaining time information. 3) Every vehicle
furnished with a tamper proof device. Horng’s et al [59] proposed schemes is used for
vehicular adhoc network that is secure under adaptive chosen-message attacks and attains
authentication, identity privacy, message integrity, preservation and traceability. Recently
Hou et al [24] proposed an CLAS scheme and demonstrate that their scheme is secure in
random oracle model but this scheme is found insecure by applying a concrete attacks.
Deng et al [26] found insure Hou et al [24] scheme and also construct a new CLAS

scheme and provide a formal security proof.

3.2 COMPARISON BETWEEN VARIOUS EXISTING CLAS SCHEME

In this section we compare some popular existing algorithms and give a detailed
discussion about them. We present a table of various CLAS algorithms used by
researchers. The table is prepared on behalf of scheme performance, such as sign cost,

verification cost and aggregate verification cost.

Table 3: Comparison between various existing CLAS Scheme

S. CL-AS Scheme Point Verify Cost Aggregate Security
No. Multiplication Verify
Cost
1 Z.Zhang [19] 3S 4P 3P Yes
3 Zang and Zang 3S 4P (n+3)P No [56]
et al [15]
4 L. Zhang et al 5S 5P+2S 5P+2nS Yes
[57]
5 First scheme in 2S 3P (2n+1)P Yes
Gong et al [48]
6 Second scheme 3S 3P (n+2)P+ Yes
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in Gong et al nS

[48]

7 Hang Tu et al 3S 4P+2S 4P+2nS Yes
[35]

8 Lin Cheng et al 4S 3P+2S 3P+2nS Yes
[36]

9 Z. Eslami, 3S+1P 4P (n+3)P Yes

N.Pakniat [13]
10 Chen et al [14] 2S 3P+1S (n+2)P+ Yes
1nS

11 Hu Xiong et al 3S 3P+3S 3P+3nS Yes
[17]

11 Hu Xiong et al 3S 3P+2S 3P+2nS No [28, 34,
[18] 35, 36]

12 He et al [28] 3S 3P+2S 3P+2nS Yes

13 Liu et al [27] 3S 3P+2S 3P+2nS No

14 | A. Malhi and S. 3S 3P+3S 3P+3nS Yes

Batra [22]

15 J. Deng et al 4S 3P+3S 3P+3nS Yes
[25]

16 Horng [59] 3S 3P+1S 3P+1nS Yes

17 Hou et al [24] 3S 3P+1S 3P+1nS No [26]

n: Positive Number,S: Unit of scalar point multiplication Cost, P: Unit of Pairing Cost

Discussion: In this subsection we discuss a healthy discussion on the existing algorithm
which have mentioned above. Mostly three types of the operation called hash function,
scalar point multiplication, pairing operation used by the researcher in their CLAS
scheme. Some researcher used pairing scheme and pairing free CLAS scheme. Pairing
operation is very costly in all operations. Hash operation is very efficient and cost of the
hash function is very low. Cost of Scaler point multiplication lies between hash function
and pairing operation that is more than hash function and less than pairing operation. So

we conclude that if any scheme having more pairing operation is not an efficient scheme.

42




It may be possible that any scheme is efficiently on behalf of operation used, but not
secure and attacked by other researcher, and then this scheme is not efficient. L. Zang and
F.Zang [15] used 3 scalar point multiplications in signature algorithm and 4 pairing
operation in verifying algorithm in CLS scheme while they used (n+3) pairing operation
in aggregate verifying algorithm in CLAS scheme which makes it very costly due to the
high cost of pairing operation in aggregate verifying. Kyung-Ah Shim [31] found insures
the L. Zang and F. Zang[15] CLAS scheme by applying collision resistant attack. Zhang
et al [57] proposed a CLAS scheme with 5 scalar point multiplications in signature
algorithm and 5 pairing operation with 2 scalar point multiplications in verifying. Zhang
et al [57] used 5 pairing operation in their CLAS scheme which is very costly and time
consuming, so Zhang et al [57] scheme is not so much efficient. Gong et al [48] proposed
two CLAS scheme which is also very costly because Gong et al [48] used a lot of pairing
operation in both of CLAS scheme. Xiong et al [18] used 3 paring and 2 scalar point
multiplications operations in his CLAS scheme, but much type of attacks has applied for
their CLAS scheme. Lin Cheng et al [14], D. He et al [29], Hang Tu [22] et al proposed
an improved CLAS scheme on applying attack on Xiong et al [18] CLAS scheme. Liu et
al [27] used 3 scalar multiplications in signature and 3 pairing and 2 scalar point
multiplications in the proposed scheme. Zheng and Wang [29] prove that Liu et al [27]
scheme found insecure by applying security attack type 2 adversary Ao.In another
Scheme of Xiong et al [18] used 3 scalar point multiplication in signature and 3 pairing
operation with 3 point scalar point multiplication in verifying scheme, also have no found
attack on their scheme. So Xiong et al [18] is a better scheme in computation. Z. Eslami
and N.Pakniat [13]presented a CLAS scheme with 3 scalar point multiplications and 1
pair operation on signature stage and 4 pairing operation contains in verifying algorithms,
but it has (n+3) pairing operation in their aggregate signature verifying which made this
scheme not so much feasible scheme. Malhi et al [22] and Horng et al [59] proposed their
scheme for Vehicular Ad-hoc Networks. Horng et al [59] used scaler 3 point
multiplications in signature and 3 scaler point multiplications and 1 pairing in verifying
and 3 pairing and 1 ns in aggregate verifying and also show results in simulating
environment. Malhi [22] et al used scalar 3 point multiplications in signature and 3 scalar

point multiplications and 3 pairing in verifying and 3 pairing and 3 nS in aggregate
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verifying in their CLAS scheme. These schemes are secure because no attacks having
applied till now while comparing between Malhi et al [22] and Horng et al [59] Schemes,
Horng et al [59] CLAS scheme is much more efficient rather than Malhi et al [22] CLAS
scheme on behalf of operation applied by both of them. Hou et al [24] proposed a CLAS
scheme which is found insure by Deng et al [26]. Deng et al [25] also proposed an
improved CLAS scheme based on Hou et al [24] CLAS scheme. Hou et al [24] used 3
scalar point multiplications in signature algorithm and 3 pairing operation with 1 scalar
point multiplication in verifying algorithm while Deng et al [25] used 3 scalar point
multiplications in signature algorithm and 3 pairing operation with 3 scalar point
multiplications in verifying algorithm. Deng et al [25] proposed CLAS is much more
secure and more efficient rather than Hou et al [24] while Hou et al [24] CLAS used less
operation.
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Chapter 4
Objectives and Methodology

We study a lot of different types of digital signature schemes like blind signature,
partially blind signature, aggregate signature, ring signature, compact signature, pairing
and without pairing based signature, a group based signature, thrashedhold signature,
proxy signature and a lot of signature techniques. Descriptions of some of the techniques

are mentioned below:

» Partially blind signature: Partially blind signature is approximately same as
blind signature, Signer and the user have agreed on some common information for

eX. In the online cash system

» Aggregate Signature: Aggregate signatures allow aggregating an an individual
signature, which takes the benefit of limited bandwidth and reduce the
computational overhead.

» Ring signature: In the ring signature, group of n signer involves signer sign the

message on behalf of any user but verifier can’t understand who the singer is.
» Compact signature: length of the signature is short in the compact signature.
» Pairing based signature: signature has been created based on bilinear pairing.

» Signature without pairing: as above mention pairing cost of the signature is very
costly, so we can create a signature without pairing, in which pairing is not

involved.

» Thrashedhold signature: in this signature a group of signer generates the

signature and every user has some responsibility for generating the signature.

» Group signature: in the group signature, on signer generates the signature on

behalf of the group.
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» Proxy signature: User sign the signature on behalf of the original signer. Anyone
can verify proxy signature if it knows about the public key of original signer and

proxy signer.

After studying these techniques, we study the existing schemes derived from the
contemporary researchers. We decide our goals to find the security leaks of the previous
scheme by applying some concrete attacks. Also, we introduce certificateless signature
schemes for different applications like vehicle adhoc network and healthcare wireless
sensor network which are more efficient in the appropriate environment. Our objectives

of the thesis are discussed below:
4.1 Objectives

» Study the literature of many techniques such as Public key cryptography, ID

based Signature scheme, Certificateless Signature Scheme.

» To study many cryptographic primitive under digital signature schemes such as
Blind Signatures Partially blind signature, Aggregate, Ring signature, Compact
signature, Pairing based signature, Signature without pairing, Thrashedhold
signature, Group signature, Proxy signature, Policy based, Undeniable signature,

leakage free, Strong designated verifier, Multisignature, Dual Signature
» Find the limitation of the existing model proposed by the researchers.

» Find the flaws in the previous schemes by cryptanalysis and remove the security

leaks of previous schemes.
» Design our certificateless signature scheme with elliptic curve cryptography.

» Design a signature scheme for VANET and one for Healthcare Wireless Sensor
Network.

» Prove the security of our scheme by using NP hard problem such as

computational Diffie-Hellman problem, discrete logarithm problem.
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» We use the Random Oracle Model for giving mathematical proof.

» Make mathematical models for certificateless aggregate signature scheme.

4.2 Methodology

In the methodology, we mention below some points by which we achieve our goals.

To use mainly latest 5 years research papers regarding a digital signature

scheme to complete literature review.

Study the literature review to find the flaws of previous existing digital

signature scheme.

Do the cryptanalysis of the previous existing schemes and try to give the

improvement of their schemes.

Make the mathematical models to design the certificateless signature scheme

for various applications.

Use Random Oracle Model to prove the provable security of our schemes.
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Chapter 5

CRYPTANALYSIS OF EXISTING CERTIFICATELESS
SIGNATURE SCHEMES

Cryptanalysis is a science of network security in which we analyze the security previous
existing schemes by applying some mathematical technique. In this chapter, we have

done a cryptanalysis of a lot certificateless signature schemes.

5.1 Preliminary Although we have discussed preliminaries in the last section, but we
have given some definition below as the necessity of the chapter.

5.1.1 Bilinear Map: Suppose G, be an additive cyclic group with a generator P and G,
be multiplicative cyclic group with same order g as well as G, . Then a map
e:G,xG, »G, Is called an admissible bilinear mapping if it satisfied the following
properties:

Bilinearity: P,ABeG, , e(P,A+B)=¢(P,A)e(P,B) and for every «xyecz;

e(xP, yP) =e(P, P)* =e(xyP, P) =e(P, xyP)

e Non-degenerate: e(P,P) =1
e Computability: 3A,BeG, , then there exists an algorithm to compute e(A B) for all

ABeG

5.1.2 Security Models

In [9] security model, two types of adversaries are involved in the CLAS scheme,
adversary Al and adversary A2 have different attacking powers which restrict them. Al
can replace the public key of the user on behalf of its false public key, but cannot access
the master key of the user whereas A2 has the power to access the master key of KGC but

cannot modify the public key of the user.

e CreateUser: When submitting a query of identity ID, {01}  on message then the

oracle returns the corresponding public key If it is not present in the list, then first

it create a user’s public key and update list thereafter returns public key upk;p, .
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e RevealPartialkey: When submitting a query of identity 1D; €{0,3" on messagem;

then the oracle returns corresponding partial private key pskp, .

e RevealSecretKey: When submitting a query of identity 1D, €{0,1}" on message m;,
then the oracle returns corresponding secret key uskp, .

e ReplacePublicKey: When submitting a query of identity 1D, {0,1}" on message m,
and user’s private/public key pair (usk,p, ,upk;p, ) - Then oracle searches in the list, if
the corresponding identity found, then update the entry (usk;, ,upk,,) With

replacing the previous entry

e Sign: When submitting a query of identity ID; {01} on message m;, then the
oracle performs one of the three cases.
1) Returns a valid signature o; without replacing, if ID; has been created without
replacing private/public key pair.
2) Returns L, if ID; is not created.
The oracle returns the sign (usk s, ,upk,, .m;) after replacing the private/public key pair.
5.2.1 Game Plan: ¢ is a simulator who communicates with the adversary A. This Game

takes three phases for completion.

Phase 1: in the phase 1, .~ takes an input parameter k and set the master key/ public key
of KGC and generates the public parameters params . < sends the public parameter to the

adversary and keep master key secrets.

Phase 2: In this phase, A can submit revealpartialkey, revealsecretkey, revealpublickey,
replacepublickey and sign queries at any time during the simulation.

Phase 3: A generate a signature o; on a message m; corresponding to a targeted identity
ID; with public key upk;s -
A wins the game if any one of the following conditions is satisfied.

iv) o; is a valid signature on message m; under targeted identity ID;

corresponding public key upk;s -
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V) Sign has never been submitted on message m; under targeted identity ID; .

5.3 Cryptanalysis of Deng et al CLS and CLAS scheme:
In this subsection we have done cryptanalysis of Deng et al CLS and CLAS scheme.

5.3.1 Review of the Deng et al [25] CLS Scheme

In this section we provide a brief review of Deng et al CLAS scheme. Deng et al CLS
scheme consist of five algorithms Masterkeygen, Partialkeygen, Userkeygen, Sign,
Verify.

Masterkeygen: KGC runs the algorithm after taking an input security parameter k .

Generate two cyclic groups G, and G, , where G, additive group and G, is the
multiplicative group with the same order q with two generators pP,Q off G; and a

bilinear pairing e:G,xG, —» G;

i) Select a random number sez; and computes P, =sP, taking s as a master key of
KGC and P, as a public key of KGC.
ii) Select five one way cryptography hash functions H,:{01} -G, , H, {01} >G, ,

*

Hy {01} > Zg, H, 0 > 25, Hy: {0 —>Z;.

iii)Generates the system parameters say Params are

{0,G,G,,e,P,Q, Py, Hi, Hy Hg, Hy  Hs} and keep secretly master key s by KGC.

Partialkeygen: After taking input user’s identity ID;, The KGC first computes the user’s

partial private key psk,p =sQp where Q,p =H,(ID;) and forward it to the user via a

secure way.

Userkeygen: The user chooses a random number x,, <z; and set as secret keyuskp;

then computes its public key upkp =uskp;.P

Sign: The user with identity ID; takes the params , the partial private key psk ,

corresponding secret key usk,p; and then performs the following steps to generate the

signature:
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i) Select a random number r, e z; and computes

Ui=rP , i =Hs(m,ID;,upkip U;) -, hy=H,(m;, 1D, upkip, ,U;) ,  Q=Hy(a,P,Pyy)
ki = Hy(m;, 1D;, upkip, ,U;)

if) Compute: V; = pskp. +1;.5;.Ppyp + i Xip Q + ki 1;.Q

iii)Provides a signature (U;,V;) on message m; .

Verify: Given a signature (U;,v;) with message m; corresponding public key upkp

regarding the identity 1D; verifier performs the following steps:

i) Computes U;=r.P , t=Hy(m,ID,upkip ,U;) ,  hy=H,(m;, D, upkip ,Ui)
Q =Hy(q, P, Pyyp) , ki = Hy(m;, 1D;,upkip ,U;) Verify the following equation
e(V;, P) =e(Qp, +tU;, Pyyp)e(hiupk,p, +kiU;,Q)
If it satisfied to then accept the signature.

5.3.2 REVIEW OF DENG ET AL [25] CLAS SCHEME

The CLAS scheme consists of seven steps in which five algorithms Master keygen,
Partialkeygen, Userkeygen, Sign, Verify are same as CLS scheme and two extra
algorithms say Aggregate and Aggregateverify are involved in the CLAS scheme whose

description is given below:

n
% :Zvi and results an aggregate signature aso = (U;,U,......... U,.Vv).
i=1

2) Aggregate Verify: For verifying an aggregate signature o =(U;,U,........ u,.V)
signing by n users {U;,U,........, U,} with their identities, verifier performs the
following steps:

i) Computes Qip =Hi(ID;) , by =Hy(m;,1D;,upkip ,Ui) , ki =Hs(m;, ID;,upkip ,U;)

Q=H,(a,P, I:)pub)
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tj = Ha(m;, 1D}, upkip ,U;)

i) Verify
e(V,P)=e()" (Qip, +tUi), Poup) - e (iupkip, +kiU;),Q)
i=1 i=1

Now, we proposed a cryptanalysis of Deng et al. [25] scheme.

533 ATTACK ON Deng et al. [25] CLS SCHEME

Deng et al. [25] proposed a certificateless signature scheme and claims it is unforgeable
from adaptive chosen message and identity attacks and demonstrate that two types of
adversary involve in the CLS scheme. In the proposed attack, we demonstrate that no
need of adversary 1 and adversary 2 in the scheme, another universal adversary A exist
who can forge the signature without knowing the master key of the KGC and private key

of the user.
Adversary A takes following steps to forge the valid signature.

Step 1: Adversary A randomly selects an identity ID; with four messages m;,m, m;,m,
and found respective four legal signatures o, = (U;,V,),0, = (U,,V,), 03 =(U3,V3),0, = (U,,V,)

on the same identity 1D, by submitting sign query.

Step 20 A computes t =Hy(m,ID,upkip U) , h =Hy(m,ID,upkip ,U;)

K™ =H,(m", 1D, upkip, ,U;)

Step 3 A can compute, t=Hg(m,ID;upkip ,Ui) , Iy =H,(m, ID;,upkip U;)

ky = Hs(my, 1D}, upkip, ,U;) ,
t, = Ha(my, ID;, upkip, ,U;) , Ny =H,(my, ID;, upkip, ,U;) , k; = Hg(my, 1D}, upkip, ,U;)
ty = Hg(mg, ID;, upkip ,U;) , hy =H,4(mg, ID;, upkip ,U;) , ks = Hg(mg, ID;, upkip, ,U;)

ty =Hg(my, ID;,upkip, ,U;) , Ny = Hy(my, 1D;,upkip, ,U;) , Ky = Hs(my, ID;,upk;p, ,U;)
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Step 5: Using ty,t,ts,h 0y 0.k Ky ks A can compute py, p,. s, p, Which satisfies the

following equation:

oty ty ts /pl\ ¢
h, h, hs hs P2 h*

=| ., |mod
ki ky, ks ke |p3 k 1
1 1 1 1 \1 1

Pity + paty + pats + pats =t
iy + pahy + pahg + pghy =h°
Piks+ Pako + piks + paky =K

PLtprt+p3t+py=1

Step 5: Finally A produces a forged signature ¢ =(U",V’) on a message m , where

U™ = ity + pay + paly + pata@nd V7 = pVy + p\ + paVa + pyV,s .

Theorem 1: The forged signature o" =(U",V") obtained by an adversary A is a legal

signature.

Proof: For proving ¢ =(U",V") is a legal signature, we require to show that an adversary

can be verifies the signature by the verification scheme,
e(V",P)=e(Qp, +t'U", Pyp)e(n’upkp +k'U",Q)
From the step 2, we can obtain the value of p;, p,, 05,04 -
e(\/*, P) =e(p\Vy + pVy + Vs + pVy, P)
= e(,ol(pskIDi +13.65.Ppyp + hl.xIDi Q+K..r.Q)
+p,(PsKp, +t5.1.Poyp + M. Xip, Q+ Ky 15.Q + p3(pskip, +13.15.Pyyp + N3 Xip, Q + K3.1.Q)

+p4(PSKip, +14.1-Poyp + hy Xip, Q + K4.1;.Q), P)
=e((p,+ P, + P+ ps) pSkID, +(outy + oty + oty + oty Ppub)'Q +
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+ (o + p,h, + pshy +p4h4)X|DI + (o, + p,K, + pik; + 0,k )RQ, P)
=e(pskip, +1 F.Pyup+N Xip, Q+KG.Q.P) _e@p, + 170", Puumethupkin, + KU, Pou)

This completes the proof.

5.34 ATTACK ON Deng et al. [25] CLAS SCHEME

In this subsection, we demonstrate that adversary A forge the aggregate signature.

Step 1: Adversary A selects with four messages mi,mlzmlg,mll and transferred to all users
who are participant in CLAS and found four legal signatures o1 = (UyVy),0; = (UyVy),
o3 =(U3.V3),04 =(U,.V,) from each user.

Step 3: With the help of the mentioned four signatures A can compute a legal forged

signature o, =(U;V; ) on the message M wherei e[Ln].

Step 3: Finally A output an aggregate signature ¢ = (U,\?) from n signatures

* ok * ok * % * % * % * ok ~ n *
(M, 01 = Uy Vp ) (Mg,05 = Up Vg )-vooee My, 0y = (U V) where U ZZHUi and
A n *
U :Zizlvi

Theorem 2: The forged signature &=(U,\7) obtained by an adversary A is a legal

signature.

Proof: For proving legality of the signature5=(U,\7), we require to show that Adversary

A can be verifies the signature by the verification scheme,

6(\7, P)= e(z (Qip, +tU7), Poup) -e(Z(hi*Upkmi +kU7), Pyup) Wherea < i < n
i-1

i=1
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As proven theorem 1, A can obtain a forged legal signature ai* = (Ui* ,Vi*) on the message

m, then he can aggregate all the signature on message mi* and generate an aggregate

A n n x n n =«
signatureV = Zi=1 pskip, +Zi=1ti Ti-Pou +Zi=1hi Xip, 'Q+Zi:1ki fiQwhere 1 = n.

As proven in theorem 1, we can show easily that the aggregate signature 0 = (U,\i) verifies

the verification equation.

5.3.5 Collision insider attack on Deng et al [25] scheme

A collision resistant property defined that no signer groups holding the KGC together
can generate a valid aggregate signature [56]. A dishonest user might be an internal user
(one of the sharing user in the aggregate signature) or external user cooperates with
malicious KGC to produce a valid forge aggregate signatures.

KGC collaborate with the dishonest user u,., of identity 1D,.,to forge a certificateless

aggregate signature scheme. This attack will be performing in 3 steps.

Step 1: A dishonest signer u,,, chooses a random number VEz; , such that

i=1
public key while u, don’t have a knowledge about , .
Step 2: KGC and u,,,, chooses o, r,........... r. 1. < z; IN cOoperation and calculate u; =P
andW; = Hl(miaUpkmi DY), ti= Hz(mpUpkmi ,ID;,U;) , where i e[1,n]
n+l n+l n+l1 n+l
Then compute vV~ :z pskip, +Zti.ri.Ppub+Zhi.v.Q+Zki.ri.Q
i=1 i=1

i=1 i=1

Since all pslei are well-known to malicious KGC afterwards they generates an aggregate

signature & =(UpUpov.. UnaV') without using the private key of corresponding

identities{ID,, ID,......... D, ,}.
Step 3: 0 =(U U] Una V') be a valid aggregate signature on the message set
{m, My, m,,} for corresponding identities {ID,ID,......... ID,,} with public key
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{upkip, ,UpKp, y-veve Upkip, .} by verification. Validation of aggregate signature can be

verified by the following signature.

Correctness:

Validation of aggregate signature can be checked as follow.

n+1 n+1 n+1 n+1

e(s",P) = e(z pskp, + Zti.ri.Ppub + Zhi v.Q +Zki.ri Q,P)
i=1 i=1 i=1

i=1
n+1 n+1

= e(i(sti : P)e(iti iP.sP)e(D_hv.P,Qe> ki.r.P.Q)
i=1 i=1 i=1 i=1

n+l n+l n+l n+l

=e(D_(Qip, - Pou)eD Ui, Poup)e > hiupki . Q)e(D ki U;,Q)
i=l i=l i=1 i=1

n+l n+1
= G(Z(Qmi +1U;, Ppub)e(zhi upkp, +kiU;,Q)
i=1 i=1

5.4 Cryptanalysis of Deng et al [26] CLS and CLAS Scheme

In this subsection we have done cryptanalysis of Deng et al CLS and CLAS scheme.

5.4.1 Review of the Deng et al [26] CLS Scheme

In this section we give a brief review of Deng et al [26] CLAS scheme. Deng et al CLS
[26] scheme consists of five algorithms Masterkeygen, Partialkeygen, Userkeygen, Sign,
Verify.

Masterkeygen: on taking a security input., KGC starts the algorithm as follow:

iv)Generate two groups one is cyclic additive group G, and second is cyclic
multiplicative group G, having the same order , with two generator P,Q of G,
and a bilinear pairing e: G, xG, - G;

v) Select a random number s z; and computes Poup =SP, taking sas a master key of

KGC and Ppupas a public key of KGC.
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vi)Select four hash functions Hy:{03 =G, , H,:{03 -G, | Hs {03 —> 20
H, {0} —>Z,.
vii) Generates the system parameters say Params are

{9,G,G;,,&,P,Q, Py, Hi Hy Hg Hy 3 and keep secret master key s by KGC.
Partialkeygen: After taking input user’s identity ID;, The KGC first computes the user’s
partial private key psk;p =sQp where Q,p =H,(ID;) and forward it to the user via a

secure way.

Userkeygen: The user chooses a random number x,, ez; and set as secret keyuskp;,
then computes its public key upkp =uskp;.P
Sign: The user with identity ID; takes the params , the partial private key pskp, ,

corresponding secret key usk,p; and then performs the following steps to generate the
signature:

iv) Select a random number r, e z; and computes

Ui =P, hy =Hs(m;, ID;,upkip \U;) . hy = Hy (g, I1D;,upkip \U;), K =Hy(a,P,Pyyp)

v) Compute: V; = pskip, +hyi ;P +hy ;K

vi)Provides a signature (U;,V;) on message m; .
Verify: Given a signature (U;,v;) with message m; corresponding public key upkp,
regarding the identity ID; verifier performs the following steps:

i) Computes  U;=r.,P , h; =Hy(m;,ID;,upkip ,U;) ,  hy =H,(m;, 1D;,upkip ,Uj)

K'=H,(a,P,Pyu)
iii) Verify the following equation
e(V;, P) =e(Qp, +hyU;, Pyup) e(hyupkp, K)

If it satisfied then accept the signature.

5.4.2 Review of Deng et al [26] CLAS scheme

CLAS scheme consist of seven steps in which five algorithms Masterkeygen,

Partialkeygen, Userkeygen, Sign, Verify are same as CLS scheme and two extra
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algorithms say Aggregate and Aggregate verify are involved in CLAS scheme whose
description is given below:

3) Aggregate: for an aggregating set of nusers {U,,U,........., U,}with their identities

n
v :Zvi and results an aggregate signature aso = (U;,U,......... U,V).
i=1

4) Aggregate Verify: for verify an aggregate signature o = (U;,U,......... U,,V) signing by
nusers{U,,U,........., U, }with their identities {ID,,ID,........., ID,}, verifier performs the

following steps:
iii)COmputeS QIDi :Hl(IDI) y hli =H3(m|,|D|,Upk|DI,U|) y h2| :H4(m|,|D|,Upk|DI,U|) y

K=H,(q,P, Ppub)

iv) Verify
e(V.P)= e(Z(hli U; +Qip,): Ppun) -e(zhzi upkip, , K)
i1

5.4.3  Cryptanalysis of Deng et al [26] CLS scheme

In this subsection we discuss the type Il attack on behalf, we claim that the proposed
CLS scheme is insecure. Since KGC knows the master key, then KGC computes the

value Since s and u are publicly known and with the help of known value su; we

calculate r;Py,,. With the help of master key KGC can compute the partial private key of
user psk;, , DY pskip =sQip While Qp =H,(ID;) is known quantity. h; andhy; are the hash
value then hy' also compute. Now he can compute the fix value
XK =hg' (V" — psk;, —hysU) by capturing the signature (U",V") on message m; ,
hy = Hz(m;, 1D;,upki ,U7) hy = H,(m;, 1D;,upkip ,U;) . Since KGC don’t know the user’s
secret key but he known about the fix value x;K then he can forge user’s signature on

any message in aggregate set. The description of this attack is given below:

Intercept partial signature: in the first step KGC intercept the signature of user U;with

the identity 1D; corresponding public key upk;, and find the signature (U™,V") .
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Compute fix value:

i) Compute hy =Hg(m;, 1D;,upkip ,U;") hy = H,(m;, 1D, upkip ,U;), K=H(d,P,Pyyp)
if) Compute r"'P,,, =1r'sP =srP=sU;
iii)Computes x K =hy"(vV" - pskp, —hysU;)
Forge partial signature: Now KGC perform the following step to forge CLS signature
(U;,V;) on message m; .
i) SelectU; eG,, and extract the value of su;from rP,,,.
if) Computes h; = H3(mi‘v|DiaupkiD, ) hy =Hy(m;, ID;, upkip, Uy, K= Hz(q,P,Ppub)
iii)Computes V; = psk;p, +hysU; +hy x K
Then he provides an output (U;,V;) on the message m;.
Verification:
e(\/i',P):e(pslel +hysU; +hy; K, P)
= e(pskip, +hysU;, P) e(hy K, P)
=e(sQyp, + hysU;, P) e(hy %P, K)
=e(Qip, + iU, sP) e(hyupk g, K)
=e(Qip, +MUi, Poyp) e(hitpk g, K)

5.4.4 Cryptanalysis of Deng [26] CLAS scheme

KGC can compute r,P,,and x;K of any user’s signature by the above method mention

used to forge the CLS scheme. Then he can club the entire signatures to forge the

aggregate signature.

Now KGC calculates V™ =>"v" and provide the output (Uy,Up......., U,.vV") as the forge

i=1

aggregate signature.

For ie[Ln] , Q=Hi(ID}) , hy=Hs(m;,ID;,upkip,U;)) ,  hy =H,(m;,1D;,upkip ,U;)

K=H,(q,P, Ppub)
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Forge aggregate signature is valid if it satisfied the following equation.

e(V**P)= e(z(hli Ui +Qip,). Poun) e(z hai upkip,  K)
i1

5.4.5 Improved Deng et al [26] Certificateless Signature Scheme

We propose a modified CLAS scheme to remove the weakness of Deng et al CLAS
scheme.

Masterkeygen: on taking a security input KGC starts the algorithm as follows:

i) Generate two groups one is cyclic additive group G, and second is cyclic
multiplicative group G, having the same order g with two generator p,Qof G,
and a bilinear pairing e:G, xG, — Gy

i) Select a random number s<z; and computes P, =sP, taking sas a master key of
KGC and Py, as a public key of KGC.

iii)Select four hash functions H,: {0} >G, , H,: {0} >G, , H;: {03 -2z, ,
H, {03 —Z,.

iv) Generates the system parameters say params are {q,G;G,,e,P,Q, Py, Hi Hy Hg Hy}
and keep secret master key s by KGC.

Partialkeygen: After taking input user’s identity ID;, The KGC first computes the user’s
partial private key pskpp =sQp where Qpp =H,(ID;) and forward it to the user via a

secure way.

Userkeygen: The user chooses a random number xp, ez, and set as secret keyuskp; ,

then computes its public key upk,p = uskp;.P

Sign: The user with identity ID; takes the Params , the partial private key pskp ,
corresponding secret key usk,p; and then performs the following steps to generate the

signature:
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vii) Select a random number r, € Z; and computes

Ui=r.P , hy=Hg(m,ID;,upkip U;) -, hy =Hy(m;, ID;,upkip ,Up) , K=H,(0,P.Ppyp)
T =H,(a,P,Ppy)

viii) Compute: V, = psk, +h;rT +h, xK

iX) Provides a signature (U;,V;) on message m; .

Verify: Given a signature (U;,v;) with message m; corresponding public key upk

regarding the identity ID; verifier performs the following steps:

iv)Computes  U;=r.P ,  hy=Hy(m;,ID;,upkip . U;) ,  hy = Hy(m;, 10;,upkip ,U;)
K =H;(a, P, Pyp)

v) Verify the following equation
e(V;, P) =e(Qip, +hyU;, Poup) e(hyupkip . K)

55 Cryptanalysis of Liu et al. [27] CLS Scheme: In this subsection we have done
cryptanalysis of Deng et al CLS and CLAS scheme.

55.1 Review of Liu et al. [27] CLS scheme

Set up: On given input as a security parameter I where 1N then KGC generate an

additive cyclic group and multiplicative group G, of same order qwith generator p the

bilinear pairing e:G,xG, -G, .KGC generate a master key « <Zgand set public key of

KGCas P,,=aP.

Select three hash functions H, {03} > G, H, {0} —>Z,and H,: {01} —»Z,.KGC

generates the public parameter list params ={G,,G,,e,S,P,P,,,Hy, H;, H,} .
PartialPrivateKey: Taking input master key « ,user’s identity ID;and params. Then KGC
computes the partial private key such as pskIDi =oQ,, whereasQ, =H,(ID;).

UserKeyGen: On taking input params and a user’s identity 1D;, The user selects a

random X, € Z;, and sets his secret value and public key as upk,, =X, P
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Sign: The user with identity 1D, takes the Params , the partial private key pskIDi :
corresponding secret key X, and public key upkIDi then performs the following steps to

generate the signature.

i) Choose r, € Z, and set R; =r,P
i) Compute w; = H,(m;,R,,1D;,R;), t; =H,(m;, P, 1D;,R;)
1)) Compute V; = pskip +W;Xp S+t Ppyp
iv) Output the signature o; = (R;,U;) .
5.5.2 Analysis of Liu et al [27] CLS scheme

In the type 2 attack adversary A. be the malicious KGC and generate the system

parameter Params honestly but generate a particular generator s dishonestly.

AdversaryA; select a random number ¢ and compute S =tPat the time of generating the

system parameter. Adversary Axcanperform the following steps to forge the signature.

i) Adversary A> knows the master key «, then he can compute a user partial
private key pskip, =aQ;, where as Q; = H,(ID;)

i) To forge any signature pair o, =(R;,V,) corresponding the message m,
Adversary Az select a number r,eZ,, R, =r,P

iii) Computew; =H,(m;,P,,1D;,R;),t; =H,(m;, P, 1D;,R;)

b+ W;th

Vi = pslei +t| I’I Ppu

Then output the signature o; = (R;,V;)

Correctness: SinceS=tP, R; =r,P ,U; = psk;p +t;;Pr +WtP,, then verify the signature

e(U;, P) =e(psk p, +1;F Pyyp +With;, P)
=e(pskp, +ti1iPpup, P) e(w;tP,, P)
=e(AQ; +t;r;aP, P) e(w; R, tP)

=e(Q +;R;, aP) e(w; R, S)

=e(Q; +;R;, Pyyp) e(wiR,S)

62



5.5.3 Improvement of Liu et al. [11] CLS scheme

Set up: On given input as a security parameter I where 1N then KGC generate an

additive cyclic group and multiplicative group G, of same order qwith generator p the
bilinear pairing e:G,xG, -G, .KGC generate a master key seZz;and set public key of

KGC as Py, =sP.

Select three hash functions H,: {0 -Gy, H,:{0 ->2Z; and H,: 0% >z, ,
H;: {03 —G,.

Finally KGC generates the system parameter list params ={G;,G,,e,P,P,,,Hg,H;, H, H3} .

Rest of the algorithms PartialPrivateKeyGen, UserKeyGen, PseudonymGen retains same

as above CLS scheme.

Sign: The user with identity ID; takes the Params , the partial private key pskp, ,

corresponding secret key x and public key P then performs the following steps to

generate the signature.

i) Choose r; € Z, and set R; =r,P
i) Compute w; =H;(m;,P,1D;,R;), t; =H,(m;,R,ID;,R;), T = Hz(params)

Output the signature o; = (R;,V;) .

Verification: Given a signature o, = (R;,V;) on the message m, corresponding identity 1D,

public key P verifier can verify as follow:

i) Choose r, € Z, and set R; =r,P
i) Compute w; =H,(m;,P,1D;,R;), t; =H,(m;,R;,ID;,R;), T = Hy(Params)

i) e(U;,P)=e(Q +tR;,Pr)e(wR,T)

If satisfies then accept otherwise reject.
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Correctness: e(U;,P) =e(pskip, +W;X;T +t;5;Pyy, P)
=e(psk,p, , P)e(wix T, P)e(t; f; Pyyp, P)
=e(a.Q;, P)e(w;x;P. T)e(ti;P, Pyyp)
=e(Q;, aP)e(w; P, T)e(t;R;, Pyyp)
=e(Q;, Pr)e(w;P, T)e(t;R;, Pyyy)
—&(Q; +tiR;, Poup)e(W P, T)

Recently Horng et al [59] and Malhi and Batra [22] proposed their CLAS schemes for
vehicular ad-hoc networks to increase the security as well as the efficiency of vehicular
ad-hoc networks. In this section, we demonstrate that Horng et al [59] and Malhi and
Batra [22] CLAS schemes fail to protect. The security analysis of both the schemes found

them insecure against collision resistance attack.
5.6 Cryptanalysis of Horng et al [59] CLS and CLAS Scheme

In this subsection we have done cryptanalysis of Horng et al CLS and CLAS scheme.

56.1 Review of the Horng et al [59] CLS and CLAS Scheme

The following section of this chapter covers a brief review of the Horng et al [59] CLAS
Scheme and security analysis of their CLAS scheme.

Horng et al [59] proposed an efficient CLAS scheme fit for vehicular ad-hoc network
keeping primary focus on privacy preserving. This CLAS scheme consists of seven
algorithms such as Setup, Pseudo-identity-Gen/Partial-Private-Key-Gen, Vehicle-Key-
Generation, Sign, Individual verify, Aggregate, Aggregate Verify.

Setup: Trusted Authorities (TA), Trace authority (TRA) and a key generation center
(KGC) are involved in generating the system parameters. Taking an input security

parameterk, TA generates an additive cyclic group G, , a multiplicative group G, of same
order qwith two generators P and Q in G, and an admissible pairing mape:G, xG, - G,.

The KGC selects a random number sez;and set public key of KGC as P, = sP , wheres
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is the master key of KGC. The TRA selects a random number geZz; and set public key
of TRA asT,,, = AP, where g is the master key of TRA.
The KGC chooses two cryptographic hash functions H, :{0}" - G,and H, :{0}" - Z,
thereafter publishes the system parameters as Params ={q,G;,G;, €, P,Q, Pyyp, Tpup: H1, Ho} -
Pseudo-identity-Gen/Partial-Private-Key Gen:
i.  Vehiclev;selects a random number k; ez, and computes ID,, =k;P. Transport a
tuple (RID;, I1D;,) to TRA by a secure channel, where RID; is a unique identity for

recognizing vehicles.

ii.  TRA computes ID;, = RID; @ H(.1D;,,T;) after checking of RID; , where H(.) is the
cryptographic hash function as H, :{0.}" — Z; and T; be the period of pseudo
identity.

Finally, a pseudo identity ID, = (ID,,, ID, ,,t;) is transferred to KGC via a secure
channel, wheret, is the time stamp.
iii. ~ Taking input pseudo identity ID;, KGC computes Q5 =H,(ID;)and sets a partial
private key as pskp, =SQp, .
iv.  Finally, KGC transfers the pair (ID;, psk;p ) Via a secure channel to the vehicle.
Vehicle-Key-Gen: The Vehicle with Identity 1D; select a random number x5, e Z,,and
set their secret key xp, , and compute corresponding public key as P =xp .P.

Sign: The vehicle performs the following steps to generate a signature:

i. Choose a random number r, e Z; and computesR; =r;P .

ii. Compute h; =H,(m;,1D;,P,R;t;)

iii. ComputeV; = pskip +(xjp, +h;.1).Q

iv. Then o; = (R;,V;) is the signature corresponding to the identity ID;
Finally, the vehiclev; transfers the final message (ID;, P, ,m;,t;, ;) to nearby RSU.

Individual-Verify: Verifier performs the following actions for verification of the

signature.
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i.  Compute Qp =H;(ID;) and h; =H,(m;, 1D;,Pp , R, 1)
ii. VerlﬁeS e(\/i ’ P) = e(QIDi y Ppub)e(P”Di + hi 'Ri ,Q)

The verifier accepts the signature if above verification equation satisfies.
Aggregate:A RSU can become an aggregator and generate an aggregate signature on

messages {m;,m,........, m,} with pseudo identities {ID,, ID,......... 1D, } corresponding public

n
keys {Pip, s Pip, -+r++svee Pp,} .Then RSU computeSV:Zvi and generates an output as
i=1

aggregate signature o = (R;,R,........ R,.V).
Aggregate Verify: For verification, verifier performs the following steps:
I.  Computes Qp =H;(ID;) and h; =H,(m;, ID;, P, R;,t;) for ie[in]

ii.  Check whether e(v,P)=e(> Q5. Poun)(D_ (Pip, +hi.R;).Q)
i=1
The verifier accepts the signature if above verification equation satisfies.
5.6.2 Security analysis of Horng et al [59] CLAS Scheme

In the proposed CLAS scheme, Horng et al [59] proved that their scheme is secure
against adaptive chosen message and identity attacks, but their scheme does not provide
any security against the collision resistant attack. The collision resistant attack is being
performed by a corrupt user with the collaboration of KGC. Collision resistant property
describes that no signer groups containing the KGC together can generate a valid
aggregate signature scheme. Unfortunately, we found that Horng et al [59] fails to protect
their model against the collision resistant attack.

The user u, with identity 1D, makes collaboration with KGC to attack this CLAS scheme.

This attack performs following three steps:

Step 1. Suppose a corrupt signer u, selects a number randomly such that

n-1
V=Xp, +..+Xp_ +7, thereafteru, computes yP:vP—ZP,Di and declare it as public key.
i=1

Although u, has no information about y .
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Step 2: u, select r,,r,,.......... r

n

in collaboration and compute R; =r,Pand

h =H,(m;, 1D;,vpk5 , R.,t;) , then compute s™ =" pskp, +tQ+ > hirQ
i=1 i=1

Since all psk,p, are known to malicious KGC thereafter generates an aggregate signature

o =(R,Ryuinne. R,.V") without using the private key of corresponding identities

signature can be verified by the following equation:

e(v",P)= e} Qip,, Pun)e(D [P, +hiRi1,Q)
i-1 i=1
Correctness

eV ,P) =¢( Zn: pskip, +t-Q+Zn:hi rQ.P)

i-1 i=1

=e(Q_ pskip,, P)e(tQ, P)e(}hiriQ,P)
i-1 i=1

= e(ZZQmi ’ SP)G(Z Pip, ,Q)e(z hiRi,Q)
i-1 i=1 i=1

=e(Q_Qio, . Poun)eQ [P, +NiRi1.Q)
i-1 i=1

Sincev.P = x5 .P+Xpp, .P......+ Xp P, In other words, a corrupt signer without knowledge
of the secret key y and other secret key xjp (i=12...n) makes sure to forge a CLAS
scheme with the help of thev.

5.7  Cryptanalysis of Malhi and Batra [22] CLS and CLAS Scheme

In this subsection we have done cryptanalysis of Deng et al CLS and CLAS scheme.

5.7.1 Review of Malhi and Batra [22] CLAS scheme
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Malhi and Batra [22] proposed a CLS for VANET and proves that their scheme is
existential unforgeable under adaptive chosen message and identity attacks.
Cryptanalysis of [22] CLS scheme and point out the security leaks of the CLS scheme by

applying message and passive attacks.
Set up: Taking input as a security parameter 1wherek e N, KGC generates two groups G,

and G, of the same order qwith a generator pand a bilinear pairing.

KGC sets a master key s ez, and a public key of KGC as P, =sP . KGC selects two hash
function H,:{01}" > zjand H,: {01} —2Z;, with message space M ={03} . Every RSU
chooses a secret key y; € Z; and computes their corresponding public key as Py, = y;P.
The KGC publishes the system parameter list{G;,G,,e, P, Pyyp, Ha Hg, Prgy s Prsy, -ooevoo- Prsu } -
Vehicle registration:

I.  RTA selects a cryptographic function H,: {0} -G,

Il.  Register the vehicle Identity 1D; with RTA asQ,, =H,(ID;) €G;, where vehicle

identity space is {01} .

PartialKeyGen: KGC takes as a parameter list, master key and, then KGC select user’s
partial private key pskip =sQp , Where Q;p =H;(ID;) €G;.
UserKeyGen: The Vehicle with Identity Q5 chooses a random number x; €z, and sets it

as a secret key of corresponding vehicle with public key of vehicle as P, = x;,P

PseudonymGen: An autonomous network formed with 5 RSUs in the scheme and

produces the pseudonym of the vehicle in two parts PS1; and PS2; , such that
PS; =PS1;+PS2; . Select a random number a; ez, for RSU; and sets PS1; =a;Qy, .
Second part of pseudonym PS2; =a;T; where T; =H,(PS1;) e Z,

Finally, the complete pseudonym will be PS; = PS1; + PS2;

Sign: After taking a message m, < M, the partial private key pskp , the secret key x with
vehicle identity Q,p and the corresponding public keyP. , the user generates the signature
as follows:

i. Select a random numberr, € Z,

¢ and compute R; =r,PeG,
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ii. Compute hy =H,(m,,PS1;,R,R)eZ,
iii. Compute Vij = pskip -PS2; +hyj 1 Poyp + N Xi Py,
iv. Output (R;,Vii) as a signature on m,
Verify: for verification of signature (R;,Vj,) of message m,
i) Compute hy, =H,(my,PS1;,P,R;), T; = H;(PS1;)
i) Verify e(Viy,P) =e(PS1;T; +hRi, Poup)e(hiy P, Py, )

iii) If the above verify equation satisfies then accept otherwise reject the
signature.

Aggregate Sign: The aggregator node collects all individual signatures o; with

corresponding identity ID; , with pseudonyms pskp, corresponding to the vehicle’s public

key p on message m; as input and creates an aggregate signature
{0, =(R,V1),05 = (Ry,Vy)........op, = (R,,V,)} On messages {m;,m,........, m,} . The aggregate

n
signature can be computed as V:ZVi and an aggregate signature pair is
i=1

Aggregate Verify: The verifier can verify the aggregate signature using the following
steps:
Computeh;, = H,(m;,,PS1;,P,R), T; =H,(PSL) for ie[Ln]

Verify the following equation
e(V,P) =e(Z[PSli'Ti +hi Ri], Ppub)e(zhi'Pi Prsu)
i=1 i=n

If it satisfies then accept otherwise reject the Aggregate signature.

5.7.2 Attack 1 Malhi and Batra [22] CLAS scheme

Malhi and Batra [22] proposed an efficient certificateless aggregate signature and proved
that it is secure against adaptive chosen message and identity attacks. In this section, we

demonstrate that it is not secure against the type 2 adversary attack.
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Since Auvis the attacking adversary who knows the master key of KGC and with the help

of master key, the adversary Acan find partial private key of user by psk,, =sQp, where
Qip, =H1(ID;) € G,
Accan query the sign oracle and extract a valid signature (R;,V;;) on the message m,
1) Select a random numberr, e Z;, Compute R =r,PeG,
i) Compute hy =H,(m,,PS1;,R,R)eZ,, T; =H;(PS1;)
iif)  Compute Viy = pskip -PS2; + hyy 1Py +Nije Xi Proy,
Now, A can intercept information T, = hi (Viy — sk .PS2;) With hy hgl =
Choose another message m, , A2computes R =Rand hj = H,(m,,PS1;,P,R)eZ;
Then, compute Vi = pskp PS2; +hy T
Now, Az outputs the signature (R;,V;;) on the message m, .

Ijk Ijk (\/Ijk pSkIDi .PSZJ-)

1
T —h PS2 +h.rP  +h. xP  —pp.PS2
ik = ik CPPPS 25+ R PO * M rsu, pp;-PS2,)

P +X.P
i pub i rsui

V = pp,.PS2, +h T

ijk |]k

= pp,.PS2. +huk(r » T XPL)

p i orsu,

= pp,-PS2, +h rP_+h xP

ijk "i * pub ijk i sy

Correctness:

e(Vuk,P)_e(pp PS2, +h J P +h P)

uk i rsu’

_e(sQ a,.PsL,, P)e(h rP,P Ye(h.

ijk i pub

ik —i? pub)e(huk i rsu)

Ppub)e(h

ijk X|P Prsu )

=e(PS1.T, ,sP)e(h U

= e(PS]'T pub)e(hljk i’ ik i? rsu)

—E(PSl T +h|]k i? pub)e(huk i rsu)

5.7.3 Attack 2 Malhi and Batra [22] CLAS scheme
Adversary Azperforms the following steps to forge the certificateless aggregate signature.
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Since Az knows the master key of KGC and he can find partial private key of user by
pskip, =Qip, Where Qip =H;(ID;) € G,

A queries the sign oracle and extract a valid signature (U;,V;) on the message m; Where
i) Compute R, =r,PG,, where r, e Z,
i) Compute b =H,(m;,PSL,P,R)eZy, T; = Hy(PSL;)
iii) Compute V; = pskip .PS2; + 1Py + X P,

Now A can find T; =h*(V; — psk i .PS2;) Where h; satisfying h; bt =1

Choose any m; , A;computes R =Rand h =H,(m;,PSL,R,R) e Z;

Then compute V; = pp;.PS2; +hT,

A outputs the valid signature (R;,V;) on the message m, .

T =h7(Vi - pskip, -PS2;)

n
A collect the entire individual signature V :Zvi' and provides an aggregate signature
i=1

o =(Ry,Ry.......Ry,V) with the corresponding public key p, on messages

V= Z pp,.PS2, +Zn:hi'.Ti
= Zn: pp,-PS, +Zn:hi'(riPpub +XP_)

= i ppi .PS 2j + i hivri Ppub + i hiin Prsu
i-1 i=1 i=1

A can verify the signature by the following equation.
e(V,P)= e(Z[PS:Li'Ti ++h; Ui, Ppub)e(z hi-Pi, Prsu)

i=1 i=1
5.7.4 Attack 3 Malhi and Batra [22] CLAS scheme

Malhi and Batra [22] proposed a certificateless signature scheme in which they proved
that their CLS Scheme is existentially unforgeable under adaptive chosen message and
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identity attacks. Unfortunately, we found it insecure against malicious, but passive

attacks.

Adversary A can forge a signature after intercepting the information from the valid

signature. Then Adversary Az can submit a sign query and find a valid signature (U;,V;y)

corresponding identity ID; .

Extract fix value: Adversary Az knows the master key « in the type Il adversary attack.

So it can successfully find partial private key pp; = oQ, and easily compute x;P, by the

following steps.

i) Compute hy, =H,(m,PS1;,P,R;)
i) Compute 1Py, =1;sP =srP =R,

iii)  Computes x;Py, = hix Vi — Pp;-PS2; —hy sR;)

Forge partial signature: Adversary A can create a new to valid forge CLS signature

(Ri.Vix) on messagem; using fixed value x;Py, intercept in the previous step.

i) Select a random number r” €Z; and compute R =r, P

i) Computes hy, =H,(m,,PS1;,P,R)eZ,
Computes Vi = pp;-PS2; + hy SRy +hy P,
Generate a valid signature (R;,V;; ) on the new signature m .
Correctness: validity of signature (R;,Vvy;) can be verified as follow.
e(V;,P) =e( pskip .PS2; + My sR +hy X Prg,, . P)

=e(pskjp, -PS2;, P)e(nsR , P)e(hij X; Prsy » P)

=e(PSL;Tj +hy R, Poup)e(hige P, Prog,)
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Forge signature is valid.

5.7.5 Collision insider attack of Malhi and Batra [22] Certificate Aggregate

Signature Scheme

The KGC collaborate with the dishonest user u, of identity ID, to forge a certificateless
aggregate signature. The steps of the proposed attack are:
Step 1: A corrupt signer u, selects a random number vez; , such that

n-1

(VDA S +x._, +y thereafter u, can compute 7P=vF>—vak,Di and set its public
i=1

key although u, does not know about y .

Step 2: KGC and u, select r,r,,.......... r, €z, in collaboration and compute R; =rP and

hi = Hz(mi, PSli,Vpk”Di y RI) y Where I S [1, n]

n n n
Then, compute V" =" psk;p, PS2; + > hiriPyy+ D hivPyg,

i=1 i=1 i=1

Since all psk,p, are known to malicious KGC thereafter generates an aggregate signature

o =Ry, Ry R,.V") without using the private key of corresponding identities

{ID,, ID,......... ID,}.

Step 3: o =(R, Ry R,.V') be a valid aggregate signature on the message set
{n,my, e m,} for corresponding identities {ID,,ID,......... 1D} by verification.

Validation of aggregate signature can be verified by the following equation:

e(\/*, P)= e(z PS]‘i Ti + hi Ri 1 Ppub)e(z hivplei ) Prsu)
i=1

i=1
Correctness

Validation of aggregate signature can be checked as follows.
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e(V',P)= e(zn: psk,p, -PS2; + Zn: hEP + Zn: hvP,,,P)
i-1 i-1 i1
- e(zn: aQp, -&T;, P)e(zn: hraP, P)e(zn: hvoP,P)
i-1 i=L i1
- e(.Z:: 3Qp,Ti. Ppub)e(iZ:, hR;, aP)e(iZ:: hvpk, , 6P)
~e(3;8Q0T Puo)e(2 AR, Pru e NPk P

=e(Q (PSLT, +hR), P, )e(d hvpky . Py,)
i=1

i=1
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5.7.7 Improvement of Malhi and Batra [22] CLAS Scheme
Setup: given input as a security parameter 1* where keN then KGC generates an
additive cyclic group and multiplicative group G, of the same order gwith generator p

the bilinear pairing. The KGC generates a master key se<z;and set the public key of

KGC as The KGC generates two different hash functions H,: {01}  —Zz; and

Hs: {03 —Z;, H,: {0} —Z;where message space isM ={01} . Each RSU sets a secret
key of y; €z, and then a corresponding public key is Py, =y;P. The KGC declares the
system parameter list as {G,,G,,e,P,P,,,H,, Hy, H, By, Py oevvne P} - The next
following algorithms Partialkeygen, Userkeygen, PseudonymGen are same as above CLS

scheme.

Sign: Given a message m, € M , a partial private key pp;, a secret key x with vehicle
identity Qpp, , a corresponding public key P.as input and generates the signature as

follow:

)] Selectarandom r, €Z,, Compute U; =r,PeG,

i) Compute hy =H,(m,,PS1;,R,U;)eZy, ty =Hs(m,,PS1;, P, U;)eZ,

iii)  Compute Vi = pskip, -PS2; +hjy i Prg, +tijeXi Prsy,

iv) Output (U;,Vi) as a signature on m, .
Verification: For signature verification (U;,V;) of message m, , the verifier takes the
following action.

i) Compute hy, =H,(m,,PS1;,P,U;), T; =H4(PS1)) e Zg,

tiy =Ha(m,,PS1;, P, U;)eZ,
i) Verify eV, P) =e(PS1;T;, Pyup)e(hy Ui +tij P, Prgy. )

iii) If it satisfies then accept otherwise reject the signature

Correctness:
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e(v,,P)=e(pp.PS2 +h, .r.P +t X.P ,P)

rsu; ijk 7T sy

=e(s.QID‘.ajTJ.,P)e(hijk.ri.P,P Je(t. .x.P,P )

rsu; ijk "7 rsu;

=e(PS,T,,sP)e(h, U,, P, Je(t,-P.P. )

rsu; rsu,

=e(PS,T,,P,,)e(h, U,P, )e(t,.P.P,)

pub rsu; rsu,

P,P_)

ik i rsu;

=e(PS.T,,P  Je(h, U, +t

Aggregate Verify: Verifier can verify the aggregate signature by the following steps:
1) Compute h; =H,(m;,PSL;,P,,U;), T; = H3(PSL;) for ie[Ln]

2) Compute t; =H,(m;,PS1;,P,,U;) e Z,

Verify the following equation

e(vV,P)= e(i I:)S:I-i Ti, Ppub)e(i (hi.Ui +4 P, Prsu)
i=1 i=1
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Chapter 6

Cryptanalysis and Improvement of a Certificateless Aggregate
Signature Scheme

In this chapter, we have done a cryptanalysis of He et al scheme. We demonstrate that
their CLS and CLAS scheme is not secured against ‘malicious but passive’ attack and
‘honest but curious’ attacks. We introduce an improved CLAS scheme that covers that
security leaks creates in the previous scheme. We proved our CLAS scheme with the
Diffe-Hellman assumption under Random Oracle Model. At the end of the chapter, we
show that our CLAS scheme is more efficient with some contemporary existing CLAS

scheme.

6.1 Formal security model of Certificateless signature (CLS) scheme
Some prilimanary are discussed in chapter 5.

Adversary Model: We describe two types of the adversaries having different powers in
the CLS scheme say, Type 1 adversary A; and Type 2 adversary Az. Without loss of
generality, adversary A1 may be any external entity having the potential to access the
public key of any user but cannot access the master key of KGC while adversary A>
may be a malicious KGC having the power to access the master key but cannot change
the public key of the user. Any adversary A1 or Az can access five oracles while
interacting with the Challenger t throughout the Game.

e Reveal-Public-Key: When an adversary submits a query on the user identity
ID; , T returnsupkp, to the adversary.

e Reveal-Secret-Key: When an adversary submits a query on the user identity

ID; , T returns usk,p, to the adversary.

e Reveal-Partial-Key: When an adversary submits a query on the user identity

ID; , T returns pskp, to the adversary.
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e Replace-Key: On taking an input ID,; corresponding user secret/public key pair
(uskip ,upk,p ), T replaces (usk,s ,upk,s, ) With the current user secret/public key
pair (usk;p, ,upkip, ) .

e Sign: On Submitting a message m; an adversary can ask for the sign at the
identitysponding to identity ID, , T returns a valid signature-pair (m,o;)

corresponding to identity ID; .

We introduce two games Game 1 and Game 2, wherein adversary A, interacts in Game

1 and adversary A, interacts in Game 2.

Game 1: 7, is a simulator and k is a security parameter in Game 1. This game takes

three steps for completion.

1) 7 takes an input parameter and generates master/public key pair (s, P,,;,) of KGC.

2) A can make queries to oracles Reveal-partial-key-queries, Reveal-secret-key-

Queries, Reveal-Public-key-Queries, Replace-Public-Key-Queries, Sign throughout
the game.

3) A can generate the a signature o; on the message m; with public key upkj,
corresponding to identity 1D; .

A, can win the Game 1 iff

i) o is a valid signature on the message m; with public key ukaDi corresponding to
identity 1D;".

ii) Reveal-partial-key-queries (ID;) have not issued a query corresponding to identity

ID; to get partial private key.

iii) Sign query has never been submitted corresponding to (ID;,m;) .

Definition: A CLS scheme is said to be secure if adversary A, cannot win the Game 1

in probabilistic polynomial time with non-negligible probability.
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Game 2: t,is a simulator and k is a security parameter in Game 2. This game takes
three steps for completion.
1) 7,takes an input parameter and generates master/public key pair (s,P,,,) of KGC.

Assume A, has not submitted any query in this phase.

2) A, can make queries to oracles Reveal-secret-key-Queries, Reveal-Public-key-
Queries, Sign throughout the game. A, does not have permission to query Reveal-

partial-key-queries for getting a partial private key.

3) A, can generate the a signature o; on the message m; with the public key upk;,

corresponding to identify.

A, can win the Game 2 iff

i) o is a valid signature on the message m; with public key upk;p, corresponding to
identity 1D; .

ii) Reveal-secret-key-Queries (1D;) have not issued a query corresponding to identity
ID; to get user’s secret key.

iii) Sign query has never been submitted corresponding to (ID;,m; ) .

Definition: A CLS scheme is said to be secure if adversary A, cannot win Game 2 in

probabilistic polynomial time with non-negligible probability.
6.2 Review of He et al. [28] CL-AS scheme

He et al. [28] proposed an efficient scheme with five algorithms Master-Key-Gen,
Partial-Key-Gen, User-Key-Gen, Sign, Verify, aggregate and aggregate-verify

algorithms.

Master-Key-Gen: 1) KGC selects two groups G, and G, of prime order qwith two

generators P and Qin G,ande:G,xG, » G, , after taking security parameterk .
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2) KGC selects a master key mskez, and two hash functions H,:{0.}" -G, ,

H, {01} —Zz, and sets its public key P, = sP where s is the master key of KGC.
3) Then it publishes the system parameters params ={q,G;,G,.e, P,Q, Py, Hy, H,}.

Partial-Key-Gen: KGC computes first Qp =H,(ID;) G, corresponding to user

identity ID; and then computes user’s partial private key psk;p, =SQyp, .

User-Key-Gen: The user with identity 1D; selects a secret value x, €z, and sets it as

its private key and computes corresponding public key upk,p, =xp P
Sign: Signer corresponding to 1D; performs the following steps for signature.

It computes U;=rP where rez; , h=H,(0"m,ID;,upk,p ,U;)

ki =H, (1", m;, 1D;, upk g, ,U;)
Vi = pskip, +h;.;.Pyyp +Kj X5, .Q
o, = (U;,V;) as a signature on m; .

Verify: Verifier can verify the signature o; = (U;,V;) on the message m; with respect to

identity 1D; corresponding to a public key upk,, by performing the following actions.

1. Compute R, =rP where reZ,

q hi =H2("0",mi,IDi,Upk|DiuRi)

ki = Hz('Tl,mi y IDi,uplei y RI) and QIDi = Hl(ID|)

2. If the equation e(V;, P)=e(h;.R; +Qyp, , Pyys)e(k; upk;p ,Q) holds, then the signature is

accepted as it is rejected.

Aggregate: For aggregating an aggregator takes input of the identities (ID,, ID,,...1D,)

of n user’s, their public key (upkjp ,upkpp,,...upkjp ) and message signature pair

(Mg, o0 =R, VY),-...(my, 0 = (R,,V,))) , thereafter aggregates the signature V =Zi”:1Vi .

Finally, generates an aggregate signature o = (R;,R,.....R,,,V) .
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Aggregate-Verify: For verifying an aggregate signature o =(R;,R,.....R,,V) verifier
performs the following steps:

1. Compute U,=rP where reZ,

; hy =H,("0",m;, ID;,upkp, ,R))

ki =H, (", m;, 1D;,upkp, , Rj)and Q,p, = H,(ID;)
2. If the equation e(\/,P):e(Z?:lhi.Ri +Q,Di,Ppub)e(z:]:lki.upkmi,Q) holds, then the

aggregate signature is accepted as it is rejected.

6.3 Security Analysis of He et al.[28] CLS scheme

He et al’s [28] proposed a certificateless signature scheme, but we found it insecure. In
the next two subsections, two attacks prove our claim.

6.3.1 Attack 1l

This attack is a type 2 attack. In type 2 attack adversary, A> knows the master key of
the KGC and it can find partial private key of the user by making master-key-gen

query and gets psk;, =sQpp where Qp =H; (ID;) G,

A queries the sign oracle and find a valid signature (Rr;,v;)on the message m;, Where
Uj=rP , then A, obtained the value h=H,(0",m;ID;,upkpp ,R;)

ki =H,("L",m;, ID;,upk p , R;) by hash queries.

A can intercept information xp,Q=k'(V; - pskip, — h;.i-Pou,) Where k™t satisfying

ki k' =1modq
Xipi Q= kit (V; — psKip, —h;1i-Ppup) = kit (v; — pskip, —h;-S.R;)
A; can forge any message m; corresponding public keyupk,, by using the fixed value

Xip;-Q
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Az selects a random r;  Z; and compute R; =r;P where r; e Z;
Az computes h; =H, ("0",m;, ID;,upk 5, R;) , kj = H, (1", m;, 1D;, upk 5, , R})
Vi =sQpp, + 1. Poyp +Ki.(Xip, Q)
o, =(R;,V;) is a valid signature on the message on m, .
As above result, A2 can forge a signature on any message.
Correctness:
e(V;, P) =e(sQp, + K Poyp +ki-(Xip, Q), P)

=e(sQip,. P)e(h.1; Poun)e(ki xip, Q. P)

=e(Qyp, - SP)e(h.k; sP, P)e(ki.xpp .P, Q)

=e(Qpp, . SP)e(h; R;, sP)e(k; upk p, , Q)

=e(Qpp, + hi R;, Ppub)e(ki"uplei Q)

6.3.2 Attack 2

In this attack, type 2 adversary Az selects a random number ¢ and computes Q =tP at

the initial phase of generating system parameters. Actake the following steps to forge

the signature.

1. Az knows the master key of KGC and he can find partial private key of user by
making master-key-gen query and gets pskjp =sQ,p, Where Qp, =H,(ID;) € G,

2. A select U;=r,P , then Az can query to recover the hash value
hi =H,("0",m;, ID;,upkp , Ry) , ki = H, (1", m;, 1Dy, upk,p, , R;) by hash queries.

V; = pskip + 6Py, + ki tupk,,  Where r e Z;

o; =(R;,V;) be the output signature on the message onm; .
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Correctness

e(V;, P) =e(pskip +M.1r.P,, +k tupky, , P) =e(pskp,, P)e(h; r.sP, P)e(k; tupk p, , P)

=e(sQip, P)e(h;..;.P, sP)e(k;.upk p, , t.P) =e(Qp, , s-P)e(h;-Ry, Pyyp)e(k; upk s, , Q)
=e(Qip, » Ppun)e(; Ry, Ppup)e(ki upkip , Q) =e(Qp. + hy-Ri, Ppys)e(ki upk s, Q)

6.4 Security Analysis of He et al.[28] CL-AS scheme

6.4.1 Attack 1

This attack is performed by adversary Az, Az can forge a valid aggregate signature by
aggregating the individual signature obtaining in section 6.4.1 attack 1.

1) As per discussion in section 6.4.1 attack 1, A, obtained individual signature
Vi =sQp, + h.1; Py + kil-(XIDi Q)

2) A aggregate the signatures V' ="' v,

=(Ry, Ry RYV))

3) Finally, A, generates as a forge valid aggregate signature.

Correctness:
e(v",P)=e(} . Vi.P)
eV, P)=e(Y (sQip, *+ M5 Pouy +Ki-(xip, Q). P)

=e(), 5Qu, P, Pouns PO, Ki-(Xip, Q). P)
e} Qo sPe(Y hnsP PR Kixp P.Q)

e Qo Paun)eY, 1 Ri, Pl ki upkipy Q)
e} Qip, +hi R Poun)e(Y Kiupkp, Q)

6.4.2 Attack 2
This attack is performed by adversary Az, Az can forge a valid aggregate signature by
aggregating the individual signature obtaining in section 6.4.2 attack 2.

1) As per discussion in section 6.4.1 attack 1, A2 obtained individual signature
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Vi = pskp, +h;.1.Ppy, + K tupkp

n
LV
i=1

2) A; aggregate the signatures V= =

=(Ry,Ry..iRYLV))

3) Finally, A, generates as a forge valid aggregate signature.

Correctness

ev',P)=e(} " Vi.P)

=e(Y" (pskip, + 1.5 Py + ki Lupkyp, ), P)

= e(zi":1 pskp, . P)e(zi”:lhi.ri Py P)e(zi":1 ki tupk;p, , P)
=e(}" Qi P} rsP, P> kiupkp, ,P)
e} Qp, 5Py hrPsPe(Y". kupkpp,,Q)
e} Quo, Poun)e(D MR Pou oD, Kiupkip, Q)
=e(Y"" Qup, + M Ri,Poun)e(d ki upkip,,Q)
6.4 Our Certificateless signature scheme (CLS) scheme

- Master-Key-Gen: 1) KGC selects two groups G, and G,of prime order qwith two

generators P in G,ande:G,xG, — G, , after taking security parameterk .

2) KGC selects a random number sez; and three hash functions H,:{0.}' -G, ,
H,: {01} —>z; H,: {01} — G,and computes its public key P, = SP Where s is the master

key of KGC.

3) Then it publishes the system parameters{q,G,,G,,e, P, Poups H1, Ha, Ha}

- Partial-Key-Gen: KGC computes first Q,p =H,;(ID;) G, corresponding to user

identity ID; , and then sets the user private key pskjp, =sQp, .

User-Key-Gen: The user with identity 1D; selects a secret value x,,, eZ, and sets it as

its private key and computes corresponding public key upk,p, =Xxp P
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- Sign: Signer corresponding ID; with its private key x5 , partial private key pskp,

performs the following steps to generate the signature.

Compute R; =r,P wherer, ez;, hi =H,(m;, 1D;,upk,p,,Ri), W = H,(A), where Abe a state

information.

o; =(R;,V;) as a signature on m; .

- Verify: Given a signature o; on message m; with identity 1D; verifier performs the

following steps:

1. Compute Qp =H;(ID;), I =H,(m;, ID;,upkpp ,R;) , W =H;(A) , where A be a state

information.

2. Check whether e(V;,P) = e(Qip, , Poyp)e(R; + hjupk;p;, W)

If it satisfies then accept the signature otherwise reject.

6.4.1 Our Certificateless aggregate signature scheme (CLAS) scheme

CL-AS scheme consist seven algorithms, five algorithms are same as discuss in
section 4. Rests of the algorithms are describing follow.

Aggregate: For aggregating an aggregator takes input of identities (ID;, 1D,,...ID,) of n
user’s, their public key (upkp ,upkpp,,...upkip ) and message signature pair
((my, 01 = (R, VL))o, oy = (R1,V,))) , thereafter aggregates the signature V =Z?ﬂvi .
Finally, generates an aggregate signature o = (R;,R,.....R,,V) .

Aggregate-Verify: For verifying an aggregate signature o = (U;,U,.....U,,V) signed by n
user’s having identities (ID;,1D,,...ID,) corresponding their public key
(upkip, . Upkyp, ,---Lpkjp ) ON messages (m;,m,...m, ), verifier performs the following steps:
1. Compute Q;p, =Hy(ID;), hy =H,(m;, ID;,upkp , R;) , W = H;(A) , where A be a state

information.
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2. Check whether e(v,P) = e(Z?:lQ"gi , Ppub)e(Z?:lRi + hjupk,p;, W)
Holds then the aggregate signature is accepted otherwise it is rejected.

6.4.1.1 Theoreml: Proposed certificateless signature scheme is unforgeable under the
adaptive chosen message and identity attacks under the computational Diffie-Hellman
problem.

Proof: For a given random instance (X =aP,Y = gP) of the CDH problem in G, of prime
order g, we will construct an algorithm @, to solve the CDH problem where «, 5z
are chosen randomly, unknown to ©,. Adversary A cooperates with ther, in the game
1. 7; randomly selects as a challenge 1D; and publish the security parameter params
{9.Gy,G;.€,P, Py, Hy Hy Ha} IO A and sets Py, =X . Now 7, is prepared to respond the
oracle query. T, preserves a list (ID;, x,p ,upkip, , pskip, ) , While A can submit queries

throughout the game.

i) H, query: 7, preserves a list Ly in the form of (ID;,7;,Qp ). When an adversary A,
submits a query on identity ID; to H, oracle, T, checks if list L, holds the tuple
(1D;,7;,Q) then nothing needs to be done and Qp to A, is returned by z;. Otherwise if
ID, = ID, , then 7, chooses a random number y, ez; and computes Qp, = 7Y €G; and
inserts in the list Ly , thereafter returns to the adversary A, . Otherwise ID; # ID,
T, picks a random 7ie2;‘ and calculates Qpp, =7P <G, and inserts in the list L, ,

thereafter returning to the adversary A .

ji) Hz query:  Q, preserves a list Ly in the form of (m, D, upk,,;, R, h). When
adversary A; submits a query on identity I1D; toH, oracle, T,checks if list L, contains
the tuple (m;, 1D;,upkp;, R;,h;) then nothing is done and t; returns h; to A. Otherwise

0, chooses a random h; € z; and inserts in the list Ly and returnsh; to A,.

86



i) H; query: 7, preserves a list Ly in the form of (m;,b,w;). When adversary A
submits a query on identity I1D; toH, oracle, 7, checks if list L, contains the tuple
(m;,b;,W;) then nothing needs to be done and 7, respondsb; to A, . Otherwise 7, chooses

a random numberb; € Z; and inserts in the list L, and returnsi;to A, .

iv) Reveal-partial-key-queries: In this, a request is submitted on identity I1D; by
adversary A,. If ID; = ID, then 7;stops the simulation otherwise if L contains a tuple
(ID;, Xp, ,UpK)p,, Pskip, ) then 7, checks whether psk,p =L . Otherwise, if pskp =L then
T, responds pskip, to If pskip, =L, 74 looks up the list L, then returns pskip to A, If L
does not contain a tuple (ID;, X ,upk;p , pskip,) then, T, sets psk;p, =L and 7, checks the
list. Q,selects a number «¢; € Z;, sets pskip, = @;Ppy, = X € Gy .74 responds to the query

and returns pskip to A;.

v)Reveal-Public-key-Queries: 7, preserves a list (ID;,x,p, ,upkp , pskp, ). When adversary
A, submits a query corresponding to identity ID; , T, checks whether upk,, =L . If
upk,p, #L, then 7, answer upk;, to A,. If upkp =L then 7, chooses randomly v, e Z,
and sets upkp =viP , Ty returns the upkp to A and updates the tuple
(ID;, Xpp, ,upkyp, , pskip,) . If L does not contain the list (ID;, X5 ,Upkg , PSKg ), 71 puts
upkp, =L then 7, selects randomly v, eZ; and sets upk,, =V;P. 7y returns theupkp, to A

and updates the tuple (ID;,x,p,upk;p,, PSkp, ) .

vi)Reveal-secret-key-Queries: 7, preserves a list (1D;, X, ,upK,s , pskip ). When an
adversary A; submits a query corresponding to identity 1D; ,z;checks whether x,p =L.
If xp, =L, then 7, answers x,p to A, If x5 =L then 7, chooses randomly v, eZ; and
sets upk,p =v;P , then 7, retuns xp to A . If 7; does not hold list

(ID;, X5, UpK 5 , PSK,p ), 7y 8ets xp, =L and ifupkp, =L, then 7, select randomly v; ez,
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and sets upk,p, =viP , then t; returns the upkp to A, and updates the tuple

(ID;, Xip, , upk p, , PsKp, ) -

vii)Replace-Public-Key-queries: A makes this query on (ID;,upkp ). 7; looks up the
list L, if list L contains (ID;, X, ,upkip, . Pskip,) then 7, replaces upkp, with upkp,
selected by A and setsxp, =L . Otherwise if list L does not containsupk, then 7, sets

upkp, =upkjp and xp, =L, and pskip, =L updates the tuple (ID;, x5, ,upkip, , Psk;p, ) .

viii)Sign: When A, make a request on (m;, 1D;) then, 7, looks up first the list ., list Ly,

list Ly, , list Ly then 7, does the following steps:

If 1D, =D, , then 7, looks in the list L, and list L for the tuple (1D;,7.,Qp,) and
(ID;, Xip, ,upkp, » PSKip. ) , Where Qp =aY €Gy . If L holds the list (ID;, x5, upkip , Psk;p, )
then 7, checks whether if xp =L, If xp #L then 7, goes for replace-key-query to
generate  xjp =V; , upk,p =Vv;P . If L does not hold the (ID;, X, ,upkp,, pskip, ) then
7,makes Reveal-Public-key query to generate a pair (xp ,upkp, ) and updates the tuple

(I5;, Xip, , upk p, , PsKp, ) -

For generating the signature, 7, makes query to list Ly, to recover the tuples (m;,b;,w;),
where w; =b;x , then 7, select three random numbers r,b ez, and computes

Ri=6.P—b"Qp,, hy =Hy(m;, 1D}, upkip, . Ri) € Zq,W = Hy(A)

And Q, returns a signature o; =(R;,V;)to A, which can be verified easily by equation:

e(V;,P) = e(Q|Di ) Ppub)e(Ri +hupkp;, W)
e(V;,P)=e(rW + hi-XlDi W, P)

=e(r.P +h.xp .P,W)
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=e(R, +b7.Qpp, W)e(h; upk;p, W)
=e(R;,W)e(b" Qip, W)e(h; upkp, W)
=e(R,,W)e(Qpp, b " W)e(h; upkip, ;W)
=e(R;,W)e(Qp,, X)e(h.upk,p , W)
=e(Qip, , Poup)e(R; + hy.upkp, , W)
The signature generated by 74, o; = (R;,V;) is a valid signature.

If ID;#1D, , 7, looks in the list Ly and list . for the tuple (ID;,7.,Qp) and
(ID;, X5, , upK,5 , PSKip, ), Where Qp, =P G, . If L holds the (ID;, x,p, ,upkip, , psk;p, ) then
7, checks whether ifx; =L . Ifx; =L, then t; makes for replace-key-query to generate
usk,p; =V; , upk;p; =v;P . If L does not contain the (ID;,xp, ,upkip, , psk;p. ) then 7, makes
Reveal-Public-key-query to produce a pair (xp ,upkp ) and updates the tuple

(ID;, Xip, , Pk, , PsK p, ) -

For generating the signature, T, makes query to list Ly, to recover the tuples (m;,b;,W;),
wherew; =b;X , then 7, selects three random numbers r;,;.b; € Z, and set the values
W =b,P, computesR; =r.P, hy = Hy(m;, ID;,upkp , R;) € Z, ,W = Hy(A) Where A be a state

information.

Vi = pskip, + W +h;.xp W

Q, responds with a signature (U;,V;)to A . It is very easy to verify the equation

e(Vi,P) = e(QIDi , Ppub)e(Ri + hiuplei W) .
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By forgery lemma [26], 7, can get two valid signaturess™ = (R V") and & =(R .V, )
with the same random tape of corresponding message m; and mi'* with identity ID;

and ID; , upkp, and upk,s public key provide by A .

VA pskip, + 1 W + hi'*.xIDi w

Now 7, query to the list Ly, to recover (ID;, y;,Qy, ) by setting Qp, = 7Y =bP, W =P,

psk,,, =aQp, = 7,0/, then 7, output apP 7 ((n "~ ) M(h 'V i V) =Pl as a

solution of CDH problem.

Analysis: Three events can be analyzed for finding the success of solving the CDH

problem by 7; with the probability ¢ . We take an assumption that A, having an

advantage ¢ to forge a signature with in bounded polynomial time span t can submit

hash queries at most g, times H; (i=123), q, queries to Reveal-Partial-key, g, queries
to Reveal-secret-key q, queries for reveal-public-key and g, queries for sign. Also

taking an assumption that A, could never repeat H;query for the same input.
Event 1(E1): T, does not terminate in all queries of Reveal-partial-key submitted by A, .
Event 2(E2): A, could forge a valid signature.

Event 3(Es): The output generated by A is valid even 7, does not abort all the queries

of A, .
A, can win after the happening of all events, that is,

P[E; A E; A B3] =P[E;].P[E; | E;].P[E3 | E; A E,]
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1

Hy

The probability of 7; does not abort all queries of A, is at least(@1—-—)% , where it

takes Reveal-partial-key at most g, times.
The probability of A, ’s to forge signature is¢.

Probability of valid and nontrivial forgery output of the A, valid even 3; does not

abort is L )
qH,

¢=P[E, AE, AE;]=P[E,].P[E, | E,].P[E; | E, A E,]

>a-tya Lo,

an, Qn,

7, could solve the CDH problem with the probability having more than e, that is the

non-negligible. So, we get a contradiction against the resistance of CDH problem.

6.7.1.2 Theorem 2: In the Random oracle model, adversary A, having an advantage

¢ in forging a certificate less signature scheme wins the Game 2 if it is successful in

finding an algorithm which can solve the CDH problem in G, with non-negligible
probability.

Proof: For a given random instance (X =aP,Y = gP) of the CDH problem in G, of prime
order g, we will construct an algorithm , to solve the CDH problem where «, g <7,
are random numbers unknown to t,. Adversary A, collaborates with the @, in the
Game 2. T, chooses a random number ieZz; and sets the master key of KGC and
computes the public key of KGC as P,,=4P, then publish the system parameter
{0,G,,G,.€,P, Py, Hy Hy Ha} 1O A, . Since A, is type 2 adversary, it can access the

master key of KGC so 1, and A, can compute the partial private key of the user and
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there is no need to query on hash function H, . =7, preserves list

L = (IDI y XlDi ,Upk|Di y pSk|Di) .

i) H,query: T, preserves a list Ly, in the form of (m,, ID;,upk,,;, R, h;). When adversary
A, submits a query on identity ID; toH, oracle, T,checks the list Ly , if list Ly, holds the
tuple (m;, ID;,upk,p;, R;,h;) then T, respond h; to A, . Otherwise Q, picks a random number

h; EZ; and inserts in the list Ly, and responds h; to A, .

i) Hs query: T,preserves a list Ly, in the form of (m,,b,,W,). When adversary A; submits a
query on identity ID; toH, oracle, T,checks if list Ly holds the tuple (m;,b;,W;)then 7,

respondsb; to A, . Otherwise 7, chooses a random number b, eZ; and inserts in the list Ly,

and respondb; to A, .

ii)Reveal-Public-key-Queries: 7, preserves a list (ID;, X5 ,UpK;p, PSK, ). When an
adversary A, request is submitted on identity ID; , T, checks whether upkp =L. Ifupk,p =L,
then 7, answer upkp to A,. If upk,p =Lthen A, chooses a number randomly v, eZ; and sets
upkIDi =V;P,thenQ, responds upk,p, to A, and updates the tuple L = (1D;, X5, upkip, , pskjp, ) . If
L does not hold list (ID;, xp, ,upkp , pskip, ), it checks further if ID; = 1D, then T,chooses a
random number v; eZ; and compute upkp =Vv;PeG, and adds in the list L , thereafter
responding to adversary A, . Otherwise ID; = ID,, T, picks a random number v GZ; and set

upk;p, =V;Y € G,and adds in the list L, thereafter responding to adversary A, .

iv)Reveal-secret-key-Queries: T, preserves a list (1D;, X5 ,UpK g , PSK;p ). When adversary
A, request is submitted on identity ID; , Q, checks whether x5 =L . If xp #L, then T,
answer Xp, to A, . If xp, =L then 7, select randomly v; ez; and setupk,p, =V;P, then 7,
returns xp to A, . If 7, does not hold the list (1D;, x5 ,upk,p. , pskp. ), then 7, put X,p =L and

If upkp, #L, T, selects randomly v ezg and setupkIDi =V;P. T returns the upkp, to A, and

update the tuple (1D;,Xp, ,upkip, , PSKip, ) -
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v)Sign: Description is same as described in theorem 1.

When A, submitting a request on (m;, ID;) then 7, looks up first the listL, listLy , listLy,
to recover (ID;, Xp, ,upkp , Pskip, ) , (m;, ID;,upk;p;, Ri,hy) and  (m;,b;,W;) then 7, performs

following steps.

By the forgery lemma [26] A, can generate the two signatures on the same random tape with

different value H, .The following two equation held for the two valid signature.
e(Vi', P) =e(Qip, . Poup)e(Ri, W)e(h.R" W)

e(V;",P) =e(Qip, . Poub)e(R;, W)e(h.R", W)

T, performs a query on the list Ly, for getting (m;,b;,W;) by setting W =b;X , X =aP,
Qo =AP, ., upkp =V,Y=V/fP.  Finally, 7, respond the  value

afP = b)Y -V, )(h' —h ) ) as a solution of CDH problem.

Analysis: Three events can be analyzed for finding the success of solving the CDH problem

by T, with the probability ¢ . We assume that A, having an advantage ¢ to forge a signature
with in a time span t can submit hash queries at most gy, timesH; (i=123), g queries to
Reveal-secret-key q, queries for reveal-public-key and qgq, queries for sign. Also we assume

that A, never repeats H; query for the same input.

Event 1 (E1): T,does not terminate in all queries of Reveal-secret-key submitted by adversary

A2
Event 2 (E2): A, can forge a valid signature.
Event 3 (Es): The output generated A, is valid even 7, does not abort all the queries of A,

A, can win after occurrence of all the events, that is,
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P[E, A E, AE;]=P[E,].P[E, | E,].P[E; | E; A E,]

1

Un,

The probability of 7, not terminating all queries of A, is at least(1-—)%, where it takes

Reveal-partial-key at most g, times.

The probability of 7, not aborting key extraction queries and A, ’s signature queries iS¢ .

Probability of forgery output of the A, valid is valid even 7, does not abort is qi :
H;

¢ =P[E, AE, AE;]=P[E].P[E, | E,].P[E; | E, AE,]

>a-tye L,

Oy, Oy,

T, could solve the CDH problem with the probability having more than ¢, that is the non-

negligible. So we get a contradiction against the resistance of CDH problem.
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CHAPTER 7

A Certificateless Aggregate Signature Scheme for Healthcare
Wireless Sensor Network

Healthcare industry is one of the areas where wireless sensor network provides a lot of
opportunities. Online data sharing is one of the requirements to increase the efficiency
and reduced the time constraints in the healthcare industry. In the healthcare wireless
sensor network, the Patient’s report is available online to share with health professionals
without any delay after the patient’s checkup. Data privacy becomes an important issue in
healthcare due to direct involvement of personal health related data of patients. Modified
data may become a serious cause of casualty for the patient. Digital signature scheme is a
technique of public key cryptography that is used to retain the privacy and integrity in our
system.  Certificateless public key cryptography was proposed to remove the
complication of certificate management in public key cryptography as well as the key
escrow problem inherited in identity based cryptography. An aggregate signature scheme
IS @ many to one map which maps different signatures on different messages to a single
signature. This feature is very beneficial in an environment which is constrained by
limited bandwidth and low computational time/effort, such as wireless sensor network,
vehicular ad-hoc network and Internet of things. Our proposed certificateless aggregate
signature enjoys the goodness of both the concepts, certificateless and aggregate. This
chapter proposes a certificate less aggregate signature scheme and prove the security of
the proposed scheme by using widely-accepted Random Oracle Model under the
computational hard Diffie-Hallman assumption. Random Oracle Model based security
analysis prove that our proposed scheme is provably secure against existential forgery on
adaptive chosen message and identity attacks under the hardness of computational Diffie-
Hellman problem and achieve the required goal such as confidentiality, non-repudiation,
integrity. We use a batch verification technique for speedy verification of signatures.
Results are evaluated by using NS 2 environment. The simulation results show that our

scheme is most efficient in comparison of previous CLAS schemes.
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7.1 Introduction

Wireless sensor network technologies have a broad area with many practical applications
in retail, entertainment, medicine, travel, industry, emergency management and many
other areas [6]. Healthcare is one from among these areas in which wireless sensor
networking provides a lot of new opportunities. Sensor based technology has invented
many medical tiny devices replacing thousands of wires connected with the devices
situated in the hospitals and enhanced the mobility. Researchers make a broad vision of
healthcare by integrating computer, networking and medical fields.

There are two major categories in healthcare application: medical applications,
nonmedical applications [7]. The devices used in medical applications can also be
divided into two types: Wearable devices and implanted devices. Wearable devices are
used on the surface of a human body or kept just close to the human body (for e.g.
Temperature measurement, Respiration monitor, Heart rate monitor, Pulse oximeter
SpO2, Blood pressure monitor, pH monitor, Glucose sensor etc). The human body can
move along with the wearable devices. On the other hand, in case of the implanted
devices, the human body is injected in/with the medical devices (for e.g. Cardiac
arrhythmia monitor/recorder, Brain liquid pressure sensor, Endoscope capsule etc). The
devices used in non-medical applications are the handheld devices such as personal

digital assistants (PDA), laptop, phones etc.,

Web-based

MICS link
(1*! trans. link}

[Medical Environment]

Long distance information transmissian
(2™ transmission link)

Fig 7.1: Architecture of healthcare wireless sensor network (HWSN)[5]

A general architecture of healthcare wireless sensor network proposed by Yuce et al. [6]

shown in figure 7.1, in which sensors, patient, internet and healthcare professionals are
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four components. Sensors are implanted in the patient's body and transferred the
patient’s health data to healthcare professionals via internet. Healthcare professionals

read the data comes from the sensors and prepare their report.
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Fig 7.2: Code Blue project

A popular research project on a healthcare wireless sensor network (HWSN) named as
Code Blue developed in the Harvard Sensor Network Lab (53). In this project, several
medical sensors [7] (pulse oximeter, EMG, EKG,) are put on the patient's body to take
the patient’s body data and transfer this to the end user devices for analysis. CodeBlue
works on the idea that a doctor or other medical professional (e.g. Lab technician) submit
a query for health data by using their personal digital assistant (PDA). The medical
sensors respond data related to the query through a public channel, thereafter authentic

user subscribes this channel by using their handheld devices [51, 52, 53].

Security and privacy issues are very sensitive in the HWSN due to direct involvement of
patient’s personal health data. Information is transferred from sensor devices to the
healthcare professionals who analyze this information and deliver appropriate solutions.
If an attacker modifies the information in the midway then health care professionals
receive this modified information, thereafter they diagnose according to the modified
information. This may be extremely dangerous for the human life. Motivated with this

scenario, this chapter proposes a certificatelessaggregate signature scheme for healthcare
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wireless sensor network (HWSN) to retain the integrity and privacy of health related
information and thereby protecting the medical network from adversaries.

Al-riyami and Peterson [9] introduced the concept of certificateless signature scheme
(CLS) which not only provides the solution of certificate management [3] in public key
cryptography, but also resolves the key escrow problem inherited in identity based
signature schemes (ID-PKC) [8]. In ID-PKC [8] private key is generated by a trusted
third party, say, private key generator (PKG). Although, we have assumed that PKG is a
trusted authority which cannot corrupt or make collaboration with the malicious
adversaries. However, in a practical scenario, if PKG becomes malicious then private key
can be compromised easily. In CLS scheme, trusted third party, say, key generation
center (KGC) generates the partial private key instead of the original private key of the
user and the private key is generated by the user with the help of partial private key. This
resolves the issue of the key escrow problem.

Signer

n‘\\\A - Verifier
o 8

Fig 7.3: General view of Aggregate Signature

The concept of aggregate signature was introduced by Boneh et al. [11] in Eurocrypt
2003. An aggregate signature scheme maps n-signatures on n-different messages to a
single signature. This process reduces the bandwidth and computational effort owing to
the use of a single signature. Since devices used in HWSN are tiny devices which have
limited storage power and less bandwidth, an aggregate signature becomes a suitable

choice in the healthcare industry.

98



7.2 Related work:

Horng et al. [59] used the batch verification in their proposed CL-AS scheme which
reduces the computational cost taken in the verification process of the signature.
Recently, He and Zeadally [64] proposed an authentication protocol for Ambient Assisted
Living (AAL) system, which provides the healthcare monitoring and tele-health services
by leveraging information and communication technologies. He et al. [65] construct an
efficient certificateless public auditing (CLPA) scheme for cloud-assisted wireless body
area network. Many architectures constructed by the researchers for HWSN [66, 67, 68].
We propose a novel CL-AS scheme for secure communication in HWSN. The proposed
CL-AS scheme achieves authentication, message integrity, non-repudiation and
confidentiality. Our CL-AS scheme uses batch verification algorithms [46, 47] to
enhance the verification process an aggregate signature by reducing the computational

overheads.

7.3 System Model

We adopt the system model same as in [62]. The consideration of our system model is to
provide authenticity, integrity and confidentiality to rule out the chances of false data
transmission. It consists of four entities as shown in Fig 7.4: a larger number of sensors,
Medical server (MS), Authorized healthcare professionals and aggregator. We assume the
provision of Care-District, according to which one Cares-District is used to monitor one
disease (for example, to monitor heart pulse rate all sensors used to find heart pulse rate

are from one Care-District).

e Authorized healthcare professional’s takes the data sensed by the sensors that
have certain capabilities of calculation and communication. They analyze the data
to provide an appropriate prescription for patients.

e Medical server has a strong computing power and storage space and is capable to
process the large amount of data received by sensors. After processing, MS
transfers the patient’s information to the healthcare professionals. In the

initialization phase, MS generates its private- public key pair (s, MSpub) and
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makes the public key MS,,,,public. MS is also authorized to generate a partial

private key for each sensor and transfers it to sensors via a secure channel.

Awuthorized healthcare
professionals

z?i-

Medical Server , 4
. i
— M
regator o |
@.....6C Sensons .-
Agg: Aggregate algo Care Dsanct 1

Fig 7.4: Framework of healthcare wireless sensor network

e The aggregator has limited power of calculation and computation. It collects the
signatures from a Care-District, generates an aggregate signature, which it
transfers to MS. We take an assumption that every Care-District contains one
aggregator and many sensors.

e Sensors are resource limited small devices. We take assumptions that each sensor
with identity 7D; and embedded with its private-public key pair (SK;p, PKp,) =
(xi,PK,Di)belongs to a Care-District. Each sensor with their respective identity
has capability to generate a signed message from the physical world using its

private key x;, thereafter it transfers this signature to the aggregator.

Our CL-AS construction has four entities as discuss above: sensors on the patient’s body,
Medical server (MS), Healthcare professional and aggregator. MS generates the system
parameters, generates partial private keys for sensors corresponding to their identities and
transfers this partial private key to the sensors via a secure channel. Sensors chose their
private key to generate a signed message in their respective Care-Districts. One of the

sensors in the Care-District acts as the aggregator. It aggregates all signatures of its
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respective Care-District and transfers the single aggregate signature to the handheld
devices of the healthcare professional via MS. Healthcare professionals verify the
received aggregate signature in their handheld devices. Though the information is
transferred via MS but MS cannot capture information due to lack of knowledge of the
private key of the sensor. We use batch verification in our construction for speedy

verification of signatures.

Definition 1: A function @(i) is called negligible if for a given ¢ > 0 there exists a
number t, such that@(t) < 1/t for every t > t,.

Definition 2: Computational Diffie-Hellman (CDH) problem: For a given random
instancee(P, aP, BP) € G,, where a, B € Z, with P as generator of G, having order q, it

is computationally hard to find a,f € G;.

Definition 3:CDH assumption: For every probabilistic polynomial time (PPT) bound

there exists an algorithm T such thatAdv%_%’f < 6 for some negligible function 6, where

Adv%%f is the advantage given to an adversary to solve CDH problem using algorithm T.

7.4 Some special Symbols and their descriptions
Here, we introduce some special symbols used in this chapter in Table 7.1 given below

Table 7.1: Some symbols used in the chapter 7

Symbols | Description

MS Medical server

a The master key of MS

P Generator of the group

MS,,, | The public key of MS

ID; The sensor’s identity

ppk;p; | The partial private key of the
sensor with identity ID;.

(x;, PK;) |Priva private / public key pair of
the sensor with identity ID;.

PK;p, | The public key of the sensor with
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identity/D;

7.5  Security Model of a CLS and CL-AS Scheme

Here, we design an adversary model for CLS and CL-AS schemes. We design two levels

of securities in the proposed scheme: Type 1 security level and Type 2 security levels.

There are two types of adversaries, A; andA,. In general,A; and A, are involved in CLS

scheme with different powers. A, Is an outside attacker and A,is a part of the system, say,

malicious KGC, who is responsible for generating the partial-private key of the user.

Description of power of adversaries is given below.

e Adversary A;:A;is capable to replace the public key of a user, but cannot obtain the
master key of KGC.

e Adversary A,: A,is malicious KGC and can access the master key of KGC, but have
no power to replace the user’s public key.

Definition 4. A CLS/CL-AS scheme is said to be existentially unforgeable against

adaptive chosen message and identity attacks, if both the adversaries A; and A, have

negligible probabilities to forge the valid signature.

A1 and Axcan access the following six oracles:

Create-User: While an adversary submits a query on a target identity/D; € {0,1}". Oracle

checks whether proper entry corresponding to the target identity is available in the

database.|If found then returnsPK;, to the adversary otherwise it executesReveal-Partial-

private-keyand Reveal-Secret-key queries to find a partial private key ppk;p, private key

x; Thereafter, the Oracle computes PK;p;and inserts in the list L = (ID;, x; PK;p ppkip,)-

Finally,PK;p returns to the adversary.

Reveal-Partial-Private-Key: While an adversary submits a query on a target identityID; €

{0,1}*, Oracle checks whether proper entry corresponding to the target identity is

available in the database. If found then returns ppk;p;to the adversary otherwise it returns

1.

Reveal-Secret-Key: While an adversary submits a query on a target identity/D; € {0,1}",

Oracle checks whether the proper entry corresponding to the target identity is available in

the database. If found then returns x;to the adversary otherwise it returns L .
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Replace-Public-Key: When an adversary submits a query on a target identityID; €
{0,1}"and private/public key pair(x;, PK;p,). Then the oracle searches the listL, if proper
entry corresponding to the target identity is not available in the database, then no need to
perform anything otherwise this oracle updates the list L = (IDi,xi,PK,D,ppk,Di)to L=
(IDini,PKI*D'pkaDi)-

Sign: While an adversary submits a query on the message with target signer’s

identity/D; € {0,1}", Oracle executes one of the following activities.

iv) Returns a valid signature o; without replacing private/public key pair if the
target identity/D;has been formed without swapping private/public key pair.

V) Returns L if target identity ID;is not created.

Vi) Returns the signature (x;, PK;p,, m;) after replacing the public key.

We design two Games: Game | and Game Il. Here, Game | and Game Il are designed for

A; and A, in CLS scheme, respectively.

Game I:1, is the challenger/simulator that interacts with adversary A;. This Game

performs the following steps.

e Stepl: t,executes the Setup algorithm, which takes a security parameter k as input,
produces a master key of KGC and a list of system parameters. Thent, transfer the
system parameters to A; while keeping the master key secret.

e Step 2: In this step, A, can submitReveal-Partial-Private-Key, Reveal-Secret-Key,
Reveal-Public-Key, Replace-Public-Key and Sign queries at any stage during the
simulation in polynomial bound.

e Step 3: A; outputs a signature o;° on a message m; corresponding to a targeted
identity ID; with public key PK p:.

A;successfully wins the game if any one of the following conditions is satisfied.

vi)  ojis avalid signature on m; under ID;".
vii)  Oracle has never been performing the Reveal-Partial-Private-Key query for
getting the partial private key corresponding to the targeted identity ID; .
viii) Sign oracle has never been performed for  m; with the targeted
identity ID; .
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Definition 5: A CLS scheme is called Type 1 secure if there does not exist any adversary
A; who wins the Game | in probabilistic polynomial time bound with non-negligible
advantage.

Game Il:t, is the challenger/simulator that interacts with adversary A,. This Game

performs the following steps.

e Stepl: T, executes the Setup algorithm, which takes a security parameter k as input
and produces a master key of KGC and a list of system parameters. Thent, transfers
the system parameters to A, while keeping the master key secret.

e Step 2: In this step, A, can submit Reveal-Partial-Private-Key, Reveal-Secret-Key,
Reveal-Public-Key, Replace-Public-Key and Sign queries at any stage during the
simulationin polynomial bound.

e Step 3: A, outputs a signatureo; on a messagem; corresponding to a targeted
identity/D; with public key PK-.

A,successfully wins the game if any one of the following conditions is satisfied.

iv) o;is a valid signature on m; under ID;’.
V) Oracle has never been executing the Reveal-Secret-Key for getting the secret

key corresponding to the targeted identity I1D;.

vi) Sign oracle has never been executed for m; under the targeted identity

Definition 6: A CLS scheme is called Type 2 secure if there does not exist any adversary

A, who wins the Game Il in probabilistic polynomial time bound with non-negligible

advantage.

We design one more game: Game Ill. Here, Game Ill is executed by A in CL-AS

scheme.

Game IlI: T is the challenger/simulator that interacts with adversary A. The following

steps are performed in this Game.

e Stepl: t executes the Setup algorithm, which takes a security parameter k as input and
produces a master key of KGC and a list of system parameters. Then t transfers the

system parameters to A while keeping the master key secret.
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e Step 2: In this step, Acan submit Reveal-Partial-Private-Key, Reveal-Secret-Key,
Reveal-Public-Key, Replace-Public-Key and Sign queries at any stage during the
ssimulation inpolynomial bound.

e Step 3: A outputs a signature o;; on a set of messages {mj,m; .......my}
corresponding to the targeted identity set {ID;,ID; ...... ID;}with the corresponding
public key set {PK/p,, PK/p, -.. ... PKjp_ }.

A successfully wins the game if any one of the following conditions is satisfied.

i) o;is a valid signature on {mj, m; ........my} under {ID7,ID; ... ... ID;} with
public key set {PKp,, PKp, - .- PK[p_ }.

i) Oracle has never been performing the reveal-partial-private-key query for
getting the partial private key corresponding to the targeted identity ID;" .

iii) Sign oracle has never been performed for m; under the targeted identity ID;".

Definition 7: A CL-AS scheme is called secure if there does not exist any adversary A
who wins the Game Il in probabilistic polynomial time bound with non-negligible
advantage.
7.6 Proposed Certificateless Signature Scheme

In general, our CLS construction consists of five algorithms Setup, Partial-Private-Key-
Gen, Private-Key-Gen, Sign,and Verify. Descriptions of these algorithms are given
below:

Setup: MS runs this algorithm after taking a security parameter k as input. The following

steps are performed:
Generates two cyclic groups G; and G, having the same order g with generator P of
G,and an admissible bilinear pairing e: G; X G; = G,

viii) Selects a random number € Z; , computes MS,,,,;, = aPand setsa as a master key
of MS and MS,,,,;, as a public key of MS.

iX) Selects three one way cryptographic hash functions H,:{0,1} = G;,H,:{0,1} = G;,
Hs:{0,1} - Z;.
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x) Finally, publishes the system parameters
{q,G1, Gy, e, P, MSyyp,, Hy, Hy, H3} called Params and keeps the master key

@ secret.
Partial-Private-Key-Gen: Taking a sensor’s identity/D;, MS computesQ;,; = H;(ID;),
ppkip; = a.Qip;, Setsppk;p; as partial private key and transfers it via a secure channel to

the corresponding sensor.

Private-Key-Gen: A sensor of identity ID; selects a random numberx;, set its secret key

and computes PK;p, = x;P.Here PK;p Is the public key of the sensor with identity /D;.

Sign: A signer with identity ID; takes the params (System parameters), a partial private

key ppkp,, its secret keyx;, state information A (we can select some element in public
parameter such as A) and private-public key pair (x;, PK;p,). Then, the signer generates a

signature o on the message m; as follows:

) Selects a random number 7; € Zzand computes R; = 7;P
i) Computes W = H,(4) , h; = H3(m;,ID;, PK;p,, R;)
iii) Computes V; = ppkp; + iW + hyx;MSpyp

The output is a signature (R;, V;) on a message m;.

Verify: A verifier takes a signature o; = (R;, V;) of messagem; on identity 1D;with public
key PK;p, and state information A . Computes Q;p, = Hi(ID;) , = Hy(8) , h; =
H3(mi'IDirPKIDl"RL')

|) VerIerSe(Vl, P) = e(QIDl- + h'iPKIDi’ MSpub)e(Rl', W)

If the verification equation holds, then accepts the signature otherwise rejects.

Correctness:

106



e(V, P) = e(ppkip, + W + hix;MSpp, P)
= e(ppk,Di,P)e(riW, P)e(hixiMSpub,P)
= e(aQ,Di,P)e(riP, W)e(hixiP,MSpub)
= e(Qup,, aP)e(r,P,W)e(hix;P, MSpyy)
= e(Qip;, MSpyp)e(r:P,W)e(h;PKip, MSyyp)
= e(Qup; + hiPKip,, MSyyp)e(riP, W)

Aggregate:An aggregator collects all signatures on the message {m,,m, ........m,} of
the sensors {S;,S,,.........S,} with corresponding identities {ID,,ID,,.........ID,} &
public keys {PK;, PK,,. ... ..... PK,} and generates an aggregate signature. The aggregator

computes V =Y",V; and generates an output as aggregate signature o =

Aggregate-Verify: Taking a signature g; = (R;,V;) of messagem; on identity ID; with

public key PK;p, and state information A.

|) CompUtESQIDl = Hl(IDi)! W = Hz(A) y hi == H3(ml’, IDL', PKIDL" Rl)
”) VerIerSe(Vl, P) = 6(2?=1(Q1Di + h'iPKIDi’ MSpub)e(Z?=1 Ri ,W)

If verification equation holds then accepts the signature otherwise rejects.

In this section, we prove that our CLS and CL-AS schemes are unforgeable against
adaptive chosen message in the random oracle model with the help of following

theorems.
7.7 Security proofs
7.7.1 Theorem 1

In a random oracle model, A; be a forger having advantage € to forge a signature in a
modelled attack game within running time t and making queries to various oracles by

making qy, queries to oracle H;for i = 1,2,3q,queries to Reveal-partial-private —key ,

qs queries to Reveal-Secret-Key, g, queries to Reveal-Public-Key and g4, queries to
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&

with time t’ <
e.(qr+1)

sign, then the CDH problem can be solved with probability &' >

t+ (quy + Gy + Quy + QG + ds + dp + sig)tm + (@sig + 1) tmm Wheret,, is the time
to compute a scalar multiplication in G; and t,,,, is the time to perform a multi

exponentiation in G;.

Proof: Let (P,X = aP,Y = bP) € G; X G; be a random instance of the CDH problem,
herePis the generator of group G; of prime order g and the numbers a and b are chosen
randomly fromZj. Our target is to solve the CDH problem as to compute abP. We will

construct an algorithm z,to achieve our target.

Adversary A, cooperates with ther; in the game I. t;randomlypicks an identity as a
target sensor’s identity ID; and sends the security parameter params =
{G1,Gz,e,P,MSy,,,, Hy, Hy, H3} 10 A; . Ty selectsc € Z; and sets MS,,,, = X. Now 74 is
ready to execute the oracle query. T;maintains a list L = (ID;, x; PK;p ppk;p;) Whenever
submits query throughout the game.

Hyquery: While submitting an identity to H, oracle , according to Coron’s proof [63],
7, flips a coin X € {0,1} that returns 0 with probability £ and 1 with probability 1 — £ and
selects randomly f5; € Z; . If X; = 0 then the value of a hash function H, (1D;)can be set
as Qip; = BiP € G, otherwise T returns Q,p, = B;Y € G; . Then 7; maintains a list
Ly, = (ID;, B;, X;, Qip;)to answer the queries of A;.

H,query: T, maintains a list Ly ,with the tuple (m;, c, W). When A; submits the query of
H, oracle, 7, checks if list Ly, holds the tuple (m;, ¢, W). If yes, nothing to be done and
T, returns W to A,. Otherwise 7, picks a random € Z;, setsW = cX and inserts it in the
list Ly,. Finally,it returnsiW to A;.

Hsquery:t, maintains a list Ly with the tuple(m;, ID;, PK;p,, R;, h;). When Ay submits
the query of H; oracle, 7, checks if list Ly, holds the tuple (m;, ID;, PKp,, R;, h;) If
yes,nothing to be done and t, returns h;to A, . Otherwise 7, picks a random h; €
Zg,updates it in the list Ly , and returnsh;to 4;.
Reveal-Partial-Private-Key-queries:When A; submits a query on an identitylD;,t,

recalls the corresponding tuple (1D;, B;, X;, Q;p;) from the list L. If X; = 1then 7,
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returns failure and stops the simulation. Otherwise 7, checks the list L and executes the
following:

When X; = 0, ifLcontains a tuple (ID;, x; PK;p, ppk;p;) then 7, checks whetherppk,p; =
L. If ppk,p, #Lthen t, answers ppk;p;to A;. If ppk;p, =1, then 7, checks the list Ly,
and returns ppk;p, to A;. If L does not contain a tuple (ID;, x; PK;p,ppk,p;) then 7,
puts ppk;p; =L,lo0k up the listLy , puts ppk;p, = BiMSpuy = BiX € Gy. T1answers the
query and returnsppk;p ;o A;.

Reveal-Secret-Key-queries: When adversary A; submits a request on identity ID;,t,
maintains a list (ID;,x; PK;p, ppkip;) - 71 checks whether x; =L . If x; #1, then
Tyreturnsx; to A, . If x; =Lthen 7, randomlyselects u; € Z;, puts PK;p;, = u;P and
returns u;to4;.

If 7, does not holdthe list (ID;, x; PK;p, ppkip,), T, setx; =L. If PKjp, #1, then t,
randomly selects w; € Zg, sets PK;p, = w;P, returns x; to A, and updates the tuple
(IDy, x; PKip, prkip,).

Replace-Public-Key-queries: When adversary A; is submits a request
on(ID;, PK;p,) .t makes this query on (ID;, PK;p;) and checks the list L, if list L
holds(ID;, x; PK;p,ppkip,) then T, updates PK;, with PK/y, selected by A; and setsx; =
L . Otherwise if list L does not contains PK;p;then 7, setsPK;p; = PKjp,and x; =1,
and ppk,p; =1, updates the list(ID;, x; PK;p,prkip,)-

Sign: When A, submits a request on (ID;, m;), 7, checks the list L, Ly,,Ly,, Ly, and
performsthe following.

If the list holds (IDi'xi,PKIDi,pkaDi)’ t,checks whether x; =L1. If x; #.L1 then returns
PK;p;to A;. If x; =L, then 7, creates query on Reveal-Public-keyto generate PK;p; =
u; P where u; € Zj.

If the list does not hold (I1D;, x; PK;p, ppkip,) then 7, creates query on Reveal-Public-

keyitself on 1D;and updates the list(ID;, x; PK;p, ppkip,)-
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For generating the signature, ;makes a query to list Ly, for getting tuples (m;, ¢, W),
where W = c¢X . Then 7,choses two random numbers 7;,6; € Z; and sets R; = ;P —
¢ ' Qup;»
Computes W = H,(A) , h; = H;(m;, ID;, PK;p,, R;)
Vi=rW + hju;MS,,,;
And 7; generates a signature a; = (R;,V;) which it sends to A; as a response of sign
queries where A;can verify the validity of the signature by verification equation.
e(Vy, P) = e(R, W)e(Qip; + hiMSpup, W)
Correctness:
e(V;, P) = e(rW + hju;MSy,,p, P)
= e(r;W, P)e(h;u;aP, P)

= e(riP,W)e(hju;P,MSy,;,)

=e(R; + ¢7'Qip;, W)e(h;PK;p,;, MSpyp)

= e(R;, W)e(Qp, ¢~ W)e(h,PKp;, MSpyp)

= e(R;, W)e(Qipy MSpup)e(hiPKip;, MSpyp)

= e(R;, W)e(Qip; + hiPKip;, MSpup)
Based on the response of submitting the query by A,, 7; can find two valid signatures on
the same random tape as o = (m;,ID;,R;,h;,V;") and ai*' = (m;,ID;,R;, h;", Vl-*')
within polynomial time.
Vi = ppk;p; + 17 W + hix;MSpy,
V' = ppkip; + 17 W + R} X MSpy

Now 7, looks up the list L = (ID;, B;, X;, Qip;) and recovers the tuple (ID;, B;, X1, Qip ;)

corresponding to the identityID,.
* * * %! %! * *— *’_1
h(V; —rW) =k (V' —ryW) = (hi = hi' )ap;bP

Now, t,can find the value of abP as a solution of CDH problem

* * * %! *! * *— *1_1
abP = (hj(V; —1/cP) — hi (V"' —17cP))/Bi(hi ™ — hi'")
This will give a proof of CDH problem.
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Now, we analyze the probability to solve a CDH problem by Type 1 adversary in the
polynomial bounded time. For this, we analyze the three events.
E1: t, does not abort all the queries of Reveal-Partial-Private-Key.
E2: A; can forge a signature when t,; does not abort all the queries to Reveal-Partial-
Private-Key.
E3: A; generates a valid and nontrivial forgery when 7, does not abort all the queries
generated by A;.
From the simulation [21], we know that Pr[E;] = (1 — £)7 ,Pr(E,|E;) = €, Pr(E3|E1 A
E,)>E
Thus, P(EyAE; AE3) = PIE{]P[E;|E,]P[E3|EL N E,]

> (1 —£)k.e.£=£(1—£)%.¢

Now, £ opt as —_ Thus,
qk_+1

!

- 1 (1 1 )‘“‘ &
E = . - ==
qr +1 qr +1 e(qr+1)
Therefore, 7, could solve the CDH problem with non-negligible probability " where ¢ is

the non-negligible probability that gives a contradiction to CDH hard problem. So, our
CLS problem is existentially unforgeable against adaptive chosen message attack
corresponding to Type 1 adversary in the random oracle model under the CDH
assumption.

7.7.2 Theorem 2

In a random oracle model, A, be a forger having advantage € to forge a signature in a

modeled attack game within running time t and making queries to various oracles:qy;,

queries to oracleH; for i = 2,3, g, queries to Reveal-Secret-Key, gy queries to Create-

User and g,;4queries to sign, then the CDH problem can be solved with probability " >

€
e.qs+1

with time t' <t + (qu, + quy + s + @p + Gsig)tm + (dsig + 1)tum Wheret,, is

the time to compute a scalar multiplication in G; and t,,,,,is the time to perform a multi
exponentiation in G, .

Suppose (P,X = aP,Y = bP)be arandom instance for the CDH problem in G, of the
prime order g. We will construct an algorithm 7, to achieve the solution of CDH

problem. Let a, beZ;be numbers chosen randomly which are unknown to z,. Adversary
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A, interacts with the 7, in Game Il. 7, selects a random number yeZ;, setsy as the
master key of KGC, thereafter selects the system
parameters {q, G4, Gy, e, P, MSpub,Hl,Hz,H3} and returns the system parameters and
public key of MS toA,. A,is type 2 adversary who has potential to access the master key
of MS, therefore A, and 7, can compute the partial private key of the user. We have no
need to model the hash function H; since master key is available to A, adversary.
T,preserves the listL = (ID;, x; PK;p X;).

Create User:When adversary A; submits a request with identity ID;, the Oracle checks
if ,contains the list L = (ID;, x; PK;p,, X;), then 7, answers PK;p to A,. If the list L
does not contain (ID;, x; PK;p,, X;), according to Coron’s proof [63], T, flips a coin X €
{0,1} which returns 0 with probability £ and 1 with probability 1 —£. t, selects a
random number g; € Z; if X; = 0then the value of PK; can be set as PK;p, = B;P €
G, otherwise T, returns PK;p. = B;Y € G, . T, sets x; = f3; in both the cases and inserts
in the tuple (1D, x; PK;p X;) in the list L = (ID;, x; PK;p X;). T, stores these values to
answer the future queries submitted by A,. 7, sends PK;p to 4,.

Hyquery: T, maintains a list Ly ,with the tuple(m;, c, W). When A, submits the query
of H, oracle, 7, checks if list Ly, preserves the tuple (m; c,W). If yes then there is
nothing to be done and 7, returns W to A,. Otherwise 7, picks a random € Z; ,
computes W = cP, insertsit in the list L, and returnsiW to A,.

Hsquery:t, maintains a list Ly with the tuple(m;, ID;, PK;p,, U;, h;). When Ay submits
the query ofHj oracle,z, checks if list Ly, preserves the tuple (ml-,IDi, PK;p,, U;, hi).lf
yes then there is nothing to be done and t; returns h;to A;. Otherwise t, picks a
randomh; € Zg, insertsit in the list L, and returnsh;to A;.

Reveal-secret-key-queries: When adversary A, submits a request on identity ID;, T,
maintains a list (ID;, x; PK;p, W;). T,checks whetherx; =1. If x; #1, then 7 returnsx;to
Ay. If x; =1then 7, randomlyselects g; € Zg, put PK;p; = B;Pand returns x;toA; .

If 7, does not holds the list (ID;,x;PK;p,W;), T, setsx; =L .If PK;p, #L, 1,
randomlyselects u; € Zg, sets PK;p; = u;P, thent,returns x; to A, and insertsPKp; in

the ||St (IDi,xl-,PK,Di‘Xi).
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Sign-queries: WhenA, submits a request on(ID;,m;),t,lookup the list L, Ly, Ly, t0
recover the tuples (ID;,x;,PK/p,X;) . (mi,c W*) , (m],ID{ PKpp;, Ui, h})

respectively.

When X; = 1, Even A,does not submit a sign query on (m’{,ID{*,PK,D;), the forged
signature should satisfy

e(V*,P) = e(Qup: + hiPKip -, Pyup)e(R;,W*), whereQ,p . = Hy (ID").
We set, Qip,. = Hi(ID)W* = c'P, PK;p: = BiY, X = MSpyp

e(hPKp -, Pyuy) = e(V*, P) (e(Q,D;,MSW,)e(R;*,W*))_1

Hence t,finds the solution of CDH problems as,
abP = hi(V; — c™*R; — aQip,)

Now, we analyze the probability to solve a CDH problem by Type 1 adversary in the
polynomial bounded time. For this we analyze the three events.
E1: t, does not abort all the queries of Reveal-Secret-Key.
E2: A, can forge a signature when t, does not abort all the queries to Reveal-Partial-
Private-Key.
E3: A, generates a valid and nontrivial forgery when 7,does not abort all the queries
generated by A,.
From the simulation [21], we know that Pr[E;] = (1 — £)9 ,Pr(E,|E;) = €, Pr(E5|Eq A
E,)>E
Thus, P(EyAE; AE3) = PIE{]P[E;|E;]P[E3|EL N E,]

>(1—£)%.e£=£(1—-£)%.¢
1
qs+1’

Now, £ opt as Thus,

R _(1— ! )qs_gz;

- (s +1) (s +1) e(qs +1)
Therefore, 7, can solve the CDH problem with non-negligible probability &’ where ¢ is
the non-negligible probability which contradicts the CDH hard problem. So, our CLS

scheme is existentially unforgeable against adaptive chosen message attack
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corresponding to Type 1 adversary in the random oracle model under the CDH

assumption.

7.7.3 Theorem 3

If the base certificateless signature scheme is existential unforgeable against identity and
adaptive chosen message attacks then certificateless aggregate signature scheme is also
secure against existential forgery in the chosen aggregate model.

Proof: Let(P,X = aP,Y = bP) be a random instance of the CDH problem in G, with
prime order g , we will construct an algorithm 7 to solve the CDH problem. Let
a,beZgare numbers chosen randomly which are unknown to z. rrandomlychooses a
challenge identity ID; and sends {q, Gy, G,, e, P, MS,y,, Hy, Hy, Hs} to adversary 4 .
Tsets X = MS,,, andgets ready to execute the oracle queries. 7 preserve a listL =
(ID;, x; PK;p X;), while A can submit query throughout the game.

H, queries: When A submits a query on identity/D; to H, oracle, T preserve a list Ly, =
(IDy, Bi, Xi, Qip,)- If list Ly, holds the tuple (ID;, «;,Qp, ) then nothing has to be done and t
returns Q,p, to A.Next  flips a coin X € {0,1} that return 0 with probability £ and 1 with
probability 1 — £. rselects a random number g; € Z; if X; =0 and the value of
H,(ID;)can be set as Q;p; = B;P € G, otherwise 7 returns Q;p, = B;MSpyp € Gy. In
both the cases, 7 inserts a tuple in the list Ly, = (ID;, B;, X;, Qip;) to answer the further
queries of A.

A has an output of n user’s (uq,u, .....u,)having identities L;, = (ID{,ID; ... .....IDy,),
public keys Lpx = (P;,P;...... P;)and an aggregate signature o* = (U, U;..... Un V")
on the message set {m;,m,......m} . Tgets the corresponding tuple (ID;,B;, X;, Qip,)

where i € (1,2.....n) by recallingL,, only when X;, = 1and X; = 0 forj € (1,2.....n)

and j # k. Here, (IDy, PK;p,.,m;) has never been submitted to sign queries otherwise t
fails and stops the simulation where Q;p, = BiMSpup, @j = B;iMSpypfor j € [1,n]and
j # k.New generated signature is ¢ =(U;,U,....U; V") which is verifiable by the

following aggregate verification equation.
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n n
e(V',P) = (@(), Qo +hiPKio, MSpup)e() R, W)
1= 1=

7 looks up the list Land list Ly, to recover the tuples (ID;,x; PK;p, ppkp,) and
(m;, ID;, PKip;, R;, h;) respectively. Then T sets V;" = p;MS,,,;,, which can be verified
aSe(Vi*, P) = e(QIDi, MSpub) fOI’l € (1,2 Tl)

Finally, T creates V" = V* = XL, i V.

n n
1= 1=
For a random number r;" € Z; where i € (1,2 .....n) and computes R; = r;"P. T choose a

random number h; € Z;, and computes

n
RI* — R;k
i=1
Thereafter, T calculates PK,’D; = (hi) ™' Xi=1 hi. PKp- and updates PK,p: to PK,’D;; by
making Replace-Public-Key-queries. Then T defines the hash
value Hy(my, Dy, PK;p:, Ry) @s hy i.e Hs(my,IDg, PK;p:, R;) = hi . If the tuple
(my, IDy, PKp:, Ry)is already present in the listLy,, then tries another h; to avoid

collision. Then, (R",V'")is a valid signature on the messagemfor the identity/ D, with

corresponding public keyPK,’DZwith its verification given by

e (Quoy + hiPK/pe, Pyus ) e(RY, W)
n n
e (Quop + i)™ ) Ki-PKing MSpun)e (D R W)
1= 1=
n n
e<Q1D;+Z lh:.xID:P,MSpub)e<z 1R;,W>
1= 1=
n n
e(QIDZ +Z thID*P,SP>e<Z TI*P,W)
i=1 t i=1
n n
e (ppk,D; + Z hi. x;psMSpyp, P> e (Z W, P)
i=1 ! i=1
n n
= e(pkaD:‘ +Z T‘:W-I—Z h;k-xID*MSpub:P)
i=1 i=1 ¢

Finally, T generates a forged signature of the certificateless aggregate signature scheme.
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7.8 Batch Verification

In this section, we describe how batch verification works to verify a set of certificateless
signature received by health professionals. Comenisch et al. [60] used batch verification

for increasing the speed of verification.

Definition: Suppose k be a security parameter, (setup, Partial-private-key-gen, Private-
key-gen, Sign, Verify) be a CLS scheme and n € poly(k). We call that a probabilistic

batch is a batch verification algorithm when the following conditions are satisfied.

1) If individual verification (ID,,PK;,m,,04) =1,Vi€ (1,2....n) then batch

(IDl, PKl, ml, 0-1) frs oaes wan was (IDn, PKn, mn, O-n) == 1
2) If individual verification (ID;, PK,,m;,0,) =1, for anyi € (1,2 ....n) then batch
(IDl,PKl,ml, 0-1) (IDn, PKn, mn, O'n) = 0

We demonstrate how the sensor’s certificateless signature can be verified. Without loss

of generality, we assume that an aggregator receives a set of message

(ID,, PK,,m4, 0y). ... ... (ID,, PK,,,m,, 0,,) from the set of sensors with identities
(ID4,1D, ....ID,).  Then, aggregator compute  Q;p, = H(UD)) , h=
Hz(my, IDy, PK;p;, Ry) and generates a vector § = (6,63 ... ..... 6,) where each §; is

the random number of k bits from Z;. Then the aggregator verifies the signature in a

batch by investigating whether the following equation is satisfied.

n n n
e (Z 16iVi,P> —e (Z (8@, + hl-PK,Di),Ppub> e (Z SRy, P)
1= 1= i=

Correctness:
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n
e (Z 5i(ppk1Di + W+ hixIDiMSpub) ,P>

i=1

n
=e (Z - 8 (ppkip;

n
+ hix,Dl.MSpub, P) e ( SiTiW, P))
i=1

L

n n
=e (Z 6;(sQp; +hix;p;SP, P) e (z (6;m;W, P))
i=1 i=1

n n
=e(D) 8@+ hiPKio, MSpus)e (D SimiP, W)

n n
=e (z 1(6i(Q1Di + hiPKIDi) JMSpub) e (z 16iRi 'P)
= =

With batch verification, we can see an aggregator takes 3 pairing operations to execute
the signatures of all sensors. Therefore, it consumes 3n pairing operations to verify n
individual signatures. Let k be a security parameter and there be an error probability
which is set to at most 27%. If one the signature out of n signatures is “wrong” then

aggregator should detect it, except with probability 2%,

7.9 Performance Analysis

Table 7.2: Performance Comparison of CL-AS schemes with running time (ms)

CL-AS | Type Sign Individual Aggregate verify
verify

[15] sync 3S 4P=12.84ms (n+3)P=((n+3)3.21ms
=1.17ms

[57] Sync 5P 5P+2S=16.83ms | 5P+2nS=(16.05+0.78
=1.95ms n)ms

[48] Ad-hoc | 2S 3P=9.63ms (2n+1)P=(2n+1)3.21
=0.76ms ms

[48] Sync 3S= 3P=9.63ms (n+2)P+nS=((n+2)3.2
1.17ms 1+n0.39)ms

[18] Ad-hoc | 3S 3P+2S=10.39ms | 3P+2nS=(9.63+0.78n
=1.17ms )ms

Our Ad-hoc | 3S 3P+35=10.78ms | 3P+nS=(9.63+1.17n)

scheme =1.17ms ms

Sync means normal mode of transfer,Ad hoc means temporary mode of transfer, S-

Scalar multiplication, P-Pairing
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We take the setup of experiment that analyzes the processing time for the Tate pairing on
a 159-bit subgroup of an MNT curve with an implanting degree 6 at an 80-bit security
level, running on an Intel i7 3.07 GHz machine. According to experiment the time
consumed by various operations is as follows: Pairing cost is 3.21 ms, Signing cost is
0.39 ms and Hashing cost is 0.09 ms. We claim that the proposed CL-AS scheme is
much efficient than the other existing schemes on the basis of Table 7.2. Proposed CL-
AS scheme takes time 1.17 ms in signing phase, 10.78 ms in verification phase and
(9.63+1.17n) ms in aggregate verification.

Energy consumption can be compute as E,. = TP, where E is the energy consumption,
T, is the total computational time for a signature delivered, and P is the CPU maximum
power (10.88W). Table 7.3 describes the comparison of energy consumption with other
existing CL-AS schemes. Total individual energy consumption of CL-AS proposed in
[48] is efficient more than our scheme but total aggregate verifying cost of our scheme is
efficient than the corresponding scheme [48]. On the basis of the table 7.3, we can claim

that our CL-AS scheme is much energy efficient than the other existing schemes.
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Table 7.3: Total Energy Consumption (mJ)

CL- Individual | Total individual | Aggregate verify Total aggregate
AS total energy verifying energy
computatio | consumption (mJ) consumption
nal cost (mJ)
(ms)
[15] | 14.01 ms 152.4288 mJ (n+3)P=((n+3)3.21 | (n+3)34.9248 mJ
ms
[57] | 18.75ms 204.3264 mJ 5P+2nS=(16.05+0. | 174.624+n8.4864
78n)ms mJ
[48] | 10.39 ms 113.0432 mJ (2n+1)P=(2n+1)3.2 | (2n+1)34.9248
1ms mJ
[48] | 10.8 ms 104.004 mJ (n+2)P+nS=((n+2) | (n+2)34.9248+n4
3.21+n0.39)ms 2432 mJ
[18] | 11.56 ms 125.7728 mJ 3P+2nS=(9.63+0.7 | 104.7744+8.4864
8n)ms nmJ
Our 11.19 ms 121.7472 mJ 3P+nS=(9.63+1.17 | 104.7744+12.729
sche n)ms 6n mJ
me

In this chapter, we have proposed a novel certificateless signature (CLS) scheme using

the concept of aggregate signature for secure communication in healthcare wireless

sensor networks. Our proposed (CL-AS) scheme has advantages of aggregate signature

and certificateless signature. The proposed (CL-AS) helps to protect the online data from

the unauthorized entities in healthcare wireless sensor network.

Security of our

construction is proved by Diffie Hallman assumption under the random oracle model that

claims our system is not forgeable against the present adversaries in the system. Through

experimental results, we have proved that our CL-AS scheme is more computational and

energy efficient as compared to the existing schemes.
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CHPATER 8
Secure CLS and CL-AS Schemes Designed for VANETS

VANET, a part of intelligent transport system, consists of three components, Vehicles,
Road side unit (RSU), and Infrastructure (). There are three types communications in
VANET, vehicle-to-vehicle (V-V), vehicle-to-infrastructure (V-1) and infrastructure-to-
infrastructure (I-1). Vehicles communicate with each other in a high speed with dedicated
short range radio signals (DSRS) to share traffic related information. Information is
shared among vehicles in VANET which leads to some basic security problems in the
network such as, authentication, anonymity, non-repudiation, privacy, integrity and
availability. We used the digital signature for preserving authentication, anonymity, non-
repudiation privacy, integrity, availability in VANET. Bandwidth limitation is also an
issue when communication takes place in VANET. To improving upon bandwidth

problem, we use aggregate digital signature scheme.

8.1. Some special symbol used in the chepter
First of all, we summarize some special symbols used in table 8.1.

Table-8.1: Some special symbols used in the chapter 8

Symbols Description

RTA Regional Transport authority

KGC Key Generation Center

I:)rsui The pUb'IC key ofith RSU;

Yi The private key of RSU;

Dp; The partial private key of i user’s
identity 1D,

Xi Vehicle’s private key corresponding
identity 1D,

Params The system parameters generated by
KGC

PS; Vehicle’s pseudonym generated by RSU;
in an autonomous network

P The public key of vehicle having i user’s
identity ID;
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8.2 Security Models of a CLS Scheme
In this subsection, we define the adversaries’ model for a CLS scheme and CL-AS
scheme. We consider two level of securities in the proposed models: Type 1 security and
Type 2 security with two type of adversaries, A; and Az. Basically, A1, Az are involved in
CLS scheme with different capabilities. Here A: behaves like an outsider and A2 behaves
like a malicious KGC, who can generate the partial-private key of user.
e Adversary A:: A: has power to replace the public key of a user, but cannot access the
master key of KGC.
e Adversary Ax: Az is allowed to access the master key of KGC, but cannot replace the
public key of a user.
Definition 4: A CLS scheme/CL-AS scheme is said to be existentially unforgeable
against adaptive chosen message and identity attacks, if the adversaries A; and Az have
negligible probabilities to forge the signature.
A and Az can access the following six oracles:
CreateUser: On submitting a target identity ID, {01} , if this query is already
executed for this identity then nothing to do, otherwise RevealPartialkey and
RevealSecretkey queries for this identity are executed to compute the partial private

key pp; and private/public key pair (x;, P,) . Afterwards that these keys are stored in list
L =(ID;,x, R, pp;, PS;) and then P is returned in both cases, where PSjis pseudonym

generated by RSU; in an autonomus network..

RevealPartialkey: On submitting a request of target identity ID; € {01}, oracle looks up
in to the list L. If a proper entry found in L, it returns the corresponding partial private
key pp;otherwise it returns L .

Revealpseudonym: On submitting a request of target identity ID, {0,1}", oracle looks
up in to the list L . If a proper entry found in L, it returns the corresponding pseudonym
PS; otherwise it returns L.

RevealSecretKey: On submitting a request of target identity ID, €{0,1}", oracle looks up

in to the list L. If a proper entry found in the list it returns the corresponding secret key

x; otherwise it returns L.
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VI.

ReplacePublicKey: On submitting a request of target identity ID; {01} and

private/public key pair (x,P"), oracle looks up in to the listL, if the corresponding
identity is not found then there is nothing to perform, otherwise, this oracle updates

L =(ID;, %, R, pp;,PS;) toL = (ID;,x;, R, pp;, PS ) .

Sign: On submitting a request on the message with target signer’s identity ID; e {01},
oracle performs one of the three activities.

3) Returns a valid signature o; without replacing private/public key pair, if ID; has
been created without replacing private/public key pair.

4) Returns_L, if ID;is not created.

5) Returns the signature (x;,P",m;) after replacing the private/public key pair, if ID,

has been created after replacing private/public key pair.

We construct two Games: Game | and Game Il. Here, Game | and Game Il are designed

for Ar and Az in CLS scheme, respectively.

Game I:7y is the challenger/simulator and deals with A:. This Game executes the

following steps.

Stepl: 7, start the Master-Key-Gen algorithm, which takes a security parameter1*as
input and generates a master key and list of system parameters. Then t sends the
system parameters to A1 while keeping the master key secret.

Step 2: In this step, Az can execute revealpartialkey, revealsecretkey, revealpublickey,
revealpseudonym, replacepublickey and sign queries at any stage during the

simulation in polynomial bound.

Step 3: A1 outputs a signature o; on a message m; corresponding to a targeted

identity 1D; with public key P,".

A1 wins the game if any one of the following conditions is satisfied.

iX) o; is a valid signature on m; under ID; and P
X) If 1D, has never been executed by the oracle revealpartialprivatekey for getting
the partial private key.

xi) Sign oracle has never been executed for m; under 1D; .
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Definition 5: A CLS scheme is called Type 1 secure if there does not exist any adversary
A1 who wins the Game | in probabilistic polynomial time bound with non-negligible
advantage.

Game Il: 7, is the challenger/simulator and deals with A,. This Game executes the

following steps.

e Stepl: T, starts the Master-Key-Gen algorithm, which takes a security parameter1* as
input, and generates a master key and system parameters. Then 7, sends the system
parameter to A> while keeps the master key secret.

e Step 2: In this step, A2 can execute revealpartialkey, revealsecretkey, revealpublickey,
revealpseudonym, replacepublickey and sign queries at any stage during the

simulation in polynomial time bound.
e Step 3: A output a signature o; on a message m; corresponding to a targeted identity
ID; with public key P".
Az wins the game if any one of the following conditions is satisfied.
i) o isavalid signature onm,” under ID; and P
ii) If ID;has not been queried to the oracle revealpartialprivatekey for getting the
partial private key.
iii) Sign oracle has never been executed for m; under ID;".

Definition 6: A CLS scheme is called Type 2 secure if there does not exist any adversary
A2 who wins the Game | in probabilistic polynomial time bound with non-negligible
advantage.

We construct two more games: Game Il and Game IV. Here, Game Ill and Game IV are

executed by Az and Az in CL-AS scheme, respectively.

Game IlI: z, is the challenger/simulator and deals with the adversary Ai. This Game
executes the following steps.

Stepl: 7, starts the Master-Key-Gen algorithm, which takes a security parameter1*as
input and generates master key and system parameters. Then 3 sends system parameters

to A1 while keeps the master key secret.
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Step 2: In this step, A1 can execute revealpartialkey, revealsecretkey, revealpublickey,
revealpseudonym, replacepublickey and sign queries at any stage during simulation in

polynomial bound.

Step 3: A output an aggregate signature o; on the set of n user whose identity set is

{ID;, ID;......... ID;}, corresponding public key set is {P,P,......... P.}, and pseudo identities

i) At least one of the identities is not submitted during query to the oracle

revealpartialprivatekey for getting partial private key.

iii) The Sign query has never been submitted on {m,m,..... m,} under
{ID,,1D;......... ID}.

Definition 7: A CL-AS scheme is called Type 2 secure if there does not exist any any
adversary Al who wins the Game 11l in probabilistic polynomial time bound with non-

negligible advantage.

Game 1V: 1,is the challenger/simulator and deals with the adversary A. This game

executes the following steps.

Stepl: 7, starts the Master-Key-Gen algorithm, which takes a security parameter1*as
input and generates a master key and system parameters. Then 7, sends system
parameters to Az while keeps the master key secret.

Step 2: In this step, A2 can execute revealpartialkey, revealsecretkey, revealpublickey,
revealpseudonym, replacepublickey and Sign queries at any stage during simulation

within polynomial time bound.

Step 3: A; output an aggregate signature o; on the set of n user whose identity set is
{ID;,1D;......... ID;} , public key set is {B,P....... P}, and pseudo identity set is

{PS; ,PS,......... PS,} on a message set{m;,m,......... m}.

Az wins the Game IV if any one of the following conditions is satisfied.
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i) o; is a valid signature on {m;,m,..... m,} under {ID;,ID;......... ID;} and

i) At least one of the identities is not submitted during query to the oracle

revealpartialprivatekey for getting partial private key.

iii) The Sign query has never been submitted on {m/,m,... m,} under
{ID;, ID;......... ID}.

Definition 8: A CL-AS scheme is called Type 2 secure if there does not exist any
adversary A, who wins the Game IV in probabilistic polynomial time bound with non-

negligible advantage.

8.3 Our Certificateless Signature Scheme

8.3.1 Framework of our system

The proposed model is divided into two levels, namely upper level and lower level.
Upper level deals with two trust authorities Regional Transportation Authority (RTA)
and Key Generation Centre (KGC) with the assumption that it is impossible for any
adversary to compromise them. The lower level deals with Road Side Unit (RSU) and
vehicles. Upper level authority controls the lower level authority. Since VANET supports
three types of communication, such as Vehicle-to-Vehicle (V-V), Vehicle-to-
Infrastructure (V-I) and Infrastructure-to-Infrastructure (I-1). We assume that V-V and V-
| communications using dedicate short range radio signals [30] in our framework.

Our CLS scheme consists of four entities: RTA, KGC, RSU and Onboard Unit (OBU),
which is installed in every vehicle. A trusted authority RTA is responsible for the
registration of the vehicle after verifying their real identity and creates another identity
for further communication, when a vehicle enters in the range. Vehicle sends their
identity generated by RTA to KGC then KGC is responsible to generate partial private
key of the vehicle and send it to the user via a secure channel. After getting partial private
key, the corresponding vehicle prepares a private/public key pair and generates a

signature using the private key.

We take some assumptions as follows: 1) RTA and KGC are always trusted, nobody can
conspire them [46, 61]. 2) Each vehicle is equipped with a tamper proof device, which is
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a password protected hardware that prevents intruder to extract data stored in device [49,

50]. Each vehicle has facility of global positioning system (GPS).

Our CLS scheme consist SiX algorithms: Setup, Registration,
Partialprivatekeygeneration, userkeygeneration, Pseudonymgeneration, Sign and Verify ,
which are described as follows:

e Setup: This algorithm is executed by the KGC, which works under RTA. Taking 1“as

a security parameter, KGC chooses two cyclic groups: one additive cyclic group G,
other is multiplicative cyclic group G, of prime order g with a generator pointp and
defines an admissible bilinear mape:G,xG, »G,. KGC generates a master keys ez,
and computes public key as P,,=sP . KGC chooses four distinct one-way
cryptographic hash functions H,:{0} >z, , Hg: {0 »>Z; , H, {0 —>2Z, ,
H.: {01} - G,, defined on message space v {01} . Each RSU in the region under
RTA sets a secret key y; e Z; and its public key as Py, =y;P and sends its public key
to RTA. Then RTA sends the public keys P, , Py, s Prsy, - eeeeeeeees Pu, Of all RSUs under
its region to KGC. KGC then publishes a system parameter list
{G1,G;,€,P, Py, Hy Ha Hy Hg Prgy s Prgy oo Prsu }-

e Registration: RTA runs this algorithm for registering the vehicle with identity ID;
when the vehicle enters in their region. RTA maps the vehicle identity 1D; to theQp, SO
that Qp, is to be used in all further communications. Vehicles need to register again,
after changing the region of RTA. RTA selects a one way cryptographic hash function
H, {01} — G, for registration of vehicles. Following steps show the process of

registration:
i) Vehicle sends its identity ID; to RTA

if) RTA registers the vehicle ID; as Qpp, =H,(ID;) G, after verifying the vehicle’s
identity.

Ii)RTA sends Qp, to the vehicle for further communication.
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o Partialprivatekeygeneration: KGC takes input as parameter list, master key and

vehicle’s identity Qpp , then KGC selects user’s partial private key pp; =sQp , wWhere
Qip, =H1(ID;) e G,. This partial private key is also a signature, which can be verified as
e(pp;, P) = e(QIDi J I:)pub)

e Userkeygeneration: This algorithm is run by vehicles to generate their secret key as

well as public key. The vehicle with identity Q,, selects a random number as its
private key x; € Z; then sets the corresponding public key asp, = xP .

e Pseudonymgeneration: In the proposed scheme, whole network is divided into
autonomous sub-networks on behalf of number of nodes and population in the
networks. In dense population, it comprises with three RSUs and five RSUs in
scarcely. RSU generates pseudonym for each vehicle in an autonomous network for
maintaining liability and privacy. This algorithm is run by each RSU. RSU; takes the

identity Qpp, of a vehicle. RSU; selects a random number a; € Z; and sets PS1; =a;.Qpp, |,
thereafter calculates a hash value T; =H,(PS1;) . In the second part, it calculates
PS2; =a;T;. Finally, the pseudonym is calculated as PS; = PS1; + PS2; for the vehicle
IDi.

e Sign: Any vehicle with identity Q,, can sign having its partial private key pp;, secret
key x;and public key p; on a message m, as follows:
i) Signer vehicle selects a random r; € Z;and computes U; =P
if) Computes hy =H,(my,PS1;,P,U;), ty =H,(m,,PS1;,P,U;)and W = Hg(A)
iif)Computes Viy = pp;-PS2; +hj tW +t % Py,
iv)Outputs (U;,Vjy) as a signature on m,

e Verify: Verifier vehicle can verify the signature o; = (U;,Vj,) signed by the vehicle with
identity Q,p, on the message m, , with pseudonym PS; and with the public key P as

follows:
i) Verifier vehicle computes hy =H,(m,,PS1;,R,U;) , ty =H,(m,PSL;,R,U;)
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i) e(Vij, P)=e(PSL;T;, Pyyp)e(h Ui, W)e(ti R, P, ) . If this equation is satisfied then
accepts the signature otherwise rejects.

Correctness: e(Vix, P) = e(pp;-PS2; + hyj . W+t X Py, P)

= e(s.QIDi .aJ-Tj , P)e(hijk X .P,W)e(tijk.xi.yi.P, P)

=e(sQpp, a;Tj, Pe(hy 1;.P,W)e(tij-x-P, y;P)

= e(PSl.Tj , sP)e(hijk U, ,W)e(tijk B, Prsui ) = e(PSl.Tj , Ppub)e(hijk U; ,W)e(tijk R, Prsui)

8.3.2 Our Certtificateless Aggregate Signature Scheme

Our CL-AS scheme consists of the following algorithms: Setup, Registration,

Partialprivatekeygeneration, userkeygeneration, Pseudonymgeneration, Sign, Verify,

Aggregate and AggregateVerify. Note that the algorithms Setup, Registration,

Partialprivatekeygeneration, userkeygeneration, Pseudonymgeneration, Sign and Verify

are same as described in CLA scheme, whereas Aggregate and AggregateVerify are

described as follows:

e Aggregate: Any vehicle can generate an aggregate signature after collecting all
individual signatures. Respective vehicle takes as input n signatures from n users
(Ug, Uy, Us.......u,,) , With their pseudonym identities (pp;, pp,......pp,) , corresponding public
keys (P,Py,....... P and signatures {o; = (U;,V;),0;, =(U,,V,)........ o, =(U,,V,)}on messages
{m,my........| m,}. Then aggregate signature is computed as V =Zn:vi and an aggregate

i=1
signature pair aso = (U;,U,.......U, V).

e Aggregateverify: Verifier can verify the aggregate signature ¢ =(U,,U,......U,,V) by the
following procedure.

o Computes h =H,(m,PSL,R.U)eZ, , t=H,m,PSL,RU)eZ; , W=Hg4) ,
T, = Hy(PSY)

e Checks whether
e(V,P)= e(zn: PSLT;, Ppub)e(zn: h U; ,W)e(Zn:ti.F’i Pesu)

i=1 i=1 i=1
e Takes an assumption that all the messages are signed under single RSU. If the above

equation is satisfies, then the signature is correct, otherwise the signature is incorrect.
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8.4. Security Analysis of the Proposed CLS Scheme

In this section, we describe the security analysis of our CLS scheme with the hardness
assumption of the CDH problem.

8.4.1 Theorem 1: In the random oracle model, A: having advantage ¢ in forging a CLS
scheme, wins the Game 1 if Az successfully constructs an algorithms to solve the CDH
problem with nonnegligible probability.

Proof: For a random instance (P, X =aP,Y =bP) of the CDH problem, we will establish an
algorithm 7, to solve the CDH problem, where a,bez, are chosen randomly and these
are unknown to z;. In the Game 1, A; interacts with ;. 7, selects a random identity ID,
as a challenged identity and then sends {G;,G,,e, P, Py, Hy, H3, Hy, Hs Py} t0 Ar. 74 also
selects cez, and sets P,,=X and Ry, =cP. Now 7, is ready to execute the oracle
query. 3, maintains a list (1D;,x;, R, pp;, PS;), while A1 can query throughout the game.

e H,query: After submitting a challenged identity ID,to H, oracle, 7, maintains a list
Ly, inthe form of (ID;,¢;,Q)p,) . If Ly contains the tuple (1D, ¢;,Q;) , then there is nothing
to do and 7, returns Qp, to Ai1. Otherwise, if ID; = ID;, then 7, picks a random number
a; ezg and calculates Qp =a;Y e G and inserts it in Ly, , thereafter returns it to As. If
ID; = ID,, T;picks a random ¢; €Z, and calculates Qp, = ;P € G,and inserts in the list
Ly, , thereafter returns «; to As.

e H,query: 7; maintainsa list Ly in the form of (m,,PS1;,R,U;,hy). When Az submits
the query to H, oracle, 7, checks if L, contains the tuple (m,,PS1;,R,U; hy) then
there is nothing to do and 7, returns hy, to Al. Otherwise, 7, picks a random hy, € Z,
and inserts inLy_and returns hy,to Al.

e Hjquery: t; maintains a list Ly in the form of (PS1;.ty) When Al submits the

query of H; oracle, 7, checks if list L, contains the tuple (PS1;.ty), then t, returns

ty, to AL Otherwise Jpicks a random number t, eZ, and inserts in Ly, and returns

t, to AL
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H,query: 7, maintains a list L, in the form of (m,,PS1;,R,U;t). When Al submits
the query of H, oracle, 7,checks if L,;, contains the tuple (my,PS1;,P,,U;ty) then there
is nothing to do and 7, returns t;;, to As. Otherwise, 7,picks a random numbert;, ez,
and inserts in Ly, and returns tj to Aa.

Hs query: tymaintains a list Ly_in the form of (m,.,b;,w;). When A1 submits the query
of Hs oracle, 3, checks if L,_contains the tuple (m,,b;,W;) then there is nothing to do
and T, returns b;to A1 Otherwise, 7ipicks a random numberb; € Z; and inserts in
Ly, and returns b;to A

Revealpseudonymqueries: Suppose this request is submitted with an identity I1D; by As.

Then 3, searches whether the list L contains for a tuple (1D;, x;, B, pp;, PS;) and checks the
value of PS; . If PS; =L, then 7, returns PS;to Ai. Otherwise, t, selects a random
number k; ez; and calculates PS1; =k;Q,p with ID; corresponding tuple (ID;,¢;,Qyp)
and Ps2; =kjty, where t, is computed from the list L, , then 7, answers with
PS; :(PSlj +P82j) to A; and inserts the tuple (1D;,x;,P, pp;,PS;)inLy . If Ldoes not
contains the tuple (ID;,x;, R, pp;, PS;), then 7, setsPS; =L. If PS; =L, then t, answers
with PS; to Al. Otherwise, ;selects randomlyk; € Z;and calculates PS1; =k;Q,,  with
ID; corresponding the tuple (ID;,¢;,Qp,). If ID; 1D, and PS2; =kjty, where , is
computed from the listLy,_, then 7, answers with PS; =(PS1; +PS2;) to A; and inserts
the tuple (ID;,x, P, pp;, PS;)inLy, .

Revealpartialkeyqueries: Suppose this request is submitted with an identity ID; by A.

If ID, =D, then 7, stops the simulation, otherwise, if ID; = ID, and L contains a tuple
(D, %, P, pp;, PS;) , then 7, checks if pp,=L. If pp, =L, then 7; answers with pp; to
Az If pp; =L, 74 checks the list Ly, and returns with pp;to Al. If L does not contains a
tuple (ID;, %, R, pp;,PS;) then 7, sets pp,=L and t,; checks L., , then 7, sets

pp; = a;Ppyp = o X € Gyand returns it to As.
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e Revealpublickeyqueries: Suppose this request is submitted with an identity I1D; by Au.

3, maintains a list that includes the tuple of the form (ID;,x;, R, pp;,PS;) . 7, checks
whether P, =L . If P =L, then 7; answers withkP to A:. If P =L, then t; randomly
selects v, ez, and set B =v,P , then 7, returns P to A: and inserts the tuple
(ID;, %, B, pp;, PS;) in the list. If L does not contain the tuple (ID;, x;, R, pp;, PS;) , then 3,
sets R =L, randomly selects v,  Z; and sets P, =v,P. Then t;returns P, to Az and inserts
the tuple (ID;,x, P, pp;, PS;) in the list.

e Revealsecretkeyqueries: Suppose this request is submitted with an identity 1D; by Au.
3 maintains a list that includes the tuple of the form (ID;,x, P, pp;,PS;). 7, checks
whether x, =L . If x, =L, then 7; answers with x,to A:. If x, =L, then 7, selects a
random numberv, € Z, , setsP, =v;P and returns x; to Al. If the list does not contains the
tuple (ID;,x, P, pp;,PS;), then 7, sets x, =L and if B =L, then 7, selects a random
number v;ez; , sets R=vP , and returns R to A:; and inserts the tuple
(ID;, %, B, pp;, PS;) in the list.

e Replacepublickeyqueries: t, makes this query on (ID;,P,). 7, looks up the list L, if
list L contains (ID;,x;,R, pp;,PS;) then 7, replaces P, with P chosen by A: and sets
x; =L . Otherwise if list L does not contains p.then 7, sets B =P ,x =L, pp; =L and
inserts the tuple (1D;,x;, R, pp;, PS;) in the list.

e Sign: When Az submits a request on (m;, 1D;) then 7, looks up first the list L, list Ly, ,
list Ly, , list Ly, list Ly, , list L, _then 7, does as follows.

If ID; =1D, , then t; checks the list L, and list L for the tuple (ID;,¢;,Qp ) and

(ID;,x;, B, pp;,PS;) , where Qp =Y €G, . If L contains (ID;,x;,R, pp;,PS;) then 7, checks

whether x, =L . If x; =L, then 7, goes for replacekeyquery to generate x, =v, , P =v,P. If

L does not contain (ID;,x;, P, pp;,PS;) then 7, goes for RevealPublickey query to produce

a pair (x;, R) and inserts the tuple (ID;,x;, R, pp;,PS;) in the list.
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To generate the signature, 7, makes query to list Ly_for getting tuples (mj.b;,w;), where
W, =bX , then 7, selects three random numbers r,y,b ez, and computes
Ui=RP-hgb"PSLity ,  hy =Hy(m,PS1,RU)eZy , ty =Hy(m,PSL;,RU)eZ;
W:Hs(A)

Vi = hijk.riW +tijk.xi.Prsui
T, returns a signature (U;,Vi,) to A1 which can be verified easily by equation

e(Vij, P) =e(PSL;T;, Pyyp)e(hiy Ui, W)eti R, Py, ) -

i
If ID,#ID, , 7, checks the list L, and list L for the tuple (ID;,,Qp ) and
(1D, %, R, pp;, PS;) , where Qp =a;P G, . If L contains (ID;,x;, R, pp;,PS;) then 3, checks
whether x, =L . Ifx; =L, then 7, goes for replacekeyquery to generate x; =v; , P =v,P. If
L does not contain (1D;,x;, P, pp;,PS;) then t; goes for RevealPublickeyquery to produce a
pair (x;,R)and inserts the tuple (1D;,x;,R;, pp;,PS;) in the list.
To generate the signature, 7, makes query to list L,,_for getting tuples (m,.b;W;), where
W, =bX , then 7, selects three random numbers r,y,b ez, and set the values
pp; = X,PS2; =kt; Ry, =cP  COMpUtes  U;=rP , hy =H,(m,,PS1;,PU)eZ, ,
ti = Ha(m, PS1;,R,U) e Zy, W = Hg(A)

Vii :ai.x.kj.t1j + hij W+t .%;.¢.P
T, returns a signature (U;,Vy) to Al It is very easy to verify the equation

e(Vij, P) =e(PSL;T;, Pyyp)e(hiy Ui, W)etix R, Py, ) -

j!
In both the cases, signature generated on message m, is valid. We can show it by

verification of signatures.

ID; = IDy, Vijk = hijk.ri.\N Jr'tijk.xi.Prsui ,
e(Vij, P) = e(hy i W+t . X;.Pgy . P)
= e(hij.1;.P,W)e(ty .x; cP, P)
= e(PSlj.tlj » X)e(hi Ui, We(ti -x;.P,cP)
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By forking lemma [15], 7, can obtain two valid signatures™ =U;,V;") and & =(U; v, )
with the same random type of corresponding message m, with identity I1D; and public key
P" provided by A;.

e(Vix, P) =e(PS1;T;, Pyyp)e(h Ui W)e(tiy P, P, )

e(Vij, P) = e(PSL; T}, Poup)e(hiy Uy W)ty R, Py )
7, checks the listL,, and list L for the tuple (ID;,;,Qp, ) and (ID;,x;, R, pp;,PS;), where
Qp, =%PeG,. Then t; makes query to list L, for getting tuple (m,,b,w;), where
W, =b,x . Finally, 7, returns the solution of CDH problem such that,
abP = (hjg, (Vige — Ctige-P) = Mg (Vi — Ctige P 7 ek, (g i)
Analysis: We analyze the success of three events for solving the CDH problem by t;

with the probability o . With the assumption that A1 having an advantage ¢ to forge a
signature with in a time span t can submit hash queries at most gy times with H;
(i=12345), q, times RevealPartialkey queries, g, times queries to Revealsecretkey
queries, g, times revealpublickey queries, q,, times revealpseudonym queries and gy
times sign queries. Also take assumption that A: never repeats H;query for the same
input.

E1l: 7, does not abort all queries of Revealpartialkey submitted by A.

E2:A1l can forge a valid signature.

E3: the output of Al is valid even t, does not abort all queries submitted by A.

Probability of success that Al can win after all events happen is,
P[E, A E; A B3l =P[E].P[E, | E;].P[E5 | E; A B, ]

The probability that 7, does not abort all queries of Az is at least (1—i)qk , when it takes
Hy

Revealpartialkeyat most q, times.
The probability that 7, does not abort key extraction queries and A1’s signature queries is

at leasts, P[E, |E1>¢ .
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Probability of a nontrivial forgery output of A: to be valid even if 7, does not abort all
the queries of Ay is qi .
Hl

1

H, U,

Q =[E, AE, A Ey] = PIELJPIE, | EyJPIEs | B, A Ey] > (- —)% 14

7, could solve the CDH problem with non-negligible probability since the & is non-

negligible. This gets a contradiction against the hardness of CDH problem.

8.4.2 Theorem 2: In the Random oracle model, adversary A, having advantage ¢ in
forging a certificateless signature scheme wins the Game 1 if it is able to successfully

construct an algorithms to solve the CDH problem in G, with non-negligible probability.

Proof: For a random instance (P, X =aP,Y =bP) of the CDH problem in G, of the prime
order g, we will establish an algorithm , to solve the CDH problem. Where a,bez, are

chosen randomly and are unknown to 7,. In the Game 2, adversary Az interacts with the

3,. 3, selects a random number 1eZz;, sets the master key of KGC, computes the
public key of KGC as P,,,=4P and also sets P, =aP =X . Afterwards 7, sends the
system parameters {G;,G,,e,P, Py, Hy, Hg Hy Hg Prgy Py, voovvv Py} 10 Az, Since A; is
type 2 adversary and has power to access the master key of KGC so 3, and A can
compute the partial private key of the user. No need of hash function H; to be modeled.
T, maintains list L=(ID;,x,P,PS;).

e H,query: T, maintains a list L, in the form of (m,,PS1;,R,U;,hy). When A; submits
the query of H, oracle, 7, checks if list L, contains the tuple (m,,PS1;,R,U;,hy). If
so, then nothing has to be done and T, returns hy to Az. Otherwise T,picks a random
value hy ez, inserts itin the list L, and returns hy, to Az.

e Hsquery: 7, maintains a list Ly, in the form of (Psi; ) When A; submits the query
of H; oracle, 7, checks if list L, contains the tuple (PS1Y,) - If so, then 7, returns
t, 10 Az. Otherwise 7,picks a random t; < Z, and inserts in the list Ly, and return t,

to Aa.
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e H,query: tpmaintains a list L, in the form of (m,,PS1;,R,U; t). When Az submits
the query of H, oracle. T,checks, If list L, contains the tuple (m,,PS1;,R,U; t;) then
nothing has to be done and 7, returns t; to A,. Otherwise T, picks a random t;, € Z,
and insert in the list L, and return tj to Az.

e Hgquery: 7, maintains a list Ly_in the form of (m,.b;,W;). When Azsubmitting the
query of Hy oracle. 7, checks, If list L_contains the tuple (m,,b;,w;) then nothing

has to be done and 7, returns b; to A,. Otherwise T,picks a random b e Z, and insert
in the list L, and return b;to Az,

e Revealpseudonymqueries: When the request is submitted on identity 1D, by
adversary Ao.

If L contains the corresponding required tuple (ID;,x;,R,PS;), then 7, checks if PS; =1
. if PS; =1, then 7, answer the PS;to A,. Otherwise 3,select randomly k; €z, and
calculates PS1; =k;Qp G, with 1D; corresponding tuple (ID;,¢;,Q;p )and PS2; =kity, |
where t, is computed from the list Ly, , then 7, answer the PS; =(Ps1; +Ps2;)to A
and insert in the tuple (ID;,x;,R,,PS;).

If L does not holds the corresponding required tuple (ID;,x;,P,PS;), then 7, setPS; =L.
if PS; =L, then 7, answer the PS;to Az. Otherwise 3,chooses randomly k;  Z, and
calculates PS1; =k;Qp €G; with ID; corresponding tuple (ID;,¢;,Qpp ), PS2; =kjty,
where t, is computed from the list Ly, , then 7, answer the PS; =(Ps1; +Ps2;)to A
and insert in the tuple (ID;,x;,R,,PS;).

e RevealPublickeyQueries: When the request is submitted on identity ID; by adversary

Az. 3, maintains a list (ID;,x,R,PS;) . 7, checks whether =L . If R =L, then 1,
answer P to A2, If B =Lthen 7, select randomly v, € Z, and setPR, =v;P, then T,returns

P, to Az inserts the tuple (ID;, x;, R, PS;) in the list.
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If L does not contain list(ID;,x;,R,PS;)and ID; = 1D,, then T,picks a random number
vi€Zy . Ty calculates P =yPeG and inserts in the list L, thereafter returns P; to

adversary As.

If ID; = ID,, 7, randomly picks » € Z; and calculates R =Y G,and inserts in the list

L, thereafter returns Pj to adversary A..

e RevealsecretkeyQueries: When the request is submitted on identity 1D; by adversary A,

T, maintains a list (ID;,x;,R,PS;). T, checks whether x, =L . If x; =L, then 7, answers
xto Az. If x =L then 7, randomly select v; € Z; and setsP, =v,P, then t, returnsx; to

Az
If 5, does not contain list (ID;,x,R,PS;) then 7, puts x, =L. If B =L then 7, randomly

selects v, e Z;, setsk =v;P, returns B, to A2 and inserts the tuple (ID;,x;,P,PS;)in

list.

e Sign: When Az submits a request on (m;, 1D;) then 7, looks up first the list L, list L
list Ly Llist Ly list Ly list Ly, then 7, does as follows.
If 1D; = ID,, A2 will not submit the sign query on (ID;,x;,R,PS;) to forge the signature.
e(Vix, P) =e(PSL;T;, Pyyp)e(hiy Ui, We(ty B, Py, )
If the above equation holds then the signature is valid otherwise t, fails. If 7, does

not fail then the signature on (my, 1D}, R, PS)) is
e(Vige, P) = e(PSLjty , Poup)e(hiy Uy, We(tiy P, Prsy,)

By setting, PS1j=k;Qp , Qp =Hy(ID) , Py =4P , Py =aP , R =xY=ybP and
tr, = Hy(PSL))

e(Vix. P) =e(k; Qpp, .tfj ,AP)e(hy U7, biP)e(t.»; bP,aP)

e(tiy-7; bP,aP) = e(Viy, P)(e(k; Qip, 1z, , AP)e(hy U7, biP) ™

abP = (ty 7)) Vi —A(K; Q t +hiy U b))
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T, gives the solution of CDH problem.
Analysis: We analyze the three event is to be success of solving the CDH problem by t,
with the probability o . With the assumption that A2 having an advantage ¢ to forge a

signature with in a time span t can submit hash queries at most g, times where H;
(i=12345), q, times Revealsecretkey queries, q, times revealpublickey queries, qps
times revealpseudonym queries and qgg, times sign queries. Also take assumption that A,

never repeats H;query for the same input.

El: 7, does not abort all the queries of Revealsecretkey submitted by Ao.
E2: A> can forge a valid signature.

E3: the output of the A is valid even t, does not abort all the queries of A..
Probability of success that A can win after all events happen is,

P[E, A E, A E3]= P[E,1.P[E, | E;].P[E5 | E; A E,]

1

The probability that 7, does not abort all the queries of A; is at least(1—-—)%, when it

Hy
takes Revealsecretkey at most gs times.
The probability that 3, does not abort key extraction queries and A2’s signature queries
is at leaste , P[E, |E;]>¢.

Probability of nontrivial forgery output of the A to be valid even if 7, does not abort all

the queries of Ay, is 1
Hy

1 1

Q=[E; AE; AE3]=P[E ].P[E, | E;].P[E3 | E; AE;] 2 (1- )qs-

H, O,

£

T, could solve the CDH problem with the non-negligible probability since the & is non-

negligible. This gives a contradiction against the hardness of CDH problem.

8.4.3 Security Analysis of CL-AS scheme
8.4.3.1 Theorem 3: If the base certificateless signature scheme is secure against identity
and adaptive chosen message attacks then certificateless aggregate signature scheme is

also secure against existential forgery in the chosen aggregate model.
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Proof: For a random instance (P, X =aP,Y =bP) of the CDH problem in G, of the prime
order q, we will establish an algorithm S to solve the CDH problem. Where a,bez, are
chosen randomly and are unknown to z. 3 randomly selects an identity ID; as a challenge
and sends {G,,G,.e,P, Py, Hay, Ha, Hy Hs Py} to AL 7 selects cez, and sets Py, = X and

P =cP . Now t is ready to execute the oracle queries. T maintains a list

(D, %, R, pp;, PS;) , while Al can query throughout the game.

e H,queries: After submitting an identity to H, oracle, = maintains a list L, in the form
of (ID;,¢;,Qyp,) . If list Ly, contains the tuple (ID;,;,Qpp, )then nothing has to be done
and 7 retuns Qp to A. If ID,=ID,, then S randomly picks «; €Z; , calculates
Qip, =& -Pyp €Grand insert in the list L, , thereafter returns Qipi to adversary A. If
ID; = 1D, T randomly picks«; € Z;, calculates Qp =a;P G and insert in the list Ly ,
thereafter returns Qp to adversary A. L, maintains tuple (ID;,¢;,Qp, ) in both the
cases. Now, A has an output of n user’s (u;,u,,us......u,) with their identities
Lo = (ID;,1D;....ID;) , pseudonym identities Lps = (PS;,PS,.....PS,;) , public keys
Lo =(R,P,......P,) and an aggregate signature o =(U;,U,......U;,V") on the message
set {m;,m;.......m}. 3 gets the corresponding tuples (ID;,e;,Qpp ) Where iel to n by
processing Ly, only when 1D, =1D, and ID; = ID, for tel to nandt=k . The sign

query has never been submitted otherwise 3 fails and stop the simulation where

Q =PounQj=a;Py, for je[ln] and j=k . New generated signature is

o =(U;Us....U; V") which can be verified by the following aggregate verification

equation.
4 * * n * * 4 * *
e(v,P) =e(D PSLT, Pyup)e D U7 W)e(Y t R, Pgy)
i=1 i=1 i=1

T looks up the list L, list Ly list Ly list Ly list Ly, list Ly to find tuples
(ID7, %, B, PR, PST) , (my, PSL,PT, UL ), (PSTyt ), (i PSL, R ULE) L (my, b, W) .

Thensets V;" = ;.P,,, that can be verified by e(V;",P) =e(Qpp, ,Pyy) for icl to n.
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. n
Finally, 3 generates A as V- Zvi* . Now
i=1i=k

VIeST o Ps2 Y EW DOy,

i=1 i=1
7 Takes, U; =r, P and r eZ;where ielto n. Now 1 selects a random numbers
v eZgand z; e z; calculates u" :(y;)‘lzin:lhi*.ui* and P, :(zﬁ)‘lz?zlti*ﬂ*.
T submits replacepublickey query and updates public key. Then sets
H, (Mg, PSL, P Us ) as yp and H,(m;,PSL, P, Usty) as z; . So U v )is a valid
signature for the identity ID, with the pseudonym PS, and corresponding public key

P, on the message m, . We can obtain a valid aggregate signature by 7 without

submitting sign queries in the following manner:
n * * * ™ *

e(Y.  PSLt, Pon)e(V U W)e(z( R Py

=e(Q PSLt.  Poup)e(yi-(v) D U W)e(z ()Y 6 R Py
n * * n *  * n x x

=e(Y . PP PS2,P)e(Y. M PW)e(d X PPy)
n * * n *  * n x x

e} PPi-PS2, Py WP} X PuP)
n * * n *  * n x =

=e(Y . PP PSZ+) WY X Py, P)

—e(v',P)

Output (U",v")generated by 7 is a forged signature of the CL-AS scheme.

Analysis: We analyze the three event is to be success of solving the CDH problem by ©

with the probability . With the assumption that A having an advantage ¢ to forge a

signature with in a time span t can submit hash queries at most gy timesH; (i=12345),

q times RevealPartialkey queries, g, times Revealsecretkey queries, g, times

revealpublickey queries, g, times revealpseudonym queries and dqg4, times sign queries.

Also take assumption that A never repeats H;query for the same input.

E1: T does not abort all the queries of Revealpartialkey submitted by A.

E2:A can forge a valid signature.
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E3: the output of A is valid even if T does not abort all queries submitted by A.
Probability of success that A can win after all events happen is,
P[E; A E; A Egl=PIE].PIE, | E;].P[E; | E; A B, ]

1

The probability that T does not abort all the queries of A is at least(1-—)% , when it

Qn,
takes Revealpartialkey at most g, times.
The probability that T does not abort key extraction queries and A’s signature queries is at
least £ which is given by P[E, |E;]1>¢ .

Probability of a nontrivial forgery output of A to be valid even if T does not abort all the

queries of A is i(l—i)”*l :

an, an,
Q=[E; AnE; AE3]=P[E].P[E, | E;].P[E; | E; A E,]

sa-tym g Ty,

an, On, an,

> (1—i)qk+”—1.i.g
A, U,

T could solve the CDH problem with the nonnegligible probability since the ¢ is non

negligible. This gives a contradiction against the hardness of CDH problem.

8.5 Comparison of CL-AS scheme:

Table-8.2: Comparison of cost based on operations and running time (ms) involved

CL- | Type | Si | Sign | Individu | Individual Aggregat | Aggregate
AS gn al verify | verify e verify | verify
[15] |Sync |3S |1.17 |4P 4P=12.84ms | (n+3)P (n+3)3.21ms
ms
[57] |Sync |5P | 1.95 |[5P+2S |5P+2S=16.83 | 5P+2nS | (16.05+0.78n)
ms ms ms
[48] |Ad- [2S]0.76 |3P 3P=9.63ms (2n+1)P | (2n+1)3.21ms
hoc ms
[48] |Sync |3S|1.17 |3P 3P=9.63ms (n+2)P+ | ((n+2)3.21+n
ms nS 0.39)ms
[18] |Ad- [3S|117 |[3P+2S |3P+2S=10.39 | 3P+2nS | (9.63+0.78n)
hoc ms ms ms
Our |Ad- |3S|1.17 |3P+3S |3P+3S=10.39 | 3P+3nS | (9.63+1.17n)
sche | hoc ms ms ms
me

140



Sync means normal mode of transfer; Ad hoc means temporary mode of transfer; S

denotes scalar multiplication; P denotes pairing

In this section, we compare our scheme with some existing schemes in Table-8.2. Three
types of cost hash cost, scalar multiplication cost, and pairing cost are involved in CL-AS
scheme. We take the setup of experiment as in [59] which give processing time for the
Tate pairing on a 159-bit subgroup of an MNT curve with an implanting degree 6 at an
80-bit security level, running on an Intel i7 3.07 GHz machine. The results of the
experiment obtained are as follows: Pairing cost is 3.21 ms, Signing cost is 0.39 ms and
Hashing cost is 0.09 ms. Hash cost is very nominal so we omit this cost in our
comparison. Pairing cost is very high which increases the computational effort of a
pairing based CL-AS scheme. Zhang and Zhang [15] used 3 scalar point multiplications
in signature algorithm and 4 pairing operations in verification while they used (n+3)
pairing operations in aggregate verifying algorithm in CL-AS scheme which makes it
very costly due to high cost of pairing operation. Zhang et al. [57] proposed a CL-AS
scheme with 5 scalar point multiplications in signature algorithm and 5 pairing operations
with 2 scalar point multiplications in verification. Zhang et al. used 5 pairing operations
in their CL-AS scheme which is very costly and time consuming. Gong et al. [48]
proposed two CL-AS schemes with very high cost owing to usage of many pairing
operations. Xiong et al. [18] used 3 paring and 2 scalar point multiplication operations in
his CL-AS scheme for good efficiency but it is found insecure in [28, 34, 35, 36].
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CHAPTER 9

Conclusion and Future work

Due to the information technology revolution in the twenty one century, information
security becomes a major issue for the researchers. Cryptography is a very important tool
for providing the security in communication. Digital signature is a cryptographic
technique that ensures the confidentiality, authentication, integrity and non repudiation. A
lot of digital signatures are existing like group signature, ring signature, proxy signature,
blind signature, partially blind signature, identity based signature, certificateless
signature, aggregate signature scheme and a lot of schemes. Among all the existing
schemes, certificateless schemes are very efficient techniques in recent scenario which is
very helpful to provide security. The aggregate signature scheme is a many to one map
that allows the different signature on the different message map to a single signature.
This feature is very beneficial in such environment where bandwidth and computational
time saving is required for e.g., wireless sensor network, vehicular ad-hoc network,
internet of things and an endless list. Certificateless aggregate signature is much efficient

scheme that enjoying both the features of certificateless and aggregate concept.

We adopt a certificateless signature scheme in our dissertation because of its efficient
properties. We have done a review of many certificateless signature schemes. After
studying a lot signature schemes we have done a cryptanalysis of these schemes. We
found many schemes like Deng et al signature scheme, Horng et al signature scheme,
Malhi and Batra signature scheme and Liu et al Signature scheme be insecure many
concrete attacks like adaptive chosen message attack, malicious but passive attack, honest
but curious attack and collision insider attack. We have done cryptanalysis of He et al
scheme and demonstrate that their scheme is failing to protect against malicious, but
passive attack and honest, but curious attack thereafter we proposed a modified
certificateless signature scheme. Also, we prove the security of our signature scheme in

the random oracle model with Diffie-Hellman assumption.

We proposed an efficient certificateless aggregate scheme for vehicular adhoc networks.

Our scheme removes the critical key escrow problem which generates in the Identity
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Based Signature schemes. Security of the proposed Certificateless signature scheme
proves under the Diffie-Hallman assumption with the Random Oracle Model technique.
Results are evaluated under the NS-2 environment. By comparison table, we proved that
the proposed CL-AS is cost effective and take lesser cost comparing with the other
proposed previous schemes. This scheme takes less bandwidth which makes it suitable

for adhoc networks.

We have proposed a novel certificateless signature scheme using the concept of aggregate
signature for secure communication in healthcare wireless sensor networks. Our proposed
scheme has advantages of aggregate signature and certificateless signature. The proposed
helps to protect the online data, from the unauthorized entities in healthcare wireless
sensor network. The security of our construction is proved by Diffie Hallman assumption
under the random oracle model that claims our system is not forgeable against the present
adversaries in the system. Through experimental results, we have proved that our
certificateless aggregate signature scheme is more computational and energy efficient as

compared to the existing schemes.

In the future work, we can construct certificateless signature scheme with current
technology like Big data, internet of things and cloud computing. We can set a

framework for authentication by using the signature scheme.
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