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Introduction to E-mail System

v' E-mall is the popular form of sending or
exchanging information between two or many

parties

v Despite being popular, malware, spam and
ohishing attacks are executed

E-mail also acts the entry point for the
enterprise  network to gain access to their

valuable data
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E-mail Security

* |t deals with the different technigues to secure
the information sent through email

* The e-mail accounts are prevented from
unauthorized access, loss, or compromise

* |t IS Important to provide e-mail security as
Individuals and business organizations expand
their extensive communication through email
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E-mail Security
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Need for E-mail Security

« Every organisation must employ e-mall
administrators responsible in providing security to
the e-mall system

|t IS Important to provide e-mail security as
iIndividuals and business organizations expand
their extensive communications through e-mail

* Hence E-malil messages must be secured as they
are delivered and recelived across untrusted
networks
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Importance of E-mail Security

* |t provides security over external networks
security I.e., outside the organization’s boundary

e [t maintains the CIA of Iinformation transferred
through e-malil

* |t provides implementation of good management
system planning by continuous monitoring

* It also maintains the effectiveness of the e-mall
system and IT infrastructure
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Common Threats to e-mail security

Malwares

PHISHING

Phishing

Baiting

Threats to E-mail
Security

( \_/ E 5 .
\ \ > —I' Social engineering
N @ Entities with malicious
intent
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Malwares infecting E-mail systems
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Cycle of spam in E-mail system
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Ways to spot phishing E-mails

> . 7 WAYS TO SPOT A PHISHING ATTACK

)l

: &
JN Protect vour

From:  Government Gateway-HMRC The sender’s address
Sent: Friday, June 9, 2017, 2.15AM doesn't match the D.sp[ay

To: <your-email&domain.com Name Of the Ofganisation
Subject: Online Submission for Reference 85937829

Salutation
uses generic greeting
like “Dear customer” Dear Applicant,

ZMm

After the | bmissi f fiscal activity for th 2017 DonEonon
Poor spelling er the last submission of your fiscal activity for the year we

have recalclate you're payment and determined that you are due a tax attachments or
or grammar. refund of 416.26 GBP. click links.

Hover over the link

R fo | In order to claim your refund online you must follow this link to fill out to reveal its true
equest for persona your details. If you don’t complete this form within 48 hours your destination.

information. refund will no longer be available. R —

ease dolnotr

Footer should contain a physical Threats or Free Stuff
company address and an unsubscribe button. creating a sense of urgency.
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Maintaining a Secure Mail System

 Maintaining a mail system security IS a
continuous process that requires constant
effort, resources, and vigilance

« Some of the actions taken are as follows,
» Configure, Protect, and Analyze Log Files
» Back up Data Frequently
* Protect against Malware
* Perform Periodic Security Testing
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