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V                                                            ICHAPTER I 1 
 

II                                                                                  INTRODUCTION 

 

Electronic Ibanking, Ior Ie-banking, Iis Ithe Iterm Ithat Idescribes Iall Itransactions Ithat Itake Iplace Iamong 

Icompanies, Iorganizations, Iand Iindividuals Iand Itheir Ibanking Iinstitutions. IFirst Iconceptualized Iin Ithe 

Imid-1970s, Isome Ibanks Ioffered Icustomers Ielectronic Ibanking Iin I1985. IHowever, Ithe Ilack Iof 

IInternet Iusers, Iand Icosts Iassociated Iwith Iusing Ionline Ibanking, Istunted Igrowth. IThe IInternet 

Iexplosion Iin Ithe Ilate-1990s Imade Ipeople Imore Icomfortable Iwith Imaking Itransactions Iover Ithe Iweb. 

IDespite Ithe Idot- Icom Icrash, Ie-banking Igrew Ialongside Ithe IInternet. 

 Online Ibanking I(or Iinternet Ibanking Ior IE-banking) Iallows Icustomers Iof Ia Ifinancial 

Iinstitution Ito Iconduct Ifinancial Itransactions Ion Ia Isecure Iwebsite Ioperated Iby Ithe Iinstitution, 

Iwhich Ican Ibe Ia Iretail Ior Ivirtual Ibank, Icredit Iunion Ior Ibuilding Isociety. 

 Online Ibanking Iis Ithe Ipractice Iof Imaking Ibank Itransactions Ior Ipaying Ibills Ivia Ithe IInternet. 

IThanks Ito Itechnology, Iand Ithe IInternet Iin Iparticular, Ipeople Ino Ilonger Ihave Ito Ileave Ithe 

Ihouse Ito Ishop, Icommunicate, Ior Ieven Ido Itheir Ibanking. IOnline Ibanking Iallows Ia Icustomer 

Ito Imake Ideposits, Iwithdrawals, Iand Ipay Ibills Iall Iwith Ithe Iclick Iof Ia Imouse. 

  

1.2. HISTORY 

 

While Ifinancial Iinstitutions Itook Isteps Ito Iimplement Ie-banking Iservices Iin Ithe Imid-1990s, Imany 

Iconsumers Iwere Ihesitant Ito Iconduct Imonetary Itransactions Iover Ithe Iweb. IIt Itook Iwidespread 

Iadoption Iof Ielectronic Icommerce, Ibased Ion Itrailblazing Icompanies Isuch Ias IAmerica IOnline, 

IAmazon.com Iand IeBay, Ito Imake Ithe Iidea Iof Ipaying Ifor Iitems Ionline Iwidespread. IBy I2000, I80 

Ipercent Iof IU.S. Ibanks Ioffered Ie-banking. ICustomer Iuse Igrew Islowly. IAt IBank Iof IAmerica, Ifor 

Iexample, Iit Itook I10 Iyears Ito Iacquire I2 Imillion Ie-banking Icustomers. IHowever, Ia Isignificant Icultural 

Ichange Itook Iplace Iafter Ithe IY2K Iscare Iended. IIn I2001, IBank Iof IAmerica Ibecame Ithe Ifirst Ibank Ito 

Itop I3 Imillion Ionline Ibanking Icustomers, Imore Ithan I20 Ipercent Iof Iits Icustomer Ibase. IIn Icomparison, 

Ilarger Inational Iinstitutions, Isuch Ias ICitigroup Iclaimed I2.2 Imillion Ionline Irelationships Iglobally, Iwhile 

IJ.P. IMorgan IChase Iestimated Iit Ihad Imore Ithan I750,000 Ionline Ibanking Icustomers. IWells IFargo Ihad 

I2.5 Imillion Ionline Ibanking Icustomers, Iincluding Ismall Ibusinesses. IOnline Icustomers Iproved Imore 

Iloyal Iand Iprofitable Ithan Iregular Icustomers. IIn IOctober I2001, IBank Iof IAmerica Icustomers Iexecuted 

Ia Irecord 

3.1 Imillion Ielectronic Ibill Ipayments, Itotaling Imore Ithan I$1 Ibillion. IIn I2009, Ia Ireport Iby IGartner 

IGroup Iestimated Ithat I47 Ipercent Iof IU.S. Iadults Iand I30 Ipercent Iin Ithe IUnited IKingdom Ibank 

Ionline. 



 

  

                      IOBJECTIVES IOF ITHE ISTUDY 

 

The Imain Iobjectives Iof Ithe Istudy Iare_ 

 

 To Iunderstand Ithe Igenesis Iand Iconcept Iof IOnline-Banking. 

 To Ianalyze Ithe Iimportance, Ifunctions, Iadvantages Iand Ilimitations Iof IOnline-Banking. 

 To Iexplain Ithe Idifferent Iform Iof IOnline-Banking Iand Ito Ianalyze Ithe Irules I& 

Iregulation Iregarding IOnline-Banking Iguided Iby IRBI. 

 To Ihighlighting Ion Ithe Isecurity Iproblems Iof IOnline-Banking Iand Ihow Ito Ireduce Ithe Isecurity I Iissues Iwith 

Ithe Ihelp Iof Isecurity Icontrol Itools. 

 To Ianalyze Ithe Itrend Iof IOnline-Banking Iwith Ithe Ihelp Iof Iprimary Idata. 

 To Ianalyze Ithe Ipresent Ie-banking Iscenario Iconcerned Iwith IATM, IInternet Ibanking, IMobile 

Ibanking, Icredit Icard-debit Icard, Ifund Itransfer Iand Iother Ie-banking Iservices. 

 To Iexamine Ithe Iimpact Iof IATM, IInternet Ibanking, IMobile Ibanking Iand ICredit Icards Ion 

customer Isatisfaction Iby Ianalyzing Ithe Iproblems Ifaced Iby Ithe Icustomers. 

 

 

1.3. REVIEW IOF ILITERATURE 

 

 An IIntroduction Ito IE-Commerce: I- Iwritten Iby IRamit IKumar IRoy I& IDebasri IDey Iand 

Ipublished Iby Ithe IElegant IPublications. 

 E-Commerce: I- Iwritten Iby IProf.(Dr.) IDilip IKumar IChakraborty I& IProf. IDebdulal 

IChatterjee Iand Ipublished Iby IB.B. IKundu IGrandsons. 

 Introduction Ito IInformation ITechnology I& Iits IBusiness IApplication: I- Iwritten Iby 

IA.K. IMukhopadhyay I& IA. IDas Iand Ipublished Iby IKalimata IPustakalaya. 

 

 

1.4. DATABASE IAND IMETHODOLOGY 

 

 Data ICollection: 

Primary ISource: IThe Istudy Iis Ibased Ion Iboth Iof Iprimary Iand Isecondary Idata. IFor 

Ithe Ipurpose Iof Icase Istudy Iprimary Idata Ihave Ibeen Icollected Ifrom Ithe Ipeople Iof 

IGHAZIABAD Ithrough Iphone Icalls, Isocial Inetwork Iand Idirect Iinterview Ifrom Ithem. 

 

Secondary ISource: IThe Isecondary Idata Ihave Ibeen Icollected Ifrom Idifferent Iarticles 

I& Iwebsite Iresources Isuch Ias Iwww.wikipedia.com, Iwww.google.co.in Iand Iso Imany 

Iothers. IWe Ihave Iused Isimple Ipictures, Itables, I& Igraphs Ito Ianalysis I& Ipresent Ithe 

Idata. IApart Ifrom Ithis II Ialso Ifollowed Imy Isupervisor’s Iinstructions Ito Ifinish Ithe 

Iproject. 

http://www.wikipedia.com/
http://www.google.co.in/


 

 Sampling IMethodology: IThe IPrimary Idata Ihave Ibeen Icollected Ithrough Ia Isurvey 

Iwith Ia Ipre-tasted Istructured IQUESTIONNAIRE Ion Ia Isample Iof Irandomly Iselected 

I114 Ipeople Iof IGHAZIABAD Iin Iwhich Isome Iare Icollege Istudents, Ibusiness Ipersons, 

Iservice Iholders, Iworking Iwomen Iand Isome Ipeople Iwho Ibelong Ito I20-60 Iage Igroup. 

IFrom I114 Irespondents I100 Irespondents Iuse Ionline Ibanking Iand Ithe Idata Icollected 

Ifrom Ithose Ipeople Iare Iused Ito Ianalysis Ithe Itrend Iof INet-Banking. 

 

1.5. LIMITATION IOF ITHE ISTUDY 

 

The Imajor Ilimitations Iof Ithe Istudy Iare: 

 A Ismall Isample Isize Iof I114 Irespondents Iare Itaken Ito Iprimary Idata Ianalysis. ISo II Icannot 

Idraw Iproper Iinferences Iabout Ithe Irespondents Ifrom Ithis Isample Isize. 

 I Ihave Inot Iused Imodern Istatistical Itools Ito Ianalysis Ithe Idata. 

 Due Ito Ishortage Iof Itime II Ihave Inot Ibeen Iable Ito Imake Ia Idepth Istudy 

 I Icould Inot Icollect Idata Ifrom Iout Isite Iof IUTTARPARA. 

 This Istudy Iis Ibased Ion Ithe Iprevailing Irespondents’ Isatisfaction. IBut Itheir Isatisfaction Imay 

change Iaccording Ito Itime, Ifashion, Ineed Ietc. 

 

 

1.6. CHAPTER IPLANNING 

 

The Istudy Iis Idivided Iinto Isix Ichapters Iwith Ireference: 

 Introduction 

 Online IBanking- IAn IOverview 

 Different ITypes Iof IOnline IBanking 

 Online IBanking Iin IIndia-Guidelines Iof IRBI 

 Growth Iof Ionline Ibanking Iin IIndia 

 Findings, IConclusions I& IRecommendations 

 References 

 Bibliography. 

 

 

 



 

 I I I I I I I I I I I I ICHAPTER-2 

 I I I I I I I I I I I IONLINE IBANKING- IAN IOVERVIEW 

 

 

2.1. DEFINITION 

 Online Ibanking Iis Ian Ielectronic Ipayment Isystem Ithat Ienables Icustomers Iof Ia Ifinancial 

Iinstitution Ito Iconduct Ifinancial Itransactions Ion Ia Iwebsite Ioperated Iby Ithe Iinstitution, Isuch Ias 

Ia Iretail Ibank, Ivirtual Ibank, Icredit Iunion Ior Ibuilding Isociety. IOnline Ibanking Iis Ialso Ireferred 

as Iinternet Ibanking, Ie-banking, Ivirtual Ibanking Iand Iby Iother Iterms. 

 Online Ibanking Ior IE-banking Iis Ian Iumbrella Iterm Ifor Ithe Iprocess Iby Iwhich Ia Icustomer 

Imay Iperform Ibanking Itransactions Ielectronically Iwithout Ivisiting Ia Ibrick-and-mortar 

Iinstitution. 

 Online Ibanking Iis Ithe Ipractice Iof Imaking Ibank Itransactions Ior Ipaying Ibills Ivia Ithe 

IInternet. IThanks Ito Itechnology, Iand Ithe IInternet Iin Iparticular, Ipeople Ino Ilonger Ihave Ito 

Ileave Ithe Ihouse Ito Ishop, Icommunicate, Ior Ieven Ido Itheir Ibanking. 

 

 

2.1. HOW IONLINE IBANKING IEVOLVED IINTO IA IMAINSTREAM IFINANCIAL 

ITOOL 

 

In Itoday’s Ihighly Itechnical Iworld, Iit’s Ihard Ito Iimagine Ithere Iwas Ionce Ia Itime Iwhen Iall Ibanking Iwas 

Iconducted Iat Ian Iactual Ibrick-and-mortar Ifinancial Iinstitution. IEven Isimple Iaccount Itransfers Irequired 

Ia Itrip Iinto Ithe Ibank. 

While Itoday’s Ionline Ibanking Iis Ifilled Iwith Iamazing Iinnovations, Iit Ihasn’t Ialways Ibeen Ithis Ieasy 

I─ Iin Ifact Iit Itook Ia Ilong Itime Ito Iget Ithis Ifar. 

https://en.wikipedia.org/wiki/Electronic_payment_system
https://en.wikipedia.org/wiki/Financial_institution
https://en.wikipedia.org/wiki/Financial_institution
https://en.wikipedia.org/wiki/Financial_institution
https://en.wikipedia.org/wiki/Financial_transaction
http://www.gobankingrates.com/banking/online-banking/


 

 

 HISTORICAL IDEVOLOPMENT: 

 The Iprecursor Ifor Ithe Imodern Ihome Ionline Ibanking Iservices Iwere Ithe Idistance Ibanking 

Iservices Iover Ielectronic Imedia Ifrom Ithe Iearly I1980s. IThe Iterm I'Online' Ibecame Ipopular Iin 

Ithe Ilate I'80s Iand Ireferred Ito Ithe Iuse Iof Ia Iterminal, Ikeyboard Iand ITV I(or Imonitor) Ito 

Iaccess Ithe Ibanking Isystem Iusing Ia Iphone Iline. I'Home Ibanking' Ican Ialso Irefer Ito Ithe Iuse Iof 

Ia Inumeric Ikeypad Ito Isend Itones Idown Ia Iphone Iline Iwith Iinstructions Ito Ithe Ibank. IOnline 

Iservices Istarted Iin INew IYork Iin I1981 Iwhen Ifour Iof Ithe Icity's Imajor Ibanks I(Citibank, IChase 

IManhattan, IChemical Iand IManufacturers IHanover) Ioffered Ihome Ibanking Iservices Iusing Ithe 

Ivideotex Isystem. IBecause Iof Ithe Icommercial Ifailure Iof Ivideotex Ithese Ibanking Iservices 

Inever Ibecame Ipopular Iexcept Iin IFrance Iwhere Ithe Iuse Iof Ivideotex I(Minitel) Iwas Isubsidised 

Iby Ithe Itelecom Iprovider Iand Ithe IUK, Iwhere Ithe IPrestel Isystem Iwas Iused. 

 While Ifinancial Iinstitutions Itook Isteps Ito Iimplement Iin Ie-banking Iservices Iin Ithe Imid-1990s, 

Imany Iconsumers Iwere Ihesitant Ito Iconduct Imonetary Itransactions Iover Ithe Iweb. IIt Itook 

Iwidespread Iadoption Iof Ielectronic Icommerce, Ibased Ion Itrailblazing Icompanies Isuch Ias 

IAmerica IOnline, IAmazon.com Iand IeBay, Ito Imake Ithe Iidea Iof Ipaying Ifor Iitems Ionline 

Iwidespread. IBy I2000, I80 Ipercent Iof IU.S. Ibanks Ioffered Ie-banking. ICustomer Iuse Igrew 

Islowly. IAt IBank Iof IAmerica, Ifor Iexample, Iit Itook I10 Iyears Ito Iacquire I2 Imillion Ie-banking 

Icustomers. IHowever, Ia Isignificant Icultural Ichange Itook Iplace Iafter Ithe IY2K Iscare Iended. IIn 

I2001, IBank Iof IAmerica Ibecame Ithe Ifirst Ibank Ito Itop I3 Imillion Ionline Ibanking Icustomers, 

Imore Ithan I20 Ipercent Iof Iits Icustomer Ibase. IIn Icomparison, Ilarger Inational Iinstitutions, Isuch 

Ias ICitigroup Iclaimed I2.2 Imillion Ionline Irelationships Iglobally, Iwhile IJ.P. IMorgan IChase 

Iestimated Iit Ihad Imore Ithan I750,000 Ionline Ibanking Icustomers. IWells IFargo Ihad I2.5 Imillion 

Ionline Ibanking Icustomers, Iincluding Ismall Ibusinesses. IOnline Icustomers Iproved Imore Iloyal 

Iand Iprofitable Ithan Iregular Icustomers. IIn IOctober I2001, IBank Iof IAmerica Icustomers 

Iexecuted Ia Irecord I3.1 Imillion Ielectronic Ibill Ipayments, Itotalling Imore Ithan I$1 Ibillion. IIn 

I2009, Ia Ireport Iby IGartner IGroup Iestimated Ithat I47 Ipercent Iof IU.S. Iadults Iand I30 Ipercent 

Iin Ithe IUnited IKingdom Iare Iusing Ibank Ionline. 

 I IToday, Imany Ibanks Iare Iinternet Ionly Ibanks. IUnlike Itheir Ipredecessors, Ithese Iinternet Ionly 

Ibanks Ido Inot Imaintain Ibrick Iand Imortar Ibank Ibranches. IInstead, Ithey Itypically Idifferentiate 

Ithemselves Iby Ioffering Ibetter Iinterest Irates Iand Imore Iextensive Ionline Ibanking Ifeatures. 

 

 First IOnline IBanking IServices Iin Ithe IUnited IStates: 

According Ito I"Banking Iand IFinance Ion Ithe IInternet," Iedited Iby IMary IJ. ICronin, Ionline Ibanking Iwas 

Ifirst Iintroduced Iin Ithe Iearly I1980s Iin INew IYork. IFour Imajor Ibanks—Citibank, IChase IManhattan, 

IChemical Iand IManufacturers IHanover—offered Ihome Ibanking Iservices. IChemical Iintroduced Iits 

IPronto Iservices Ifor Iindividuals Iand Ismall Ibusinesses Iin I1983. IIt Iallowed Iindividual Iand Ismall-

business Iclients Ito Imaintain Ielectronic Ichequebook Iregisters, Isee Iaccount Ibalances, Iand Itransfer Ifunds 

Ibetween Ichecking Iand Isavings Iaccounts. IPronto Ifailed Ito Iattract Ienough Icustomers Ito Ibreak Ieven 

Iand Iwas Iabandoned Iin I1989. IOther Ibanks Ihad Ia Isimilar Iexperience. 

  

 First IOnline IBanking iServices Iin Ithe IU.K.: 

Almost I simultaneously Iwith Ithe IUnited in states, Ionline Ibanking I arrived Iin Ithe IUnited IKingdom. 

IThe IUK's Ifirst Ihome Ionline Ibanking Iservices I known Ias I Home I link Iwas Inset I up Iby IBank Iof I 

Scotland Ifor Icustomers Iof Ithe I Nottinghamin I1983. IThe Isystem Iused Iwas Ibased Ion Ithe IUK's 

IPrestel Iview Ilink Isystem Iand Iused Ia Icomputer, Isuch Ias Ithe IBBC IMicro, Ior Ikeyboard I(Tandata 

https://en.wikipedia.org/wiki/Citibank
https://en.wikipedia.org/wiki/Chase_(bank)
https://en.wikipedia.org/wiki/Chase_(bank)
https://en.wikipedia.org/wiki/Chase_(bank)
https://en.wikipedia.org/wiki/Manufacturers_Hanover
https://en.wikipedia.org/wiki/Videotex
https://en.wikipedia.org/wiki/Minitel
https://en.wikipedia.org/wiki/Prestel
https://en.wikipedia.org/wiki/Bank_of_Scotland
https://en.wikipedia.org/wiki/Bank_of_Scotland
https://en.wikipedia.org/wiki/Prestel
https://en.wikipedia.org/wiki/BBC_Micro
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ITd1400) Iconnected Ito Ithe Itelephone Isystem Iand Itelevision Iset. IThe Isystem Iallowed Ion-line Iviewing 

Iof Istatements, Ibank Itransfers Iand Ibill Ipayments. IIn Iorder Ito Imake Ibank Itransfers Iand Ibill 

Ipayments, Ia Iwritten Iinstruction Igiving Idetails Iof Ithe Iintended Irecipient Ihad Ito Ibe Isent Ito Ithe INBS 

Iwho Iset Ithe Idetails Iup Ion Ithe IHome Ilink Isystem. 

Stanford IFederal ICredit IUnion Iwas Ithe Ifirst Ifinancial Iinstitution Ito Ioffer Ionline Iinternet 

Ibanking Iservices Ito Iall Iof Iits Imembers Iin IOctober I1994. 

 

 I IBanks Iand Ithe IWorld IWide IWeb: 

 

In Ithe I1990s, Ibanks Irealized Ithat Ithe Irising Ipopularity Iof Ithe IWorld IWide IWeb Igave Ithem Ian 

Iadded Iopportunity Ito Iadvertise Itheir Iservices. IInitially, Ithey Iused Ithe IWeb Ias Ianother Ibrochure, 

Iwithout Iinteraction Iwith Ithe Icustomer. IEarly Isites Ifeatured Ipictures Iof Ithe Ibank's Iofficers Ior 

Ibuildings, Iand Iprovided Icustomers Iwith Imaps Iof Ibranches Iand IATM Ilocations, Iphone Inumbers Ito 

Icall Ifor Ifurther Iinformation Iand Isimple Ilistings Iof Iproducts.At Ithe Ibeginning Iof I2004, Isome I33 

Imillion IU.S. Ihouseholds I(31% Iof Ithe Imarket) Iwere Iusing Ione Iform Ior Ianother Iof Ionline Ibanking. 

IFive Iyears Ilater, I47% Iof IAmericans Iwere Ibanking Ionline, Iaccording Ito Ia Isurvey Iby IGartner 

IGroup. IMeanwhile, Iin Ithe IUK Ie-banking Igrew Iits Ireach Ifrom I63% Ito I70% Iof IInternet Iusers 

Ibetween I2011 Iand I2012. 

 

 

First IOnline IBanking Iin IIndia: 

ICICI Ibank Iis Ithe Ifirst Ione Ito Ihave Iintroduced IOnline-Banking Iin I1994 Ifor Ia Ilimited Irange 

Iof Iservices Isuch Ias Iaccess Ito Iaccount Iinformation, Icorrespondence Iand, Irecently, Ifunds 

Itransfer Ibetween Iits Ibranches. IICICI Iis Ialso Igetting Iinto Ie-trading, Ithus Ioffering Ia Ibroader 

Irange Iof Iintegrated Iservices Ito Ithe Icustomer. 

 

 

 

 

 

2.2 IFEATURES IOF IONLINE IBANKING: 

 

Online Ibanking Ifacilities Ioffered Iby Ivarious Ifinancial Iinstitutions Ihave Imany Ifeatures Iand Icapabilities 

Iin Icommon, Ibut Ialso Ihave Isome Ithat Iare Iapplication Ispecific. 

 The Icommon Ifeatures Ifall Ibroadly Iinto Iseveral Icategories: 

 A Ibank Icustomer Ican Iperform Inon-transactional Itasks Ithrough Ionline Ibanking, Iincluding 

I. Viewing Iaccount Ibalances. 

II. Viewing Irecent Itransactions. 

III. Downloading Ibank Istatements, Ifor Iexample Iin IPDF Iformat. 

IV. Viewing Iimages Iof Ipaid Icheques. 

V. Ordering Icheque Ibooks. 

VI. Download Iperiodic Iaccount Istatements. 

VII. Downloading Iapplications Ifor IM-banking, IE-banking Ietc I I 

https://en.wikipedia.org/wiki/Stanford_Federal_Credit_Union
https://en.wikipedia.org/wiki/Financial_institution


 

 

 

 

 

(B). Bank Icustomers Ican Itransact Ibanking Itasks Ithrough Ionline Ibanking, Iincluding I– 

 I I I I I I I I I I I I I I I I I I I I I I I IFunds Itransfers Ibetween Ithe Icustomer's Ilinked Iaccounts. 

I. Paying Ithird Iparties, Iincluding Ibill Ipayments I(see, Ie.g., IBPAY) Iand Ithird-party Ifund 

Itransfers I(see, Ie.g., IFAST). 

II. Investment Ipurchase Ior Isale. 

III. Loan Iapplications Iand Itransactions, Isuch Ias Irepayments Iof Ienrolments. 

IV. Credit Icard Iapplications. 

V. Register Iutility Ibillers Iand Imake Ibill Ipayments. 

VI. Financial Iinstitution Iadministration. 

VII. Management Iof Imultiple Iusers Ihaving Ivarying Ilevels Iof Iauthority. 

VIII. Transaction Iapproval Iprocess. 

 I  I  I 

  

 

 

2.2. THE IDISADVANTAGES IOF IINTERNET IBANKING: 

 

Internet Ibanking Iseems Ilike Ian Iobvious Ichoice Ito Ileave Ithe Ihassles Iof 

Itraditional Imoney Imanagement Ibehind Iin Iexchange Ifor Iit. IHowever, Ithere 

Iare Ipotential Iproblems Iassociated Iwith Ibanking Iover Ithe Iinternet Iof Iwhich 

Icustomers Imay Inot Ibe Iaware. IConsumers Ineed Ito Iweigh Ithe Iadvantages 

Ias Iwell Ias Ithe Idisadvantages Iof Iinternet Ibanking Ibefore Isigning Iup. ISome 

Iof Ithe Idisadvantages Iof Iinternet Ibanking Iinclude: 

 

 I I IBank Irelationship 

 

A Itraditional Ibank Iprovides Ithe Iopportunity Ito Idevelop Ia Ipersonal Irelationship Iwith Ithat Ibank. 

IGetting Ito Iknow Ithe Ipeople Iat Iyour Ilocal Ibranch Ican Ibe Ian Iadvantage Iwhen Ia Icustomer Ineeds Ia 

Iloan Ior Ia Ispecial Iservice Ithat Iis Inot Inormally Ioffered Ito Ithe Ipublic. IA Ibank Imanager Iusually Ihas 

Isome Idiscretion Iin Ichanging Ithe Iterms Iof Icustomer's Iaccount Iif Ithe Icustomer's Ipersonal 

Icircumstances Ichange. IThey Ican Ihelp Icustomers Isolve Iproblems Isuch Ias Ireversing Ian Iundeserved 

Ifee. IThe Ibanker Ialso Iwill Iget Ito Iknow Ithe Icustomer Iand Ihis Iunique Ineeds. IIf Ithe Icustomer Ihas Ia 

Ibusiness Iaccount, 

this Ipersonal Irelationship Imay Ihelp Iif Ithe Icustomer Ineeds Icapital Ito Iexpand. IIt’s Ieasier Ito Iget 

Ithe Ibank’s Isupport Iif Ithere Iis Isomeone Iwho Iunderstands Icustomer's Ibusiness Iand Ivouch Ifor Ihis 

Ioperating Iplan. 

 I I ITransaction Iissues 

Sometimes Ia Iface-to-face Imeeting Iis Irequired Ito Icomplete Icomplex Itransactions Iand Iaddress 

Icomplicated Iproblems. IA Itraditional Ibank Ican Ihost Imeetings Iand Icall Iin Iexperts Ito Isolve Ia 



 

 

Ispecific Iissue. IMoreover, Iinternational Itransactions Imay Ibe Imore Idifficult I(or Iimpossible) Iwith 

Isome Idirect Ibanks. IIf Ia Icustomer Ideposits Icash Ion Ia Iregular Ibasis, Ia Itraditional Ibank Iwith Ia 

Idrive-through Iwindow Imay Ibe Imore Ipractical Iand Iefficient. 

  I I IService Iissues 

 

Some Idirect Ibanks Imay Inot Ioffer Iall Ithe Icomprehensive Ifinancial Iservices Isuch Ias Iinsurance Iand 

Ibrokerage Iaccounts Ithat Itraditional Ibanks Ioffer. ITraditional Ibanks Isometimes Ioffer Ispecial Iservices 

Ito Iloyal Icustomers Isuch Ias Ipreferred Irates Iand Iinvestment Iadvice Iat Ino Iextra Icharge. IIn Iaddition, 

Iroutine Iservices Isuch Ias Inotarization Iand Ibank Isignature Iguaranteed Iare Inot Iavailable Ionline. IThese 

Iservices Iare Irequired Ifor Imany Ifinancial Iand Ilegal Itransactions. 

 I I ISecurity 

Direct Ibanks Iare Isubject Ito Ithe Isame Ilaws Iand Iregulations Ias Itraditional Ibanks Iand Iaccounts Iare 

Iprotected Iby Ithe IFDIC. ISophisticated Iencryption Isoftware Iis Idesigned Ito Iprotect Iyour Iaccount 

Iinformation Ibut Ino Isystem Iis Iperfect. IAccounts Imay Ibe Isubject Ito Iphishing, Ihacker Iattacks, 

Imalware Iand Iother Iunauthorized Iactivity. IMost Ibanks Inow Imake Iscanned Icopies Iof Icleared Ichecks 

Iavailable Ionline Iwhich Ihelps Ito Iavoid Iand Iidentify Icheck Ifraud. IIt Ienables Iverification Ithat Iall 

Ichecks Iare Isigned Iby Ithe Icustomer Iand Ithat Idollar Ior Ieuro Iamounts Ihave Inot Ibeen Ichanged. IThe 

Itimely Idiscovery Iof Idiscrepancies Ican Ibe Ireported Iand Iinvestigated Iimmediately. 

 I I IConnectivity 

Another Iissue Iis Ithat Isometimes Iit Ibecomes Idifficult Ito Inote Iwhether Iyour Itransaction Iwas 

Isuccessful Ior Inot. IIt Imay Ibe Idue Ito Ithe Iloss Iof Inet Iconnectivity Iin Ibetween, Ior Idue Ito Ia 

Islow Iconnection, Ior Ithe Ibank’s Iserver Iis Idown. 
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CHAPTER-3 

1.1.1 DIFFERENT ITYPES IOF IONLINE IBANKING 

 

 

 

 

 

3.1 ICORE IBANKING ISOLUTION Ior ICBS: 

 

Core IBanking Iis Ia Ibanking Iservice Iprovided Iby Ia Igroup Iof Inetworked Ibank Ibranches Iwhere 

Icustomers Imay Iaccess Itheir Ibank Iaccount Iand Iperform Ibasic Itransactions Ifrom Iany Iof Ithe Imember 

Ibranch Ioffices. ICore Ibanking Iis Ioften Iassociated Iwith Iretail Ibanking Iand Imany Ibanks Itreat Ithe Iretail 

Icustomers Ias Itheir Icore Ibanking Icustomers. IBusinesses Iare Iusually Imanaged Ivia Ithe ICorporate 

Ibanking Idivision Iof Ithe Iinstitution. ICore Ibanking Icovers Ibasic Idepositing Iand Ilending Iof Imoney. 

Normal ICore IBanking Ifunctions Iwill Iinclude Itransaction Iaccounts, Iloans, Imortgages Iand Ipayments. 

IBanks Imake Ithese Iservices Iavailable Iacross Imultiple Ichannels Ilike IATMs, IInternet Ibanking, Imobile 

Ibanking Iand Ibranches. 

The Icore Ibanking Iservices Irely Iheavily Ion Icomputer Iand Inetwork Itechnology Ito Iallow Ia Ibank Ito 

Icentralize Iits Irecord Ikeeping Iand Iallow Iaccess Ifrom Iany Ilocation. IIt Ihas Ibeen Ithe Idevelopment 

Iof Ibanking Isoftware Ithat Ihas Iallowed Icore Ibanking Isolutions Ito Ibe Ideveloped. 

 



 

 

HISTORY 

Core Ibanking Ibecame Ipossible Iwith Ithe Iadvent Iof Icomputer Iand Itelecommunication Itechnology Ithat 

Iallowed Iinformation Ito Ibe Ishared Ibetween Ibank Ibranches Iquickly Iand Iefficiently. 

Before Ithe I1970s Iit Iused Ito Itake Iat Ileast Ia Iday Ifor Ia Itransaction Ito Ireflect Iin Ithe Iaccount Ibecause 

Ieach Ibranch Ihad Itheir Ilocal Iservers, Iand Ithe Idata Ifrom Ithe Iserver Iin Ieach Ibranch Iwas Isent Iin Ia 

Ibatch Ito Ithe Iservers Iin Ithe Idata Icenter Ionly Iat Ithe Iend Iof Ithe Iday I(Edom). 

Over Ithe Ifollowing I30 Iyears Imost Ibanks Imoved Ito Icore Ibanking Iapplications Ito Isupport Itheir 

Ioperations Iwhere ICORE IBanking Imay Istand Ifor I"centralized Ionline Ireal-time Iexchange". IThis 

Ibasically Imeant Ithat Iall Ithe Ibank's Ibranches Icould Iaccess Iapplications Ifrom Icentralized Idata Icenters. 

IThis Imeant Ithat Ithe Ideposits Imade Iwere Ireflected Iimmediately Ion Ithe Ibank's Iservers Iand Ithe 

Icustomer Icould Iwithdraw Ithe Ideposited Imoney Ifrom Iany Iof Ithe Ibank's Ibranches. 

ADVANTAGES: 

1. Centralized IAccounting: 

i) All Ithe Itransactions Iof Ithe Ibank Idirectly Iimpact Ithe IGeneral ILedger Iand IProfit Iand ILoss 

IAccount. IThis Iprovides Ia Ireal Itime Itotal Ipicture Iabout Ithe Ifinancial Iposition Iand Isituation Iof Ithe 

Ibank 

ii) This Ihelps Ifor Itimely Ieffective Idecision Imaking Ifor Ifinancial Imanagement, Ia Ivery Icritical 

and Idynamic Ifunction Iin Itoday’s Ibanking. 

2. Centralized IProduct IControl I& IMonitoring: 

i) Centralization Ihelps Iin Ibetter Iproduct Ianalysis, Imonitoring Iand Irollout. 

ii) Aspects Ilike Iinterest Irate Imodifications, Iproduct Imodification Iand Iinterest Iapplication Ican Ibe Idone 

Icentrally Ifrom Ione Iplace Ifor Iall Ithe Ibranches. 

iii) Bank Ican Iquickly Irespond Ito Imarket Iscenario Iand Icustomer Ineeds. IThis Igives Icompetitive Iedge 

Ito Ithe Ibank. 

3.  IIntroduction Iof ITechnology IBased IServices: 

 

i) Service Ichannels Isuch Ias IATM, Ieither Ion-site Ior Ioffsite, Ican Ibe Istarted. 

ii) Cheque IDeposit IMachines I(CDM) Ican Ibe Iinstalled. ISuch Imachine Iin IWAN Iconnectivity Ican 
Iallow Iany Icustomer Ito Ideposit Ithe Icheque Ifor Icollection Iat Iany Ibranch. 

iii) Cheque Ibook Iprinting Imachine Ican Ibe Iinstalled Iat Icentral Ilocation Ito Igive Ipersonalized Icheque 
Ibooks. ISuch Imachine Iin IWAN Iconnectivity Ican Ireceive Icommand Ifrom Iany Ibranch. 
4.  ICentralized ICustomer IAccount IManagement: 

i) Any Icustomer Ibecomes Ithe Icustomer Iof Ithe Ibank Irather Ithan Iof Ia Ibranch. 

ii) With Iunique IID I/ IAccount INumber Ithe Iaccounts Iof Ithe Icustomers Ican Ibe Iviewed Icentrally Iby 

Ithe Ibank. IAs Isuch, Icustomer Iprofile, Idetails Iof Iproducts Iand Iservices Iavailed Iby Ihim Iand Icustomer 

Ibehavior Iabout Ibusiness Iof Ithe Ibank Ican Ibe Iwell Iunderstood. 



 

 

iii) Such Icustomer Iview Igives Ithe Ibank Iopportunity Ito Idecide Idirections Ifor Ibusiness 

Idevelopment Iand Imarketing Istrategies. 

5. Advantages Ito IHead IOffice: 

i) Consolidation Iof IMIS I/ Istatements I/ Ireporting Iat Ione Iplace Ireducing Iduplication Iof Itasks Iat 

Ibranches Iand Iit Iis Iof Ireal Itime. 

ii) Supervision Iof Ibranches Ion Irisk Iperceptions Ipossible Ias Iongoing Iprocess. 

iii) Frequent Iaudits Iand Itimely Icontrol Imeasures Ican Ibe Iinitiated. 

iv) Faster Iand Ipractically Ireal Itime Ireconciliation Iof Iaccounts. 

v) Centralized Imarking Iand Imovement Imonitoring Iof INPA Iaccounts. 

vi) Better IALM, Iespecially Ifor Ishort Iterm Iassets Iand Iliabilities Ipossible. 

vii) Audit Ion Ioperational Iaspects Iof Ithe Iaccounts Ican Ibe Idone Iat Ia Isingle Ilocation Ias Ientire Idata 

Iis Iavailable Iat Ione Iplace. 

viii) By Iinstalling Imailing Isolution Ion Ithe Iintra Inet Iof Ithe Ibank, Iwritten Icommunication Iin Ithe Iform 

Iof Iletters, Ibetween IH. IO. Iand Ibranches Iand Ivice Iversa, Ican Ibe Ieliminated. 

6. Advantages Ito IBranch: 

i) With Ireduced Iwork Iat Ithe Ibranches Ithey Ican Ifocus Ion Idevelopment Iof Ibusiness, Icustomer Iservice 

Iand Iattendance Iand Imeaningful Iliaison Iwith Icustomer Ifor Igetting Inew Ibusiness. 

ii) Since Icustomer Ineeds Iare Iknown Iwith Iproper Ianalysis Ithey Ican Ibe Iwell Iattended Ieven Ibefore 

Itheir Idemands Ithat Iboosts Ithe Iimage Iof Ibank. 

 

 

State IBank Iof IIndia, IWorld's ILargest ICentralized ICore IProcessing IImplementation: 

 

 

The Istory Ibegan Iin I2000. IWith Iits Igrowth Icurve Iheading Inorthward, IState IBank Iof IIndia I(SBI), 

Ithe Icountry's Ilargest Ibank Iwith Ithe Ilargest Ibranch Inetwork, Irealized Ithe Ineed Ifor Ia Icore 

Ibanking Isolution. IAn Iexpression Iof Iinterest Iwas Iinvited Iin IJuly I2000, Iand Ithe Iactual 

Iimplementation Iwas Istarted Iin IAugust I2003 Iwhen Ithe Ifirst Ibranch Iof Ithe Ibank Iwas Iput Ion 

ITCS' IBαNCS Icore Ibanking Isolution. 



 

 

The Iplanning Istage Ilasted Ithree Iyears, Iwhile Ithe IBαNCS Iimplementation Itook Ianother Ifive Iyears I(till 

IJuly I2008) Ito Icomplete. IThe Ientire Iproject Iof Iimplementing Ithe Icore Ibanking Isolution Iwas Ihandled 

Iby ITCS Ias Ithe Isystems Iintegrator, Iwhile Iother Imajor Itechnology Ipartners Iin Ithe Iproject Iwere IHP, 

IData Icraft, ICisco Iand IMicrosoft. IThe Icore Ibanking Isolution Iimplemented Iat ISBI Iand Iits Iassociate 

Ibanks Icurrently Iexecute Ian Iaverage Iof I42 Imillion Itransactions Iper Iday Iwith Ia Ipeak Iof I1,900 

Itransactions Iper Isecond Ithrough Ia Imassive Inetwork Iof Iabout I17,700 Ibranches Iand Iover I20,000 

IATMs Iservicing Inearly I243 Imillion Icustomers. IThe ICBS Iat ISBI Iexecutes Ian Iaverage Iof I42 Imillion 

Itransactions Iper Iday Iwith Ia Ipeak Iof I1,900 Itransactions Iper Isecond Ithrough Ia Inetwork Iof Iabout 

I17,700 Ibranches. 

Further, ISBI Ihad Imore Ithan I2 Ilac Iemployees, Iand Imany Iof Ithem Ihad Ilittle Ifamiliarity Iwith IWeb-

based Itechnology Ibefore Ithe Icore Ibanking Isolution's Iimplementation. I"SBI Iand ITCS Ihad Ito Iensure 

Ithat Ithe Ibank Iemployees Iwere Iwell-acquainted Iwith Ithe Iuse Iof Ithe Isolution, IIndeed, Iat Ione Ipoint Iof 

Itime, ISBI Ihad I58 Itraining Icenters. 

3.1. ATM IBANKING: I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I  

  I I I I I I I I I I I I I I I I I I I I I I I I I I I IFull-service Ibanking, I24 Ihours Ia Iday  

 

Make Ibanking Imore Iconvenient Iwith IATMs Iand Idebit Icard. 

 Convenient ISelf IService 

o Deposits I– ICash Iand Icheck Ideposits Ican Ibe Imade Iat Imost IBBVA ICompass IATMs. 

o Withdraw IFunds I– IThe Icash Iyou Ineed Iwhen Iyou Ineed Iit. I* 

o Transfer Ifunds I– IMove Ifunds Ibetween Ichecking Iaccounts Iand Isavings Iaccounts Ithat Iare 

Ilinked Ito Iyour Idebit Icard. 

 Account IManagement 

o Check IBalance I– IView Iyour Iaccount Ibalance Ibefore Iyou Imake Ia Iwithdrawal. 

o Mini IStatement I– IReceive Ia Iprint Iout Iof Iyour Itransaction Ihistory Iand Iaccount Ibalances. I* 

 Customizable 

o Fast ICash I– ISet Istandard IATM Iwithdrawal Iamounts. 

o Receipt IOptions I– ISet Iwhether Ior Inot Iyou Iwill Ireceive Ia Ireceipt Iwhen Iyou Imake Itransactions. 

o Preferred ILanguage I– IChoose Ibetween IEnglish Ior ISpanish. 



 

 

 

 



 

 

 DIGITAL IWALLET: 

 

Nowadays, Iwe Ifind Iourselves Icarrying Icold Ihard Icash Iless Iand Iless Ibecause Iyou Ican Ijust Ias Ieasily 

Imake Iyour Ipurchase Iwith Ipayment Icards, Iand Itrack Iyour Ispending Ionline. IPlus, Iit’s Imore Isecure 

Ithan Icarrying I$350 Ito Ibuy Ithe Ilatest IiPad I(MINI). ICertain Ipayment Ior Iloyalty Icards Ialso Ilet Iyou 

Iearn Irewards Ior Ientries Ito Icontests, Ibut Ithey Ido Iadd Iup. IThey Imake Iyour Iwallet Iunnecessarily 

Ithick Iand Iheavy. IPerhaps Iit Iis Itime Ito Iswap Ithe Isystem Iagain; Ithis Itime, Ifor Isomething Ithat Iyou 

Ihave Ialways Ibeen Icarrying Iaround: Iyour Ismartphone 

Digital Iwallets Ican Ihelp Itake Iyou Ithere. IThey Iare Ismartphone Iapps Ithat Ihold Iyour Ipayment Iand 

Iloyalty Icard Iinformation. IGoogle IWallet Iand IApple’s IPassbook Iare Itwo Iof Ithe Imore Ipopular 

Iones Iwe Ioften Ihear Iabout, Ibut Iif Ithey Iare Inot Iyour Ifancy, Ithere Iare Iplenty Iof Iother Idigital 

Iwallets Ithat Icarry Iperks Iand Ibenefits Ithat Iyou Imay Iprefer. 

 

 

 

 

 

1. IGoogle IWallet 

 

Instead Iof Itapping Iyour Icredit Icard Ion Ithe INFC Imachine Iat Ithe Icheckout Icounter, Iall Iyou Ihave Ito 

Ido Iis Iwave Iyour Ismartphone Ior Itap Iit Ion Ithe Imachine Ito Imake Iyour Ipayments. IIt’ll Ibe Iable Ito 

Iidentify Ithe Icredit Icard Iinformation Ilinked Ion Iyour IGoogle Iaccount. IFor Ithis Ito Iwork, IGoogle 

IWallet Irequires INear IField ICommunication I(NFC) Itechnology Iavailable, Iwhich Iunfortunately Iis 

Ionly Iavailable Ion Icertain Ismartphones Iand Itablets. 

 

  

http://www.google.com/wallet/
http://support.google.com/wallet/bin/answer.py?hl=en&amp;answer=1347934


 

 

 

 

You Ilink Iyour Idebit Ior Icredit Icard Ito Iyour IGoogle Iaccount Iand Iyou Ican Ileave Iyour Iwallet Iat 

Ihome I– Ibut Iat Ithe Imoment, Iit Ionly Iworks Iwith Iphones Iand Icredit Icards Ifrom Ithe IUS Iand Ionly Iin 

Ithe IUS. ICurrently, Iit Isupports I20+ Imerchants Ion Ithe Iground Iand Ionline, Ipromising Imore Imerchants 

Ito Icome. 

2. IApple’s IPassbook 

 

Apple’s IPassbook Iwas Iintroduced Iin IiOS I6 Iand Irelies Ion Iscanning I2D Ibarcodes Ito Ihelp Iyou 

Imanage Iyour Imovie, Iconcert Iand Iairline Itickets Ias Iwell Ias Iloyalty Icards Iand Icoupons Ifor 

Iselected Imerchants. 

 

The Iresult: Iyou Iget Ilocation Iand Itime- 

Ibased Inotifications Iwhen Iyou’re Inear 

Ia Icafe Iwhere Iyou Ican Iuse Iyour 

Iloyalty Icard Ior Iwhen Iyour Iairline, 

Imovie Ior Iconcert Iticket Iis Inearing Iits 

Idue Idate. 

 

You Iadd Ipasses Ithrough Iapps Ithat 

Isupport IPassbook I(link Iopens IiTunes). 

ISo Iinstead Iof Ibringing Iyour Igrocery 

Icoupons Iand Istack Iof Iloyalty Icards 

Iwherever Iyou Igo, Iyou Ican Istore Iit Iin 

IPassbook. IUnlike IGoogle IWallet, Iyou 

Icannot Iuse Iyour Idebit Ior Icredit Icard 

Ifor Ipurchases Iin-store, Ihowever Iyou 

Ican Iuse IBill IGuard Ito Iview Iyour 

Ibank Ibalance Iand Iother Irelated 

Iinformation Ion Iyour IiPhone. 

 

 

         DIGITAL ICASH: 

Digital ICash Iacts Imuch Ilike Ireal 

Icash, Iexcept Ithat Iit’s Inot Ion Ipaper. 

IMoney Iin Iyour Ibank Iaccount Iis 

Iconverted Ito Ia Idigital Icode. IThis Idigital 

Icode Imay Ithen Ibe Istored Ion Ia 

Imicrochip, Ia Ipocket Icard I(like Ia Ismart 

Icard), Ior Ion Ithe Ihard Idrive Iof Iyour 

Icomputer. 

http://www.google.com.my/wallet/how-it-works/in-store.html
http://www.apple.com/ios/whats-new/#passbook
http://www.hongkiat.com/blog/apple-ios6-features/
http://www.hongkiat.com/blog/ios-passbook-apps/
http://search.itunes.apple.com/WebObjects/MZContentLink.woa/wa/link?path=passbookapps
http://search.itunes.apple.com/WebObjects/MZContentLink.woa/wa/link?path=passbookapps


 

 

The Iconcept Iof Iprivacy Iis Ithe Idriving 

Iforce Ibehind Idigital Icash. IThe Iuser Iof 

Idigital Icash Iis Iassured Ian Ianonymous 

Itransaction Iby Iany Ivendor Iwho Iaccepts Iit. 

IYour Ispecial Ibank 

Iaccount Icode Ican Ibe 

Iused Iover Ithe Iinternet Ior 

Iat Iany Iparticipating 

Imerchant Ito Ipurchase Ian 

Iitem. IEverybody Iinvolved 

Iin Ithe Itransaction, Ifrom 

Ithe Ibank Ito Ithe Iuser Ito 

Ithe Ivendor, Iagree Ito 

Irecognize Ithe Iworth Iof 

Ithe Itransaction.



 

 

3.2. KIOSK IBANKING: IThis Iis Ithe Ilatest Idevelopment Ion Ithe Iremote Ibaking Ifront, Ialso Iknown 

 

as I'Touch-screen' Ibanking. IA Ikiosk Iis Ia Iself- Iservice Ibanking 

Iterminal Ithat Ican Ibe Ioperated Iwith Iboth Icredit I& Idebit Icards. 

IThe IDebit/credit Icard Ican Ibe Iswiped Iat Iagainst Ithe Icard Ireader 

Iat Ithe Ikiosk Iand Iaccount Iaccessed Ipost Ientering Ithe IATM 

IPIN. ICurrently, Ivery Ifew Ibanks Ilike ICitibank Ioffer Ithis 

Ifacility Ito Itheir Icustomers Iat Iselect IATM Icenters Iacross Ithe 

Icountry. 

 

 

 

 

 

 

3.3. NEFT: 

National IElectronic IFunds ITransfer I(NEFT) INEFT Iis Ielectronic Ifunds Itransfer Isystem, Iwhich Ifacilitates 

Itransfer Iof Ifunds Ito Iother Ibank Iaccounts Iin Iover I63000 Ibank Ibranches Iacross Ithe Icountry. IThis Iis Ia 

Isimple, Isecure, Isafe, Ifastest Iand Icost-effective Iway Ito Itransfer Ifunds Iespecially Ifor IRetail Iremittances. 

 

FEATURES I& IBENEFITS 

Customers Ican Iremit Iany Iamount Iusing INEFT ICustomer Iintending Ito Iremit Imoney Ithrough INEFT Ihas 

Ito Ifurnish Ithe Ifollowing Iparticulars: 

 IFSC I(Indian IFinancial ISystem ICode) Iof Ithe Ibeneficiary IBank/Branch 

 Full Iaccount Inumber Iof Ithe Ibeneficiary 

 Name Iof Ithe Ibeneficiary. 

The Ifacility Iis Ialso Iavailable Ithrough Ionline Imode Ifor Iall Iinternet Ibanking Iand Imobile Ibanking 

Icustomers. 

For Icorporate Icustomers, Ibulk Iupload Ifacility Iis Ialso Iavailable Iat Ibranches



 

 

 

TIMINGS 

Customers Ican Iuse Ithis Ifacility Ibetween I8 IAM Iand I7 IPM Ion Iall Iweekdays Iand Ibetween I8 IAM Iand I1 

IPM Ion ISaturday. IThere Iare Itwelve Ihourly Isettlements Ibetween I8 IAM Iand I7 IPM Ion Iall Iweekdays 

Iand Isix Ihourly Isettlements Ibetween I8 IAM Iand I1 IPM Ion ISaturdays. 

The Imoney Iwill Ibe Icredited Ito Ithe Ibeneficiary’s Iaccount Ion Ithe Isame Iday Ior Iat Ithe Imost Inext Iday 

Iin Icase Ithe Imessage Iis Isent Iduring Ithe Ilast Ibatch Iof Isettlement. IUnion IBank Ioffers INEFT Ifacility Ito 

Iits Icustomers Ithrough Iall Iits Ibranches. 

 

CHARGES 

Rs. I5/ Iper Itransaction Iif Ithe Itransaction Iamount Iis Iless Ithan IRs. I1 Ilakh 

Rs. I25/- Iper Itransaction Iif Ithe Itransaction Iamount Iis Imore Ithan IRs. I1 Ilakh 

NOTE: ICharges Iare Iwaived Ifor Icustomers Iavailing Iservices Iat Iour Ibranches Iin INorth IEastern IStates 

 

3.4. RTGS: 

Real ITime IGross ISettlement I(RTGS) Iis Ian Ielectronic Iform Iof Ifunds Itransfer Iwhere Ithe 

Transmissions Takes Iplace Ion Ia Ireal Itime I basis. 

In IIndia, Itransfer Iof Ifunds Iwith IRTGS Iis Idone Ifor Thigh Ivalue Itransactions, Ithe Iminimum Iamount 

Ibeing IRs I2 Ilakh. IThe Ibeneficiary Iaccount Ireceives Ithe Ifunds Itransferred, Ion Ia Ireal Itime Ibasis. IThe 

Imain Idifference Ibetween IRTGS Iand INational IElectronic IFunds ITransfer I(NEFT) Iis Ithat Iwhile 

Itransfer Ivia INEFT Itakes Iplace Iin Ibatches I(with Isettlements Iand Itransactions Ibeing Inetted Ioff), Iin 

Ithe Icase Iof IRTGS, Ithe Itransactions Iare Iexecuted Iindividually Iand Ion Igross Ibasis. 

 

The Icustomer Iinitiating Ithe Ifunds Itransfer Ithrough IRTGS Ihas Ito Ihave Ithe IIndian IFinancial ISystem 

ICode I(IFSC) Iof Ithe Ibeneficiary's Ibank, Ialong Iwith Ithe Iname Iof Ithe Ibeneficiary, Iaccount Inumber 

Iand Iname Iof Ithe Ibank. IThe Ibank Ibranches, Iboth Iat Ithe Iinitiating Iand Ireceiving Iend, Ihave Ito Ibe 

IRTGS- Ienabled Ifor Ithe Itransaction Ito Ibe Iprocessed. ICustomers Iwith IInternet Ibanking Iaccounts Ican 

Ido IRTGS Itransactions Ion Itheir Iown. 

http://searchwinit.techtarget.com/definition/Electronic-Funds-Transfer
http://searchcio-midmarket.techtarget.com/definition/real-time
http://searchcio.techtarget.in/definition/National-Electronic-Funds-Transfer-NEFT


 

 

 

 

 

 

 I I I I I I I I I IIMPS: 

 

 

Using IMPS, a relatively newer service, users can transfer money immediately from one account to 

the other account, within the same bank or accounts across other banks. Similar to NEFT, there is no 

minimum amount for transactions, but the maximum* amount possible is Rs 5 lakhs.Users can carry 

out Person to Person (P2P), Person to Account (P2A) and Person to Merchant (P2M) transactions 

from their mobile, Internet or ATM. One of the advantages of IMPS transaction is that it is available 

24X7 and even on holidays. This can be payments for utility bills, mobile or DTH recharge, credit card 

bills, grocery bills, travel ticketing, online shopping and even educational institutes fee payments 

through this channel. 



 

 

3.10. SMART ICARD/STORE IVALUE ICARD: 

 

A Ismart Icard, Itypically Ia Itype Iof Ichip Icard, Iis Ia Iplastic Icard Ithat Icontains Ian Iembedded 

Icomputer Ichip–either Ia Imemory Ior Imicro-processor Itype–that Istores Iand Itransacts Idata. IThis Idata 

Iis Iusually Iassociated Iwith Ieither Ivalue, Iinformation, Ior 

both Iand Iis Istored Iand Iprocessed Iwithin Ithe Icard's Ichip. 

IThe Icard Idata Iis Itransacted Ivia Ia Ireader Ithat Iis Ipart Iof 

Ia Icomputing Isystem. ISystems Ithat Iare Ienhanced Iwith 

Ismart Icards Iare Iin Iuse Itoday Ithroughout Iseveral Ikey 

Iapplications, Iincluding Ihealthcare, Ibanking, 

Ientertainment, Iand Itransportation. IAll Iapplications Ican 

Ibenefit Ifrom Ithe Iadded Ifeatures Iand Isecurity Ithat Ismart 

Icards Iprovide. IAccording Ito IEuro Ismart, Iworldwide 

Ismart Icard Ishipments Iwill Igrow I10% Iin I2010 Ito I I 

I5.455 I I Ibillion I I Icards. I I IMarkets I I Ithat I I Ihave I I 

Ibeen 

traditionally Iserved Iby Iother Imachine-readable Icard Itechnologies, Isuch Ias Ibarcode Iand Imagnetic 

Istripe, Iare Iconverting Ito Ismart Icards Ias Ithe Icalculated Ireturn Ion Iinvestment Iis Irevisited Iby Ieach 

Icard Iissuer Iyear Iafter Iyear. 

3.11. GREEN ICHANNEL ICOUNTER: 

 

 E-TICKETING: 

 

An 

Ielectronic Iticket I(commonly Iabbreviated Ias Ie-ticket) Iis Ia Idigital Iticket. IThe Iterm Iis Imost 

Icommonly Iassociated Iwith Iairline Iissued Itickets. IElectronic Iticketing Ifor Iurban Ior Irail 

http://www.smartcardbasics.com/smart-card-types.html#microprocessor-card
https://en.wikipedia.org/wiki/Digital_ticket


 

 

Ipublic Itransport Iis Iusually Ireferred Ito Ias Itravel Icard Ior Itransit Ipass. IIt Iis Ialso Iused Iin 

Iticketing Iin Ithe Ientertainment Iindustry. 

An Ielectronic Iticket Isystem Iis Ia Imore Iefficient Imethod Iof Iticket Ientry, Iprocessing Iand Imarketing 

Ifor Icompanies Iin Ithe Irailways, Iflight Iand Iother Itransport Iand Ientertainment Iindustries. 

On I1 IJune I2008, Ithe Iindustry Imoved Ito I100% Ielectronic Iticketing Iand Ithe Ipaper Iticket Ibecame Ia 

Ithing Iof Ithe Ipast. IApart Ifrom Isubstantial Icost Isavings Ifor Ithe Iindustry Iof Iup Ito IUS$3bilion Iper 

Iyear, IET Iis Ialso Imore Iconvenient Ifor Ipassengers Iwho Ino Ilonger Ihave Ito Iworry Iabout Ilosing Itickets 

Iand Ican Imake Ichanges Ito Iitineraries Imore Ieasily. 

United IAirlines Iwas Ithe Ifirst Iairline Ito Iissue Ielectronic Itickets, Iback Iin I1994. IA 

Idecade Ilater Ihowever, Ionly I20% Iof Iall Iairline Itickets Iwere Ielectronic. IThe Iindustry 

Iwas Imissing Iout Ion Ian Iopportunity Ito Isave Icosts Iand Imake Itravel Ifor Ipassengers 

Ieasier. IIn IJune I2004, IIATA Iset Ian Iindustry Itarget Iof I100% IET Iin Ifour Iyears. IAt 

Ithe Itime, Imany Ibelieved Ithis Iwas Ian Iunrealistic Igoal. IEvolving Istandards, Iuncertainty 

Iabout Ithe Ireturn Ion Iinvestment Iand Iskepticism Iabout Ithe Icustomer Iacceptance Iof 

Ipaper Iin Iparts Iof Ithe Iworld Iwere Isome Iof Ithe Ireasons Iwhy Ie-ticketing Ihadn’t Itaken 

Ioff. 

 

 

 

https://en.wikipedia.org/wiki/Public_transport
https://en.wikipedia.org/wiki/Public_transport
https://en.wikipedia.org/wiki/Travel_card
https://en.wikipedia.org/wiki/Transit_pass


 

 

 

 

 

3.12. ONLINE IDEMAND IDRAFT: 

 

A Idemand Idraft Iis Ia Inegotiable Iinstrument Isimilar Ito Ia Ibill Iof Iexchange. IA Ibank Iissues Ia 

Idemand Idraft Ito Ia Iclient I(drawer), Idirecting Ianother Ibank I(drawee) Ior Ione Iof Iits Iown Ibranches 

Ito Ipay Ia Icertain Isum Ito Ithe Ispecified Iparty I(payee). 

A Idemand Idraft Ican Ialso Ibe Icompared Ito Ia Icheque. IHowever, Idemand Idrafts Iare Idifficult Ito 

Icountermand. IDemand Idrafts Ican Ionly Ibe Imade Ipayable Ito Ia Ispecified Iparty, Ialso Iknown Ias 

Ipay Ito Iorder. IBut Icheques Ican Ialso Ibe Imade Ipayable Ito Ithe Ibearer. IDemand Idrafts Iare Iorders 

Iof Ipayment Iby Ia Ibank Ito Ianother Ibank, Iwhereas Icheques Iare Iorders Iof Ipayment Ifrom Ian 

Iaccount Iholder Ito Ithe Ibank. 

 

 

 

 

 

  

 

 

https://en.wikipedia.org/wiki/Negotiable_instrument
https://en.wikipedia.org/wiki/Bill_of_exchange
https://en.wikipedia.org/wiki/Cheque


 

 

CHAPTER-4 

SECURITY IISSUES IOF INET IBANKING 

5.1. INTRODUCTION: 

 

The IInternet Ihas Imade Ibanking, Ishopping, Iand Iconducting Iother Ifinancial Itransactions Ionline Iquite 

Iconvenient. IBut Iwhen Iit Icomes Ito Iyour Imoney, Iyou Iwant Ito Imake Isure Iyour Itransactions Iare 

Isafe. 

Security Iof Ia Icustomer's Ifinancial Iinformation Iis Ivery Iimportant, Iwithout 

Iwhich Ionline Ibanking Icould Inot Ioperate. 

Presently, IInternet Ibanking Icustomers Ionly Ineed Ia Icomputer Iwith Iaccess 

Ito Ithe IInternet Ito Iuse IInternet Ibanking Iservices. ICustomers Ican Iaccess 

Itheir Ibanking Iaccounts Ifrom Ianywhere Iin Ithe Iworld. IEach Icustomer Iis 

Iprovided Ia Ilogin IID Iand Ia Ipassword Ito Iaccess Ithe Iservice. IIt Iis Iindeed 

Ieasy Iand Iconvenient Ifor Icustomers. 

However, Ithe Iuse Iof Ipassword Idoes Inot Iprovide Iadequate Iprotection 

Iagainst IInternet Ifraud Isuch Ias Iphishing. IThe Iproblem Iwith Ipassword 

Iis 

that Iwhen Iit Ihas Ibeen Icompromised, Ithe Ifraudsters Ican Ieasily Itake Ifull Icontrol Iof Ionline Itransactions. 

IIn Isuch Icases, Ithe Ipassword Iis Ino Ilonger Iworks Ias Ian Iauthentication Itoken Ibecause Iwe Icannot Ibe 

Isure Iwho Iis Ibehind Ithe Ikeyboard Ityping Ithat Ipassword Iin. 

However, Ieasy Iaccess Iand Iconvenience Ishould Inot Ibe Iat Ithe Iexpense Iand Imercy Iof Ithe Isecurity Iof 

Iinformation. IThis Iis Iimportant Iin Iorder Ito Iensure Ithe Iconfidentiality Iof Iinformation Iand Ithat Iit Iis 

Inot Ibeing Imanipulated Ior Icompromised Iby Ithe Ifraudsters. 

In Ithis Ilesson, Iwe Iwill Ireview Istrategies Iyou Ishould Iemploy Iwhen Idealing Iwith Imoney 

Iand Ithe IInternet. IYou Iwill Ilearn Ihow Ito Imake Isure Ia Iwebsite Iis Isecure, Iincluding 

Ichecking Ithe ISSL Icertificate. IIn Iaddition, Iyou'll Ilearn Ithe Isteps Iyou Ineed Ito Itake Ito 

Imake Ishopping Ionline Ia Isafe Iand Ienjoyable Iexperience. 

 

5.2. TYPES IOF IFRAUDS: 

 

Nowadays, Ithe Inature Iof Iattacks Iis Imore Iactive Irather Ithan Ipassive. IPreviously, Ithe Ithreats Iwere Iall 

Ipassive Isuch Ias Ipassword Iguessing, Idumpster Idiving Iand Ishoulder Isurfing. IHere Iare Isome Iof Ithe 

Itechniques Iused Iby Ithe Iattackers Itoday: 

 

• Trojan IAttack. IThe Iattacker Iinstalled Ia ITrojan, Isuch Ias Ikey Ilogger Iprogram, Ion Ia Iuser’s 

Icomputer. IThis Ihappens Iwhen Iusers Ivisited Icertain Iwebsites Iand Idownloaded Iprograms. IAs 

Ithey Iare Idoing Ithis, Ikey Ilogger Iprogram Iis Ialso Iinstalled Ion Itheir Icomputer Iwithout Itheir 

Iknowledge. IWhen Iusers Ilog Iinto Itheir Ibank’s Iwebsite, Ithe Iinformation Ikeyed Iin Iduring Ithat 

Isession Iwill Ibe Icaptured Iand Isent Ito Ithe Iattacker. IHere, Ithe Iattacker Iuses Ithe ITrojan Ias Ian 

Iagent Ito Ipiggyback Iinformation Ifrom Ithe Iuser’s Icomputer Ito Ihis Ibackyard Iand Imake Iany 

Ifraudulent Itransactions Iwhenever Ihe Iwants. 

 

• Man-in-the-Middle IAttack. IHere, Ithe Iattacker Icreates Ia Ifake Iwebsite Iand Icatches Ithe Iattention 

Iof Iusers Ito Ithat Iwebsite. INormally, Ithe Iattacker Iwas Iable Ito Itrick Ithe Iusers Iby Idisguising 



 

 

Itheir Iidentity Ito Imake Iit Iappear Ithat Ithe Imessage Iwas Icoming Ifrom Ia Itrusted Isource. IOnce 

Isuccessful, Iinstead Iof Igoing Ito Ithe Idesignated Iwebsite, Iusers Ido Inot Irealize Ithat Ithey Iactually 

Igo Ito Ithe Ifraudster’s Iwebsite. IThe Iinformation Ikeyed Iin Iduring Ithat Isession Iwill Ibe Icaptured 

Iand Ithe Ifraudsters Ican Imake Itheir Iown Itransactions Iat Ithe Isame Itime. 

 

Diagram Ion Ihow Iinformation Iis Ibeing Icompromised 

 

 

 Phishing. IOne Iof Ithe Iprimary Imethods Ia Ihacker Igains Iaccess Ito Iaccount Iinformation 

Iis Ithrough Iphishing, Ior Itricking Ithe Ivictim Iinto Igiving Iup 

the Iinformation Ivoluntarily. IA Ihacker Imight Isend Ian Ie- 

Imail Ior Ieven Icall, Ipretending Ito Ibe Ia Irepresentative Iof 

Ithe Ibank Iand Iinforming Iyou Iabout Isome Iirregularities 

Iwith Iyour Iaccount. IAll Iyou Ineed Ito Ido Ito Isort Ithings 

Iout Iis Ito Iprovide Iyour Ipassword Ior Iother Iaccount 

Iinformation Ito Iverify Iyour Iidentity. IIf Iyou Iever 

Ireceive Ia Icommunication Ithat Iappears Ito Ibe Ifrom Iyour 

Ibank Iand Irequests Ithis Itype Iof Iinformation, Icontact 

Iyour 

bank Iby Iphone Iimmediately. IDo Inot Igive Iout Iaccount Iinformation Ito Ia Icaller, Iand Ido Inot 

Iclick Iany Ilinks Iprovided Iin Iany Ie-mails Ithat Iclaim Ito Ibe Ifrom Iyour Ibank. IYou Ishould Ialso 

Iensure Ithat Iany Iemployees Iwith Iaccess Ito Ithe Icompany’s Iaccounts Ifollow Ithe Isame 

Iprocedures. 

Original Website 

Step 2 (victim access 

accesses the attacker 

website) 

2 

1 

Attacker Website 
Step 1 (attacker sends spoof email) 

Victim 



 

 

 

 

 

 

 Keyloggers. IKeyloggers Iare Imalware Iprograms Ithat Irecord Ikeystrokes Iand Iother Idata, 

Iallowing Ia Ihacker Ito Icapture Iyour Ipassword Ias Iyou Ienter Iit. IMaintaining Iup-to-date 

Iantivirus Isuites Ion Iyour Icompany Icomputers Ican Iprevent Ithese Imalicious Iprograms Ifrom 

Igaining Ia Ifoothold, Iand Isetting Iup Iyour Inetwork’s Ifirewall Ito I monitor I outgoing I traffic Ican 

Ihelp Iyou I determine Iwhen Ian Infection I occurs. Iman Livebloggers Iand I viruses Iuse Iemail Ito 

Itravel Ifrom Icomputer Ito Icomputer, Iso Iadding Ianti-virus Iprotection Ito Iyour Icompany’s Iemail 

Iserver Ican Ihelp Ifilter Iout Ithese Iattacks. 

 Spyware. ISpyware Iis Ithe Inumber Ione Iway Ithat Ionline Ibanking Icredentials Iare Istolen 

Iand Iused Ifor Ifraudulent Iactivities. ISpyware Iworks Iby Icapturing Iinformation Ieither Ion 

Iyour Icomputer, Ior Iwhile Iit Iis Itransmitted Ibetween Iyour Icomputer Iand Iwebsites. IOften 

Itimes, Iit Iis Iinstalled Ithrough Ifake I“pop Iup Iads Iasking Iyou Ito Idownload Isoftware. 



 

 

IIndustry Istandard IAntivirus Iproducts Idetect Iand Iremove Isoftware Iof Ithis Itype, Iusually 

Iby Iblocking Ithe Idownload Iand Iinstallation Ibefore Iit Ican Iinfect Iyour Icomputer. 

 

 VIRUSES. IViruses Iare Idesigned Ito Icompromise Iyour Icomputer Isystems, Iand Iallow Iothers 

Ito Igain Iaccess Ito Iyour Ifiles, Ietc. IThis Iis Idifferent Ithan Ispyware Iin Ithat Ia Ivirus Imay 

Isearch Ifor Iinformation Iconsidered Ito Ibe Iof Ivalue, Iwhere Ispyware Iwill Iwait Ifor Iinput Ior 

Iaction Ifrom Iwhomever Iis Iusing Ithe Icomputer. IA Isystem Ithat Iis Icompromised Imay Ibe 

Iused Ito Iattack Iother Isystems, Idenying Ipeople Ilegitimate Iaccess Ito Iservices. IAn Iexample 

Iwould Ibe Ithe Irecent Iactivities Iof Ithe Igroup Icalled 

“Anonymous.” IThis Igroup Itook Iover Icomputer Isystems Iaround Ithe Iworld, Iand Iused Ithem 

Ito Ilaunch Iattacks Ion Iwebsites. IThese Itypes Iof Iattacks Iare Icalled I“denial Iof Iservice” 

Iattacks. I 

 

 Hacking. IHacking Iworks Isimilarly Ito Iviruses. IA I“hacker” Iuses Isoftware Ito Iprobe Ifor 

Ivulnerabilities, Iand Ithen Iuses Iprogramming Itechniques, Isoftware Iutilities, Ior Isystem 

Icommands Ito Iexploit Ithe Ivulnerability. IThe Iprimary Iobjective Iis Ito Igain Iaccess Ito Iyour 

Isystem. IOnce Ithis Iaccess Iis Iobtained, Iyou Ican Ithink Iof Iit Ilike Ia Iburglary I– Ithey Isearch 

Ifor Ianything Iof Ivalue Iand Ioften Itimes Ileave Idamage Ibehind. IMore Ithreatening Iare Ithose 

Ihackers Iwho Isimply Itake Icontrol Iof Iyour Isystem Iand Iwait, Ito Isee Iwhat Iinformation 

Ibecomes Iavailable Ior Iwhat Iother Isystems Ithey Ican Igain Iaccess Ito. 

 

 

 

 Identity ITheft I– IIdentity Itheft Irefers Ito Iall Itypes Iof Icrime Iin Iwhich Isomeone Iillicitly 

Iobtains Iand Iuses Ianother Iperson's Ipersonal Idata Ithrough Ideception Ior Ifraud, Itypically Ifor 

Imonetary Igain. IWith Ienough Ipersonal Iinformation Iabout Ian Iindividual, Ia Icriminal Ican 

Iassume Ithat Iindividual's Iidentity Ito Icarry Iout Ia Iwide Irange Iof Icrimes. IIdentity Itheft 

Ioccurs Ithrough Ia Iwide Irange Iof Imethods—from Ivery Ilow-tech Imeans, Isuch Ias Icheck 

Iforgery Iand Imail Itheft Ito Imore Ihigh-tech Ischemes, Isuch Ias Icomputer Ispyware Iand Isocial 



 

 

Inetwork Idata Imining. IThe Ifollowing Itable1 Iillustrates Iwell-known Isocial IWeb Isites Ithat 

Ihave Ibeen Iattacked. 

 Spam: ISpam Iis Ian Ielectronic I'junk Imail' Ior Iunwanted Imessages Isent Ito Iyour Iemail Iaccount 

Ior Imobile Iphone. IThese Imessages Ivary, Ibut Iare Iessentially Icommercial Iand Ioften Iannoying Iin 

Itheir Isheer Ivolume. IThey Imay Itry Ito Ipersuade Iyou Ito Ibuy Ia Iproduct Ior Iservice, Ior Ivisit Ia 

Iwebsite Iwhere Iyou Ican Imake Ipurchases; Ior Ithey Imay Iattempt Ito Itrick Iyou Iinto Idivulging 

Iyour Ibank Iaccount Ior Icredit Icard Idetails. 

 Nigerian IScam: INigerian Ior IFrauds I409 Ior I419 Iare Ibasically Ithe Ilottery Iscam Iin Iwhich Isome 

Ioverseas Ipersons Iare Iinvolved Ito Icheat Iinnocent Ipersons Ior Iorganizations Iby Ipromising Ito Igive 

Ia Igood Iamount Iof Imoney Iat Inominal Ifee Icharges. ITheir Iintention Iis Ito Isteal Imoney Iin Ithe Iform 

Iof Ifee Iagainst Ithe Ilottery Iprize. 

 

5.3. STEPS ITO ISECURE IONLINE IBANKING: 

5.3.1. When Iis Ia Iwebsite Isecure Ifor Ifinancial Itransactions? 

 

Before Isending Iany Isensitive Ior Ifinancial Iinformation Ionline, Iyou Iwant Ito Iknow Ithat Iyou 

Iare Icommunicating Iwith Ia Isecure Isite. ISecure Isites Imake Isure Iall Iinformation Iyou Isend 

is Iencrypted—or Iprotected—as Iit Itravels Iacross Ithe IWeb. IThe Ihttps Iaddress Iheading Iand 

Iyour Ibrowser's Isecurity Isymbol Iare Itwo Isigns Iindicating Iyou Iare Ion Ia Isecure Isite. 

 

 Web Iaddresses Ieither Ibegin Iwith Ihttp Ior Ihttps. IIf Ithe Iaddress Iis Ihttps, Ithe 

Iinformation Iyou Isend Ito Iit Iis Iencrypted Iand Iwill Ilook Ilike Igibberish Iif 

Iintercepted Iby Icybercriminals. 

 

 

 

Your Ibrowser Iwill Iuse Ia Isecurity Isymbol Ior Ilock Ito Iindicate Ithat Ithe Ibrowser Iverifies Ithat Ithe Iwebsite Iis Ia Isecure 

Isite. IAs Iseen Iin Ithe Iexamples Ibelow, Ithe Ilook Iof Ieach Ibrowser's Isymbol Ican Ibe Islightly Idifferent, Iand Iit Iis Iusually 

Ilocated Iin Ithe Iaddress Ibar. 

 



 

 

 

 

 5.3.2. ISecurity Ialerts Iand Ithe ISSL Icertificate 

  I ISecure Isites Ihave Ian ISSL Icertificate. IAn ISSL Icertificate Idoes Itwo Ithings. IFirst, Iit 

Iacts Ilike Ia Ivirtual Ipassport Ior Idriver's Ilicense. IIt Imeans, II Iam Iwho II Isay II Iam. 

ISecond, Iit 

enables Iencryption. IIf Ia Isite Idoes Inot Ihave Ian ISSL Icertificate, Ithe Iaddress Iwill Ibegin Iwith 

Ihttp Iinstead Iof Ihttps, Iand Iyour Ibrowser Iwill Inot Ishow Ia Ilock Isymbol. IIf Iit Ihas Ian ISSL 

Icertificate, Iyou Ican Iaccess Iit Iby Iclicking Iyour Ibrowser's Ilock. 
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1.1.1.1 ONLINE IBANKING IIN IINDIA-GUIDELINES IBY IRBI 

 

6.1. Guidelines Iby IRBI Ion IInternet IBanking Ifacility Ito ICustomers Iof IRegional IRural Ibanks 

I(RRBs): 

6.1.1. Technology Iand ISecurity IStandards: 

 I 

a. RRBs Ishould Ihave Iappropriate IInformation ISecurity Ipolicy Iduly Iapproved Iby Ithe IBoard Iof 

IDirectors. IThere Ishould Ibe Iclear Isegregation Iof Iduties Ibetween Ithe IInformation ITechnology 

I(IT) IDivision Iand Ithe IInformation ISecurity I(IS) IDivision. IThe IInformation ITechnology 

IDivision Iwill Iactually Iimplement Ithe Icomputer Isystems. IThere Ishould Ibe Ia Iseparate 

IInformation ISecurity IOfficer Idealing Iexclusively Iwith IInformation ISystems Isecurity. IFurther, 

Ian IInformation ISystems IAuditor Iwill Iaudit Ithe IInformation ISystems. 

b. The Ibank Ishould Idesignate Ia INetwork Iand IDatabase IAdministrator Iwith Iclearly Idefined Iroles 

Ias Iper Ithe IIS IAudit Ipolicy Iduly Iapproved Iby Itheir IBoard. 

c. Logical Iaccess Icontrols Ito Idata, ISystems, IApplication Isoftware, Iutilities, Itelecommunication 

Ilines, Ilibraries, ISystem Isoftware, Ietc. Ishould Ibe Iin Iplace. 

d. The Ibank Ishould Iensure Ithat Ithere Iis Ino Idirect Iconnection Ibetween Ithe IInternet Iand Ithe 

Ibank's Isystem. 

e. All Iunnecessary Iservices Ion Ithe IApplication IServer Isuch Ias IFile ITransfer IProtocol I(FTP), 

ITelnet Ishould Ibe Idisabled. IThe IApplication IServer Ishould Ibe Iisolated Ifrom Ithe Ie-mail 

Iserver. 

 

f. The IInformation ISecurity Iofficer Iand Ithe IInformation ISystem Iauditor Ishould Iconduct Iperiodic 

Ipenetration Itests Iof Ithe Isystem, Iwhich Ishould Iinclude: 

 

1. Attempting Ito Iguess Ipasswords Iusing Ipassword-cracking Itools. 

2. Search Ifor Iback Idoor Itraps Iin Ithe Iprograms. 

3. Attempt Ito Ioverload Ithe ISystem Iusing IDistributed IDenial Iof IService I(DDoS) I& 

IDenial Iof IService I(DoS) Iattacks. 



 

 

4. Check Iif Icommonly Iknown Iholes Iin Ithe Isoftware, Iespecially Ithe Ibrowser Iand Ithe 

Iemail Isoftware Iexist. 

5. The Ipenetration Itesting Imay Ialso Ibe Icarried Iout Iby Iengaging Ioutside Iexperts I(often 

Icalled I'Ethical IHackers'). 

 

g. Physical Iaccess Icontrols Ishould Ibe Istrictly Ienforced. IPhysical Isecurity Ishould Icover Iall Ithe 

IInformation ISystems Iand Isites Iwhere Ithey Iare Ihoused, Iboth Iagainst Iinternal Iand Iexternal 

Ithreats. 

 

h. The Ibank Ishould Ihave Iproper Iinfrastructure Iand Ischedules Ifor Ibacking Iup Idata. 

 

i. Security Iinfrastructure Ishould Ibe Iproperly Itested Ibefore Iusing Ithe ISystems Iand IApplications 

Ifor Inormal Ioperations. IBanks Ishould Iperiodically Iupgrade Ithe ISystems Ito Inewer Iversions 

Iwhich Igive Ibetter Isecurity Iand Icontrol. 

6.1.2. Legal IIssues: 

 

a. Banks Imay Iprovide IInternet IBanking Ifacility Ito Ia Icustomer Ionly Iat Ihis/her Ioption Ibased Ion 

Ispecific Iwritten Ior Iauthenticated Ielectronic Irequisition Ialong Iwith Ia Ipositive 

Iacknowledgement. 

b. Considering Ithe Iprevailing Ilegal Iposition, Ithere Iis Ian Iobligation Ion Ithe Ipart Iof Ibanks Inot 

Ionly Ito Iestablish Ithe Iidentity Ibut Ialso Ito Imake Ienquiries Iabout Ithe Iintegrity Iand Ireputation 

Iof Ithe Icustomer Iopting Ifor Iinternet Ibanking. ITherefore, Ieven Ithough Irequest Ifor Iopening Ian 

Iaccount Imay Ibe Iaccepted Iover IInternet, Iaccounts Ishould Ibe Iopened Ionly Iafter Iverification Iof 

Ithe Iidentity Iof Ithe Icustomer Iand Iadherence Ito IKYC Iguidelines. 

 

 

 

 

 

 

 

 

6.2. Authentication Ipractices Ifor Iinternet Ibanking: 

 



 

 

Single IFactor IAuthentication: 

An Iauthentication Imechanism Ithat Iutilizes Iany Ione Iof Ithe Ifactors Iis Icalled Isingle Ifactor 

Iauthentication. IThis Iis Ithe Ibasic Iauthentication Imethod. I(For Iexample, Ia IUser Iid Iand Ipassword 

Icomes Iunder Ithis Icategory). 

Two IFactor IAuthentication: 

An Iauthentication Imechanism Ithat Iutilizes Ia Icombination Iof Itwo Ifactors Ii.e. I(User Iknows, IUser 

Ipossesses). IThis Imethod Iis Iused Iby Ivarious Ibanks Ifor Iauthentication Ifor Ionline Ibanking. 

E.g. IUser Iusing Ia Ipassword Ias Ithe Ifirst Ifactor I(User Iknows) Iand Ia IOne-Time IPassword I(OTP) Ias 

Ithe Isecond Ifactor I(User Ipossesses) Ito Iperform Isay, Ia Ifunds Itransfer Itransaction. 

Multi IFactor IAuthentication: 

An Iauthentication Imechanism Iwhere Itwo Ior Imore Ifactors Iare Iused Iin Iwhich Ione Iof Ithe Ifactors Iis 

necessarily Ipertaining Ito I‘the Iuser Iis’. 

 

(For Iexample, Ia Ilarge Ivalue Itransaction Iauthorized Iin Ia Ibank Iby Iusing Ia Icombination Iof Ithe Iperson’s Iuser 

id, Ia Ismart Icard Iand Ihis Ibiometric Iauthentication Ifactor). 

 

6.2.1. IImplementation Iof Iauthentication Iand Iother Isecurity Imeasures Ifor Iinternet Ibanking: 

 

a. An Ieffective Iauthentication Imethod Ishould Itake Iinto Iconsideration Icustomer Iacceptance, Iease Iof Iuse, 

Ireliable Iperformance, Iscalability Ito Iaccommodate Igrowth, Iand Iinteroperability Iwith Iother Isystems. 

 

b. An Iauthenticated Isession, Itogether Iwith Iits Iencryption Iprotocol, Ishould Iremain Iintact Ithroughout Ithe 

Iinteraction Iwith Ithe Icustomer. 

 

c. Changes Iin Imobile Iphone Inumber Imay Ibe Idone Ithrough Irequest Ifrom Ia Ibranch Ionly. 

 

d. Virtual Ikeyboard Ishould Ibe Iimplemented. 

 

e. Customers Ishould Ibe Iadvised Ito Iadopt Ivarious Igood Isecurity Iprecautions Iand Ipractices Iin Iprotecting Itheir 

Ipersonal Icomputer Iand Ito Iavoid Iconducting Ifinancial Itransactions Ifrom Ipublic Ior Iinternet Icafé 

Icomputers. 

 

f. Risk-based Itransaction Imonitoring Ior Isurveillance Iprocess Ineeds Ito Ibe Iconsidered Ias Ian Iadjunct. 

 

g. An Ionline Isession Iwould Ineed Ito Ibe Iautomatically Iterminated Iafter Ia Ifixed Iperiod Iof Itime Iunless 

Ithe Icustomer Iis Ire-authenticated Ifor Ithe Iexisting Isession Ito Ibe Imaintained. 

 

h. As Ian Iintegral Ipart Iof Ithe Itwo-factor Iauthentication Iarchitecture, Ibanks Ishould Ialso Iimplement 

Iappropriate Imeasures Ito Iminimize Iexposure Ito Ia Imiddleman Iattack Iwhich Iis Imore Icommonly Iknown 

Ias Ia Iman-in-the-middle Iattack I(MITM), Iman-in-the Ibrowser I(MITB) Iattack Ior Iman-in-the Iapplication 

Iattack. 

 

(i) Specific IOTPs Ifor Iadding Inew Ipayees: IEach Inew Ipayee Ishould Ibe Iauthorized Iby Ithe 

Icustomer Ibased Ion Ian IOTP Ifrom Ia Isecond Ichannel Iwhich Ialso Ishows Ipayee Idetails Ior Ithe 

Icustomer’s Ihandwritten Isignature Ifrom Ia Imanual Iprocedure Iwhich Iis Iverified Iby Ithe Ibank. 

 



 

 

(ii) Individual IOTPs Ifor Ivalue Itransactions I(payments Iand Ifund Itransfers): IEach Ivalue 

Itransaction Ior Ian Iapproved Ilist Iof Ivalue Itransactions Iabove Ia Icertain Imonetary Ithreshold Idetermined 

Iby Ithe Icustomer Ishould Irequire Ia Inew IOTP. 

 

(iii) OTP Itime Iwindow: IIt Iis Irecommended Ithat Ibanks Ishould Inot Iallow Ithe IOTP Itime Iwindow 

Ito Iexceed I100 Iseconds Ion Ieither Iside Iof Ithe Iserver Itime Isince Ithe Ismaller Ithe Itime Iwindow, Ithe 

Ilower Ithe Irisk Iof IOTP Imisuse. 

 

(iv) SSL Iserver Icertificate Iwarning: IInternet Ibanking Icustomers Ishould Ibe Imade Iaware Iof Iand 

Ishown Ihow Ito Ireact Ito ISSL Ior IEV-SSL Icertificate Iwarning. 



 

 

                                                                               CHAPTER-7 

 I I I I I I I I I I I I I I I I IA ICASE ISTUDY ION IONLINE-BANKING 

 

 IFor Icase Istudy Ia Isurvey Iwas Iconducted Ifrom IFOR I1 IMONTHS Ifor Ithe Iproject I“digital IBanking Iservices 

Iin IDelhi INCR”. IThis Isurvey Iwas Idone Ion Ithe Ibasis Iof I50 Irespondents Ifrom Ivarious Isectors. 

Mainly Ithe Iobjective Iof Ithe Iresearch Iis Ito Iunderstand Ionline Ibanking Iusers’ Ibehaviors, Iopinions, 

Ipreferences Iand Iexpectations. IThe Iquestions Iwere Idesigned Iin Isuch Ia Iway Ito Icover Iall Ithe Irelating Ifields. 

IThe Ifieldwork Iand Idata Ianalysis Iwere Iconducted Iby Ime Iafter Iconsulting Iwith Imy Isupervisor Iand Iwith 

Ithe Ihelp Iof Imy Ifriend. II Iam Ivery Imuch Igrateful Ito Ithem. 

  

Duration Iof Isurvey 1 IMONTH 

Target Ipopulation Local Ipeople Iof IGHAZIABAD IAND ISTUDENTS IOF IGU 

Survey Imethod Direct Iinterview, Iphone Icall Iand Isocial Imedia 

Effective Iresponse Irate 97% I(77 IOUT IOF I80) 



 

 

 

AGE IGROUP IANALYSIS 

 I I I I I I I I I I I I I I I I I

 

 

PARTICULARS 

 

FREQUENCY 

 

PERCENTAGE 

 

BELOW I20 

 

17 

 

21.3% 

 

20-35 

 

60 

 

75% 

 

35-50 

 

1 

 

1.2% 

ABOVE I50 2 2.5% 

 

  

 

 

 

 IINTERPRETATION: I IOut Iof I80 Irespondents I17 Irespondents Iare Iin Ibelow I20 Iage Igroup, I60 Irespondents 

Iin I20-35 Iage Igroup, I1 Irespondent Iin I35-50 Iage Igroup Iand I2 Irespondents Iin Iabove I50 Iage Igroup. IThis 

Ishows Iwith Ithe Ihelp Iof Ia IPie-Chart. 

7.1. DATA ANALYSIS AND INTERPRETATION: 



 

 

GENDER IBASIS IANALYSIS: 

 

 

 

 

GENDER 

 

FREQUENCY 

 

PERCENTAGE 

 

MALE 

 

51 

 

63.7% 

 

FEMALE 

 

28 

 

35% 

TRANSGENDER 1 1.2% 

 

INTERPRETATION: I IData Icollected Ifrom I80 Irespondents, Iall Irespondents Iperform Ionline 

Ibanking Iand Ithis Iis Irepresented Iby Ia Ipie Ichart Iwith Imale Iand Ifemale Ibasis Ianalysis. IIt Iis 

Igood Ifor Ithe Ibanks Ias Imost Iof Ithe Irespondents Iare Iaware Iof Ithe Iinternet Ibanking Iand Iall Ithe 

Iservices Ihave Ienjoyed Ithem Ibeing Ioffered Iby Ibanks



 

 

 I I I I I I I I I I I I I I I IEDUCATIONAL IPROFILE IANALYSIS: 

 

 

EDUCATION 

IPROFILE 

FREQUENCY PERCENTAGE COMULATIVE 

IFREQUENCY 

BELOW I10TH I 2 2.5% 2 

HIGH 

ISCHOOL&ABOVE 

23 29.1% 25 

GRADUATE 42 53.2% 68 

POST IGRADUATE 10 12.7% 77 

OTHER 2 2.5% 80 

 

 

INTERPRETATION: 

Among I80 Irespondents I2.5% Iare IBELOW IHS Ipass, IHIGH ISCHOOL&ABOVE IARE I29.1%, 

I53.2% Iare Igraduate, I12.7% Iare IPost-Graduate Iand I2.5% Iare Iothers. 

 



 

 

 I IINTERNET IUSES IBASIS IANALYSIS: 

 

 

 

INTERNET IUSES FREQUENCY PERCENTAGE COMULATIVE 

IFREQUENCY 

ONE IHOUR 3 3.8% 3 

TWO IHOURS 8 10.1% 12 

THREE IHOURS 11 13.9% 22 

MORE ITHAN ITHREE 

IHOURS 

57 72.2% 80 

 

INTERPRETATION: 

Among I79 Irespondents I72.2% Iuse Iinternet Imore Ithan Ithree Ihours Iper Iweek, I13.9% Iuse 

Iinternet Ithree Ihours Iper Iweek, I10.1% Iuse Iinternet Itwo Ihours Iper Iweek Iand I3.8% Iuse 

Iinternet Ione Ihour Iin Ia Iweek.



 

 

1. BANK IACCOUNT:

 

BANK IACCOUNT FREQUENCY PERCENTAGE CUMULATIVE 

IFREQUENCY 

SBI 15 19% 15 

AXIS 5 6.3% 20 

ICICI 13 16.5% 33 

UCO 4 5.1% 37 

HDFC 6 7.6% 43 

UBI 6 7.6% 49 

BOI 3 3.8% 52 

PNB 4 5.1% 56 

OTHER 26 32.9% 79 

INTERPRETATION: IAmong I79 Irespondents, I15 Irespondents Ihave ISBI Ibank Ia/c, I5 Ihave IAXIS 

Ibank Ia/c, I13 Ihave IICICI Ibank Ia/c, I4 Ihave IUCO Ibank Ia/c, I6 Ihave IHDFC Ibank Ia/c, I6 Ihave 

IUBI Ibank Ia/c, I3 Ihave IBOI Ibank Ia/c, I4 Ihave IPNB Ibank Ia/c, I26 Ihave Iother’ Ibank Ia/c. 



 

 

2. DO IYOU IAVAIL IOF IALL IBANKING IFACILITIES IONLINE? 

 

BANKING IFACILITIES FREQUENCY PERCENTAGE CUMULATIVE IFREQUENCY 

YES 57 72.2% 57 

NO 22 27.8% 79 

 

 I I IINTERPRETATION: 

Most Iof Ithe Irespondents Iprefer Ionline Ibanking Iservices. IAbout I72.2% Irespondents Isupport 

Ionline Ibanking Iservices Iand Ionly I27.8% Irespondent Isupport Ioffline Ibanking Iservices. 



 

 

3. BANK IOPERATED IUNDER ICORE IBANKING IFACILITY? 

 

BANKING IUNDER 

ICORE IBANKING 

FREQUENCY PERCENTAGE COMULATIVE 

IFREQUENCY 

YES 38 49.4%  

NO 5 6.5%  

CAN’T ISAY 34 44.2% 77 

 

INTERPRETATION: 

Among I100 Irespondents I49.4% Isay Ithat Itheir Ibank Irun Iunder Icore Ibanking Isystem Ibut I44.2% Ihave Ino 

Iclear Iconcept Iabout Ithis Iand Ithey Ichoose I“CAN’T ISAY” Ioption. 



 

 

4. HOW IFREQUENTLY IDO IYOU IUSE IONLINE IBANKING IFACILITIES? 

 

 

 

ONLINE IBANK ISERVICES 

 

FREQUENCY 

 

PERCENTAGE 

 

CUMULATIVE IFREQUENCY 

DAILY 15 19% 15 

WEEKLY 29 36.7% 34 

MONTHLY 14 17.7% 48 

OCASSIONALLY 16 20.3% 74 

YEARLY 0 0% 64 

NEVER 5 6.3% 79 

 

INTERPRETATION: 

Most Iof Ithe Ipeople Ido Inot Ineed Ithe Iservices Iof Ibanks Iregularly. IThey Imay Itransact Iwith 

Ibanks Ion Ioccasionally Ibasis, Iyearly Ior Inever. IThis Ichart Ishows Ithe Ihabits Iof Ipeople Iin Icase 

Iof Iuse Iof Ionline Ibanking.



 

 

 

 

 

SINGLE IONLINE 

ITRANSACTION 

FREQUENCY PERCENTAGE CUMULATIVE IFREQUENCY 

0-1000 37 46.8% 37 

1000-5000 25 31.6% 62 

5000-10000 7 8.9% 69 

10000-20000 4 5.1% 73 

ABOVE I20000 6 7.6% 79 

 

 

INTERPRETATION: 

Most Iof Ithe Ionline Ibanking Iusers Ihave Ia Itendency Ito Ispend IRs.1000 Ior Ibelow Ithis Iamount Iin 

Ia Isingle Itransaction. 



 

 

B 

 

 

 

 

INTERPRETATION: 

Most Iof Ithe Irespondents Ifelt Ithat Ithe I“24*7 IBUSINESS IHOURS” Iprovided Iby Ithe Iinternet 

Ibanking Iis Ithe Ihighest Imotivating Ifactor Ifor Ian Iindividual Ito Iuse Iinternet Ibanking Iand Irest 

Iprefer I“PRIVACY”,” ICONVENIENCE”, I“NOT ITO IMOVE” Ietc.

AVAIL IOF IONLINE 

IBANKING 

FREQUENCY PERCENTAGE CUMULATIVE 

IFREQUENCY 

PRIVACY 10 12.5% 10 

24*7 18 22.5% 28 

CONVENIENCE 20 25% 48 

NOT ITO IMOVE 

IANYWHERE 

4 5% 52 

EASY ITO IUSE 8 10% 60 

SAVING ITIMES I& 

ISPEED 

19 12.5% 79 

HARD ITO ISAY 1 1.2% 80 

OTHERS 0 0% 80 



 

 

 

 

Rating Frequency Percentage Cumulative IFrequency 

EXCELLENT 20 25% 20 

VERY IGOOD 28 35% 

 

48 

GOOD 29 36.2% 77 

AVERAGE 1 1.2% 78 

POOR 0 0% 78 

HARD ISAY 2 2.5% 80 

 

 

INTERPRETATION: 

It Iis Iinteresting Ito Isee Ithat Imost Iof Ithe Irespondents Igive I“good” Irating Ito IATM IBanking, IBalance 

IEnquiry, IPay IFund ITransfer, IOnline-Shopping Iand IOnline IRecharge



 

 

5 

 

 

 

 

 

 

 

INTERPRETATION: 

Among I80 Irespondents I51 Ipeople Isaid Ithat Itheir Ibank Ieducated Ithem Iabout Ithe Iseveral Ionline 

Ibanking Iservices Iand Ion Ithe Iother Ihand I9 Ipeople Isaid Ithat Itheir Ibank Idid Inot Ieducate Ithem 

Iabout Itheir Inet Ibanking Iservices.

EDUCATE IABOUT IONLINE 

IBANKING ISERVICES 

FREQUENCY PERCENTAGE CUMULATIVE IFREQUENCY 

YES 51 60% 51 

NO 9 13.8% 60 

CAN’T ISAY 20 26.2% 80 



 

 

 

 

 I I I I I I I IINTERPRETATION: 

It Iis Igood Ito Isee Ithat Imost Iof Ithe Iusers Ihave Iknowledge Iabout Ifrauds Iand Isecurity Iissues Iof 

Inet Ibanking Ibut Ieven Iwith Ithe Iincreasingly Iknowledge Iof Iinternet Ibanking Isome Irespondents Iare 

Iunaware Ithe Imethods Itaken Iup Iby Ithe Ibank Ito Isecure Ieach Iand Ievery Itransaction.

SECURITIES I& ITHREATS IIN 

IONLINE IBANKING 

FREQUENCY PERCANTAGE COMULATIVE 

IFREQUENCY 

YES 66 82.5% 66 

NO 7 % 73 

CAN’T ISAY 7 8.8% 80 



 

 

 

 

 

UPDATE IONLINE 

ISERVICES IREGULARLY 

 

FREQUENCY 

 

PERCENTAGE 

 

CUMULATIVE IFREQUENCY 

 

YES 

 

51 

 

66.2% 

 

51 

 

NO 

 

8 

 

10.4% 

59 

 

 

CAN’T ISAY 

18 23.4% 77 

 

 

INTERPRETATION: 

This Iis Ivery Iinteresting Ito Isee Ithat Imost Iof Ithe Ionline Ibanking Iusers Ithink Ithat Itheir Ibanks 

Iupgrade Itheir Iservices Iregularly. IBut Isome Ipeople Idid Inot Ithink Iso Iand Isome Ifew Idid Inot 

Icome Ito Ia Iconclusion. 



 

 

 I 

5.  

UNNECESSARY ICHARGES 

IBY IBANK 

FREQUENCY PERCENTAGE CUMULATIVE IFREQUENCY 

YES 24 30.8% 24 

NO 31 39.7% 55 

CAN'T ISAY 23 29.5% 78 

 

 

INTERPRETATION: I 

30.8% Iusers Ithink Ithat Itheir Ibanks Icharge Iunnecessary Ifor Ionline Iservices. IWhile I39.7% Ipeople 

think Ithat Itheir Ibanks Idon’t Ido Isuch Iand I29.5% Ipeople Iare Iunable Ito Ianswer Ithis Iquestion. 



 

 

 

 

 

 

 

 

ONLINE IBANKING 

IBETTER 

ISUBSTITUTE 

 

 

FREQUENCY 

 

 

PERCENTAGE 

 

 

CUMULATIVE IFREQUENCY 

YES 49 62.8% 49 

NO 11 14.1% 50 

MAY IBE 18 23.1% 78 

 

 

INTERPRETATION: 

It Iwas Iwitnessed Ithat Imost Iof Ithe Irespondents Ipreferred Iusing IInternet IBanking Iover Ithere 

Itraditional Ibanking Isystem. IThus, IInternet IBanking Ihas Ia Ibright Ifuture Iahead.
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FACTORS IFOR INON-

ACCESSEBILITY IOF IONLINE 

IBANKING 

 

 

FREQUENCY 

 

 

PERCENTAG

E 

 

 

CUMULATIVE 

IFREQUENCY 

LACK IOF 

IAWARENESS IOF 

IPEOPLE 

32 41.6% 32 

INADEQUATE IATM 

ISERVICES 

9 11.7% 41 

RURAL IAREA 7 9.1% 47 

LACK IOF 

ICOMPUTER 

IFACILITY 

1 1.3% 48 

LESS IINTERNET 

ICONNECTION 

6 7.8% 54 

LACK IKNOWLEDGE 22 28.6% 77 

OTHER 0 0% 77 

 I I I I I I I I I I I I I I I I I I I 

 I I I I I I I I IINTERPRETATION: 

Among I80 Irespondents I32 Ichoose I“LACK IOF IAWARNESS”, I9 Ichoose I“INADEQUATE IATM 

ISERVICE”, I7 Ichoose I“RURAL IAREA”, I1 Ichoose I“LACK IOF ICOMPUTER IFACILITY”, I6 

Ichoose ILESS IINTERNET ICONNECTION” Iand I22choose I“LACK IOF IKNOWLEDGE” Ioption. 



 

 

 
 

ONLINE ISERVICES 

INEED ITO IBE 

IMODIFIED 

FREQUENCY PERCENTAGE CUMULATIVE IFREQUENCY 

ATM ISERVICES 20 25% 20 

ACCOUNT 

ISERVICES 

10 12.5% 30 

FUND 

ITRANSFER 

5 6.3% 35 

BILL IPAYMENT 0 0% 35 

E-TAX 

IPAYMENT 

1 1.3% 36 

E-DEPOSITE 6 6.2% 41 

MARKET 

IINVESTMENT 

4 5% 45 

LOANS I& 

ICREDIT 

6 7.5% 51 

INTERNET 

ISECURITY 

ISERVICES 

23 28.7% 74 

OTHERS 6 7.5% 80 

 

 

INTERPRETATION: 

This Ichart Ishows Ithat I“ATM ISERVICES”, I“ACCOUNT ISERVICES” Iand I“Internet Isecurity Iservices” 

Ishould Ibe Imodified Iin Inear Ifuture. 



 

 

 

 

 

OVERALL IRATING 

 

FREQUENCY 

 

PERCENTAGE 

 

CUMULATIVE 

IFREQUENCY 

EXCELLENT 20 25% 17 

 

VERY IGOOD 

 

28 

 

35% 

 

45 

GOOD 29 36.2% 75 

AVERAGE  

1 

 

1.2% 

 

76 

POOR  

0 

 

0% 

 

78 

HARD ITO ISAY 2 2.5% 80 

 

INTERPRETATION: 

The Isatisfaction Ilevel Iof Ipeople Iwith Ithe Ionline Ibanking Iservices Iof Itheir Ibanks Ihas Ia Imixed 

Review. IThis Imay Idue Ito Imultiple Ireasons. IMoreover I36% Ipeople Ichoose I“VERY IGOOD” Ioption.



 

 

 

 I I I I I I I I I I I I I I I I I I I I ICHAPTER-7 

FINDINGS, I IRECOMMENDATIONS I I& I 

ICONCLUSIONS 

 

7.1. ITHE IMAJOR IFINDINGS IOF ITHE IPRIMARY ISURVEY IARE: 

 80 Ipeople Irespond Ito Ithis Istudy. IBut Iout Iof Iwhich I57 Ipeople Iclaim Ithat Ithey Iperform 

Ionline Ibanking Iservice. 

 57 Irespondents Iuse Iinternet Imore Ithan Ithree Ihours Iin Ia Iweek. 

 Out Iof I80 Ipeople Iare I51 Imale Iand I I I28 Ifemale Ia I1 Itransgender. IThat’s Imean Ithe Imale 

Ihave Imore Iknowledge Iabout Ithe Itransactions Iand Ihaving Imore Iknowledge Iabout Ithe 

Iservices Iprovided Iby Ithe Ibanks. IOnly Iworking Iladies Iand Ischool-college Istudents Ihaving 

Iknowledge Iabout Ithat Iservice. 

 Most Iof Ithe Irespondents Iwho Ilies Iunder Ibelow I20-35 Iare Iusing IE-Banking Iservices. 

 Most Iof Ithe Irespondents Iare Ieither IH.S Ipass Ior IGraduate. 

 It Iis Ivery Iinteresting Ito Isee Ithat I27 Ipeople Ihave Iaccounts Iin ISBI, IAXIS Iand IICICI Ibanks. 

IBut ISBI IBANK Ihas Imore Icustomers Ithan Iothers. 

 Among I80 Irespondents I38 Isaid Ithat Itheir Ibanks Irun Iunder ICORE IBANKING ISOLUSION 

Iand Ithis Iis Ivery Igood Ifor IIndian Ieconomy. 

 Saving Itime I& Ispeed Iand Iconvenience Iis Ithe Imain Ibenefit Iwhich Ionline Ibanking Iusers 

Ihave Iseen Iamong Iother Ioptions. 

 Most Iof Ithe Ionline Ibanking Iusers Ihave Ia Itendency Ito Ispend IRs.1000 Ior Ibelow Ithis Iamount 

Iin Ia Isingle Itransaction. 

 Users Igot Iexcellent Iservices Ifrom IATM IBANKING, IBALANCE IENQUARY, IBILLS 

IPAYMENT, IONLINE ISHOPPING Iand IONLINE IRECHARGE Ietc. Iand Iother Iservices Ihave 

Inot Iexcellent Iperformance Ilike Ithat. 

 Among I80 Irespondents I51 Ipeople Isaid Ithat Itheir Ibank Ieducated Ithem Iabout Ithe Iseveral 

Ionline Ibanking Iservices Iand Ion Ithe Iother Ihand I9 Ipeople Isaid Ithat Itheir Ibank Idid Inot 

Ieducate Ithem Iabout Itheir Inet Ibanking Iservices. ISo, Iit Iis Ivery Icontroversial Imatter. 

 Most Iof Ithe Iusers Ihave Ino Irequirement Ifor Idaily Ior Imonthly Ibase Itransactions, Ithey 

Iprefer Iweekly Ibase Itransactions. 

 This Istudy Irevealed Ithat Imost Iof Ithe Iusers Iclaim Ithat Ithey Iaware Iof Isecurity Ithreats Iand 

Ithey Itook Irecommend Isteps Ito Isecure Ithe Inet Ibanking. 

  Maximum Inumber Iof Irespondents Iclaim Ithat Itheir Ibanks Ido Inot Icharge Iextra Icharges Ifor Inet 

Ibanking Ifacilities. 

 Out Iof I80 Irespondents I59 Ipeople Itold Ithat Ithey Iwill Icontinue Ionline Ibanking Iactivities 

Iin Ifuture. 

 Most Iof Ithe Irespondents Iclaim Ithat ILACK IOF IAWARENESS, ILESS ICOMPUTER 

IFACILITIES Iand ILESS IINTERNET ICONNECTION Iare Ithe Imain Icauses Ifor Inon-

accessibility Iof Ionline Ibanking Iby Imajority Iof Ipeople Iin Itheir Iarea. 

 People Ialso Iclaim Ithat IATM ISERVICE, IBILL IPAYMENT ISERVICE Iand IINTERNET 

ISECURITY ISERVICE Ishould Ibe Imodified Iin Inear Ifuture. ISome Ipeople Ialso Ivote Ifor 

ICUSTOMER IFEEDBACK Iservice.



 

 

 

 

 I I ICONCLUSION IAND ILIMITATION: 

 

In IIa IIcountry IIlike IIIndia, IIthere IIis IIneed IIfor IIproviding IIbetter IIand IIcustomized IIservices IIto 

IIthe IIcustomers. IIBanks IImust IIbe IIconcerned IIabout IIthe IIattitudes IIof IIcustomers IIwith IIregard IIto 

IIacceptance IIof IIinternet IIbanking. IIThe IIimportance IIof IIsecurity IIand IIprivacy IIfor IIacceptance IIof 

IIinternet IIbanking IIhas IIbeen IInoted IIin IImany IIearlier IIstudies IIand IIit IIwas IIfound IIthat IIpeople 

IIclaim IIthat IIthey IIhave IIknowledge IIabout IIsecurity IIissues IIbut IIthey IIhave IIno IIclear IIidea IIabout 

IIall IIkind IIfrauds. IIThe IIpresent IIstudy IIshows IIthat IIcustomers IIare IImore IIreluctant IIto IIaccept 

IInew IItechnologies IIor IImethods IIthat IImight IIcontain IIlittle IIrisk. IIHence, IIbanks IIshould IIdesign 

IIthe IIwebsite IIto IIaddress IIsecurity IIand IItrust IIissues. 

The IIsurvey IIwas IIconducted IIwith II50 IIpeople IIof IINoida IIand IIGreater IINoida. IISo, IIwe IIcan’t 

IIsay IIthat IIthis IIis IIthe IIreal IItrends IIof IInet IIbanking IIof IIwhole IIthe IIcountry. 

People IIare IInot IIconfident IIenough IIto IIwhether IIto IIrely IIcompletely IIon IIonline IIbanking. IIThere 

IIis IIhesitancy IIin IItheir IIminds IIwith IIregards IIto IIpreference. IISo, IIthey IIuse IIboth IIthe IIonline 

IIand IIoffline IIbanking. 

At IIthe IItime IIof IIsurvey IIwhen III IIgive IIquestionnaires IIto IIpeople, IIthey IIvery IIcasually IIfill IIit 

IIwithout IIthink IIof IIthe IIdepth IIof IIthe IIstudy. 

Another IIpoint IIis IIpeople IIare IInot IIdisclosing IItheir IIpersonal IIdata IItruly. 

Due IIto IIshortage IIof IItime IIdata IIcan’t IIbe IIcollected IIform IIall IItypes IIof IIpeople. 

The IIstudy IIwas IIconducted IIwith IIthe IIhelp IIof IIstudents, IIservice IIholders IIand IIbusiness IImen IIetc. 

The IIstudy IIreveals IIthat IIATM IIBANKING, IIBILL IIPAYMENT, IIONLINE IISHOPPING IIand IIONLINE 

IIRECHARGE IIetc. IIare IIperformed IIby IIso IImany IIrespondents IIbut IIit IIdoes IInot IIreflect IIthat IINEFT, 

IIRTGS IIor IIDMAT IIservices IIare IInot IIperformed IIby IIthe IIpeople. 

7.2.RECOMMENDATIONS: 

We IIcan IIsee IIthe IItime IIis IIchanging IIand IIwe IIare IInow IIaccepting IItechnology IIbut IIthere IIis 

IIstill IIa IIlot IIof IIperceptual IIblocking IIwhich IIhampers IIthe IIgrowth IIits IInormal IItendency IIof 

IItechnology, IIthat IIwhy IIthe IIgrowth IIof IIinternet IIbanking IIis IIvery IIprimitive IIin IInature. 

 Recommendations IIto IIbanks: 

 Banks IIshould IIobey IIthe IIRBI IInorms IIand IIprovide IIfacilities IIas IIper IIthe 

IInorms. IIBut IIthis IIare IInot IIcompletely IIfollowed IIby IIthe IIbanks. IISome IIof 

IIour IIrespondents IIcomplained IIthat IItheir IIbank IIdoes IInot IIgive IIfeedback IIof 

IIonline IItransaction IIin IIproper IItimes. IIIf IIcustomers IIdo IInot IIget IIproper 

IIfeedback IIthen IItheir IIinterest IIin IIonline IIservices IIwill IIbe IIreduced. IISo, IIbank 

IIshould IItake IIproper IIsteps IIto IIbuild IItheir IIfeedback IIservices. 

 Internet IIbanking IIfacilities IImust IIbe IImade IIavailable IIin IIall IIbanks IIas 

IIwell IIas IIin IIall IIbranches. 

 There IIare IIsome IIco-operative IIbanks IIin IIthis IIarea IIand IIthis IItype IIof IIbanks 

IIstill IIdo IInot IIhave IIcore-banking IIfacilities. IIFor IIthis IIreason, IIthis IItype IIof 

IIbank IIloses IItheir IIcustomers. IISo IIco-operative IIbanks IIshould IIbe IIcovered 

IIunder IIcore-banking IIsystem. 

 Link IIfailure IIis IIa IIbig IIproblem IIespecially IIin IIUCO IIbank IIand IIfor IIthis 

IIreason IIthe IIimportant IIbusiness IIdeals IIhave IIbeen IIhampered. IISo, IIbanks 

IIshould IImodify IItheir IIsoftware IIimmediately. 



 

 

 Now IIsome IIbanks IIinstall IIautomated IIbalance IIupdate IImachine IIto IIavoid 

IIcustomer IIharassment IIbut IIall IIbanks IIshould IIexcept IIthis IIsystem IIvery 

IIquickly. 

 Banks IIshould IIdevelop IItheir IIservices IInot IIonly IIin IItown IIareas IIbut IIalso 

IIin IIvillage IIareas. IIBanks IIshould IIinstall IImore IIand IImore IIATMs IIin IIboth 

IIurban IIand IIrural IIareas. 

 There IIis IIanother IIproblem III IIfaced IIat IIthe IItime IIof IIconducting IIthis IIsurvey 

IIthat IIthe IIrespondents IIcomplained IIthat IIthere IIare IIso IImany IIATM IImachines 

IIin IIthis IIlocality IIbut IImost IIof IIthe IIATMs IIhave IInormally IIno IIcash IIat IIall. 

IISo, IIbank IIshould IIextend IIthis IIservice IIwith IIregular IIcash IIfilling. 

 Fair IIdealing IIwith IIthe IIcustomers IIis IImore IIpreferable. IIThe IIstuff IIshould 

IIbe IIco- IIoperative, IIfriendly IIand IImust IIbe IIcapable IIto IIunderstand IIthe 

IIproblems IIof IIthe IIcustomers. 

 Banks IIshould IIgive IIproper IItraining IIto IIcustomers IIto IIuse IInet IIbanking. 

 Banks IIshould IIalways IIupdate IItheir IIsecurity IIsystems IIand IIcreate IIa IItrust IIin 

IIthe IImind IIof IIcustomers IItowards IIsecurity IIof IItheir IIaccounts. 

 Banks IIshould IImake IItheir IIsites IImore IIuser IIfriendly. IICustomers IIshould IIbe 

IImotivated IIto IIuse IIinternet IIbanking IIfacilities IImore. 

 Banks IIare IInow IIusing IItwo IIfactor IIauthentications IIi.e. IIpassword IIand IIOTP 

IIbut IIthey IIshould IIimprove IIthat IIand IIusing IIthree IIfactor IIauthentications 

IIbecause IIhackers IIsometimes IIbreak IIthe IItwo-factor IIauthentication IIsystem. 

 II II II II II II II II II II II IIRecommendations IIto IIusers: 

 Use IIanti-virus IIand IImaintain IIthe IIintegrity IIof IIyour IIcomputer IIby IIscanning 

IIregularly IIfor IIcomputer IIviruses. 

 If IIusing IIthe IIsame IIcomputer IIor IImobile IIfor IIonline IIbanking, IIe-mail IIand 

IIweb IIbrowsing, IIalways IILOG IIOFF IIbanking IIsessions IIbefore IIchecking IIe-mail 

IIor IIweb IIbrowsing. IIcomputer IIviruses IItoday IIare IIcapable IIof IIinstalling 

IIthemselves IIthrough IIe- IImail IIlinks IIas IIwell IIas IIweb IIsites IIwhere IIjust 

IIpassively IImoving IIyour IImouse IIover IIan IIimage IIcould IIbe IIenough IIto IIinstall 

IIa IIscript IIthat IIgrabs IIyour IIcached IIonline IIbanking IIcredentials II(user IIID IIand 

IIpassword) IIand IIallows IIa IIcriminal IIto IIsteal IImoney IIfrom IIyour IIaccount. 

IIAlways IIkeep IIyour IIanti-virus IIsoftware IIup-to-date. 

 Always IIuse IIoriginal IIoperating IIsystem IIwith IIoriginal IIcommercial IIanti-virus 

IIwhich IIcould IIbe IIbetter IIthan IIcrack IIversion IIor IIfree IIsample. 

 If IIyou IIare IIusing IIcomputer IIwith IImultiple IIoperating IIsystem II(e.g., 

IIUbuntu, IIDos IIor IIWindows) IIyou IImust IIseparately IIinstall IIanti-viruses IIfor 

IIeach IIO.S. 

 Do IInot IIrespond IIto IIe-mails IIrequesting IIaccount IIinformation, IIaccount 

IIverification IIor IIbanking IIaccess IIcredentials IIsuch IIas IIusernames, IIpasswords, 

IIPIN IIcodes IIand IIsimilar IIinformation. 

 Do IInot IIuse IIe-mail II(or IIe-mail-based IIfax IIsystems IIlike IIFacey’s) IIto 

IIsend IIsensitive IIinformation. 

 Install IIa IIdedicated, IIactively IImanaged IInetwork IIfirewall IIto IIlimit IIthe IIpotential IIfor 

IIunauthorized IIaccess IIto IIyour IInetwork IIor IIcomputer. II IIConsider IIinstalling IIa IIspyware 

IIdetection IIprogram. 

 Clear IIthe IIbrowser IIcache IIbefore IIstarting IIan IIonline IIbanking IIsession IIto 

IIeliminate IIcopies IIof IIweb IIpages IIthat IIhave IIbeen IIstored IIon IIthe IIhard 

IIdisk. 

 Verify IIthe IIsecure IIsession II(https IIor IInot IIhttps) IIin IIthe IIbrowser. 

 Avoid IIusing IIautomatic IIlogin IIfeatures IIthat IIsave IIyour IIpersonal IIdetails. 

 Create IIa IIstrong IIpassword IIbut IIthat IIwill IIbe IIeasy IIto IIremember IIwithout 

IIwriting IIit IIdown IIanywhere. 



 

 

 Frequently IIchange IIyour IIpassword IIcombination IIfor IIbetter IIprotection. 

 Last IIbut IInot IIthe IIleast, IIsome IIof IIour IIrespondents IIshare IIthat IIthey 

IIreceived IIa IIphone IIcall IIby IIwhich IIa IImale IIor IIfemale IIgave IIa IInews IIthat 

IIthe IIrespondents IIwon IIlottery IIworth II25 IIlacs IIor IIa IIbig IIamount IIfrom 

IIeither IItheir IImobile IIcompany IIor IIsomewhere IIelse. IIBut IIthe IIfact IIis IIthis 

IItype IIof IIcaller IIwant IIcustomer’s IIbank IIdetails IIor IIATM IIcard IIdetails IIto 

IIsend IIthe IIhuge IImoney IIand IIsome 

  

 I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I I II 

IICHAPTER- II II8 II II II II II II II II II II II II II II II II II 

II II II II II II II II II II II II II II II II II II II II II II II II II 

II II II II II II II II II II II II II II II II II II II II II II II II II 

II II II II II II II II II II II II II II II II II II II II II 

 II II II II II II II IIBIBLIOGRAPHY 

 

 II II II II II II II II II II II II II II II II8.1 IIWEBSITES: II- 

 www.google.com 

 www.wikipedia.in 

 www.slideshare.net 

 www.scribed.in 

 www.investopedia.com 

 www.yahoo.com 

 www.sbionline.com 

 www.sbi.co.in 

 www.linkedin.com 

 www.rbi.org.in 

 www.rbi.in 

 

 

http://www.google.com/
http://www.wikipedia.in/
http://www.slideshare.net/
http://www.scribed.in/
http://www.investopedia.com/
http://www.yahoo.com/
http://www.sbionline.com/
http://www.sbi.co.in/
http://www.linkedin.com/
http://www.rbi.org.in/
http://www.rbi.in/

