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HILL CIPHER

A The Hill Cipher was invented by Lester S. Hill in 1929

A The Hill Cipher based on linear algebra
4 Encryption

= 2 x 2 Matrix Encryption
= 3 x 3 Matrix Encryption
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HILL CIPHER

O square maitrix M by the equation MM~'= M—*M= I, where I is the

identity matrix.

O C =P*K mod 26
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O Example of Key 2 x 2

(H IN (7 8
DK_(L L)_(ll 11)
O plaintext message "short example”

O P= short example

2r-(OOOMO-CHEIEIEE)
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ar-(OOOCO-HEIEIEE)

D[ko kl] po]_ kO*Po+k1*P1]

ky ks 7 P1l |k, *pg + k3 * 0y

= [171 181] ; [178] - [11 : }gi 2i1*=.:/7] " [;.gé

[): 6= [égglmod 26 = [105] - [Z]
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ar- (OO -CIEHE EE
(i 1))

(171 181)(};{) 3 (32‘1)

(171 181)(};) - (2;2,;) = ((;) mod 26

(}Z 11_)((;) 22 (171 181)(13) = (gi;}) = ((3)) mod 26 = (g)
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ar-OOEHHO - E
(171 181)(149)

(171 181)(]4:)) 2 (;22)

(171 181) (14()) ™3 (égg) = (199) mod 26

i DC) =G 1)(5)- (i'(':ti) = (1) mod 26 = (1)
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ar- OOOG O - EEE
(171 181)(?2?)

(171 181)(203) i (.lzg;)

(171 181)(2(5?) = (;g;) = (159) mod 26

(’1{ ;.)(Z)z(:l 181)(20‘)=(.1421;)=(1?)) m""z"z({;:)
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ar=(,) (@ () () =(7) G2 C)(E) G5 ()
G e

7X12+8x15 =204
11x12+4+11x 15 =297

(171 181) (ig) i (ig;)

(171 181) (}é) = (ég;) = (%12) a2

i DG =G 1)G5)= (o) = () medze=(7)
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ar-OOOG O -HECIEEE)
(171 181)(141)

(171 181)(141)=(:2(5))

(171 181)(14]) & (:22) - (3) mod 26

(;11 ll)(i) r (171 181)(141) = (:22) - (2) N A (;)
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ac=() OO G)

A This gives us a final ciphertext of "APADJ TFTWLFJ"
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DECRYPTION

=G @ONOM0)
Q This gives us a final ciphertext of "APADJ TFTWLFJ”
H 1)

I =(171 181)

O We want to find K1

QK =
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U Step 1 — Find the Multiplicative Inverse of the Determinant
»D(K)=7%11—-—8%11 = —11mod 26 = 15
»DD 1 =1mod26 =15+D"1
»15* D" 'mod 26 = 1
> Try and Test 1 mod 26 = 105
» 105 mod 26 =1
D=7

Program Name: BCA



(A Step 2 — Find the Adjugate Matrix of Key
e N iffid —b
ragl (C d)_(—c a )
s SN - 11 —8 < 21 18
adj(yy 11)=(Z51 7 )moed26 = (35 )

(1 Step 3 Multiply the Multiplicative Inverse of the Determinant
by the Adjugate Matrix

a7-(2 )= (7 2 moaze= (3 )=k
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2c=()@OOMD)=WOGEEE)

Z‘Sx()+22xl‘§)
1 xX0+4+23 x15
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c.c=<;>(z:><{)(>< )D)=(LOEEBE
s 22)(4) (35 2)(0)

(

e

25x0+22><3)
1x0+23x3

y

) mod 26

14
1

7
)
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=R E@OOM()=() Q6 E D E

G AO=F 2D
25 X9 4 22 X 19)

(1x9+23x]9
(643)

C

) mod 26
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=) @OOM () = E 6 GO
E =G 2

(
(2'5><'5+22x]9)
(

1x5+4+23x%x19

543
4 12)

( 0 ) mod 26
(a)
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1c=(EODO N -HOREEE

[
25 22\ (W 25 22\ /22
(1 23)(L):(1 23)(11)
_(25x22+22x11)
" \1x22423x11

792
(275)
(ié) mod 26

_ ()]r)z )
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2c=@OOM()=EEEEEE)

1179
(25 22)(F) (25 22)(5)
1 23/\J 1 23719

(25)(5-1-22)(9)
1xX5+23%x9

323
(212)
(141) mod 26

= ()
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W Using Hill Cipher how to implement 3x3 matrix

encryption ? The key for a hill cipher 1s a matrix

2 4 5
e.g. k=9 2 1 and message= ATTACK AT DAWN
3 17 7
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