
School  of Computing 
Science and Engineering

Program: B.Tech.
Course Code: CSCN 4024Course Code: CSCN 4024
Course Name: Wireless and Mobile
Security



School of Computing Science and Engineering
Course Code : CSCN 4024 Course Name:    WMS 

• A wireless sensor network (WSN) is a
collection of large number of sensor nodes to
cooperatively monitor physical or

wireless sensor network

cooperatively monitor physical or
environmental conditions, such as
temperature, sound, vibration, pressure,
motion or pollutants etc. at different locations.
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• Limited Energy

• Limited computation capabilities

Challenges of wireless sensor network

• Limited computation capabilities

• Limited Bandwidth

• Security
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Wireless Sensor Network Architecture
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1. Military Application

2.Environmental monitoring

Application of wireless sensor network

2.Environmental monitoring

3. Medical application

4. Traffic control

5.Agriculture
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Data aggregation is the process of combining the data
coming from various sources (sensor nodes) and
enrouting them after removing redundancies to improve
the overall network lifetime.

Data Aggregation in WSNs

the overall network lifetime.

The in-network processing is done at the aggregator node.

The aggregator node aggregates the data received from its
child nodes as per the required aggregation function (like
min, max, average, sum etc.) and sends the aggregated
result to the other high level aggregated node or sink.
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Based on the architecture of wireless sensor 
network data aggregation protocols can be 
classified into

Data Aggregation in WSNs

classified into
- tree based data aggregation protocol 
-cluster based data aggregation protocol
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This protocol uses the implementation of the 128-bits Advanced Encryption 
Standard (AES) block cipher algorithm for both authentication and encryption 
processes.

In WPA2 there are two modes of authentication that could be used which are 

Tree based data aggregation protocol

In WPA2 there are two modes of authentication that could be used which are 
Pre-Shared Key and Enterprise. Instead of TKIP, WPA2 uses Pair wise Transient 
Key (PTK) for key generation. 

Instate of using Michael algorithm, WPA2 uses CCMP (Counter Mode CBC 
MAC Protocol) which applies block cipher Advanced Encryption Standard 
(AES) algorithm.

In order to ensure integrity and provide accurate authentication, CCM (CBC-
MAC) has been used in WPA2
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Cluster based data aggregation protocol
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