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Storing Digital Evidence

 The media you use to store digital evidence
usually depends on how long you need to keep it

* CD-Rs or DVDs
— The ideal media
— Capacity: upto 17 GB
— Lifespan: 2 to 5 years
* Magnetic tapes
— Capacity: 40to 72 GB
— Lifespan: 30 years
— Costs: drive: $400 to $S800; tape: $40
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Storing Digital Evidence (continued)

4-mm DAT drive and tape DLT tape drive
Figure 5-6 4-mm DAT and DLT tape drives
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Evidence Retention and Media Storage Needs

» To help maintain the chain of custody for digital evidence

— Restrict access to lab and evidence storage area

» Lab should have a sign-in roster for all visitors

— Maintain logs for a period based on legal requirements

» You might need to retain evidence indefinitely

— Check with your local prosecuting attorney’s office or state laws to
make sure you’re in compliance
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Resource Challenges — Handling Data

aputer forensics is the equivalent of surveying a crime scene or performing an auto

a victim”

(James Borek, 2001
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dence Retention and Media Storage Needs (continue

Item description:

Iltem tag number:

Person Date logged Time Date
out logged out logged in
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