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NATIONAL FOREWORD :
- 2007 'Security management

This Indian Standard (Part 1) which is identical with ISO 28(?04'1 — Part 1: Gener:

systems for the Suppiy(chatn i Guidelines for the implementation of 1SO |2583;’ng = f;e o tf;!
principles’ issued by the International Organization for Standardization ( o Productiityl Sectional
the Bureau of Indian Standards on recommendation of me_mqnageme“t_la”
Committee and approval of the Management and Systems Division Council.

; icati Indian Standard
The text of ISO Standard has been approved as suitable for publication as & J
without deviations. Certain terminologies and conventions are, however, not identical to those used in
Indian Standards. Attention is particularly drawn to the following:

a) Wherever the words ‘International Standard’ appear referring to this standard, they should be

read as 'Indian Standard'.

b) Comma (,) has been used as a decimal marker, while in Indian Standards, the current practice

is to use a point (.) as the decimal marker.

In this adopted standard, reference appears to the following Inte;rnational Standard for which
Indian Standard also exist. The corresponding Indian Standard, which is to be substituted in its place,
is listed below along with its degree of equivalence for the edition indicated.

International Standard Corresponding Indian Standard Degree of
Equivalence
ISO 28000 : 2007 Specification for IS/ISO 28000 : 2007 Specification for Identical with
security management systems for the security management systems for the ISO 28000 :
supply chain supply chain 2007

Annex A is for information only.

This Standard includes the 1SO 28004-1 : 2007/Cor. 1 : 2012 (en) as Corrigendum which changes the
number of standard from ISO 28004 to ISO 28004-1.
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Introduction

1SO 28000:2007, Specification for security management systems for the supply chain, and this International
Standard have been developed in response to the need for a recognizable supply chain management system
standard against which their security management systems can be assessed and certified and for guidance

on the implementation of such a standard.

ISO 28000 is compatible with the 1SO 9001:2000 (Quality) and ISO 14001:2004 (Environmental) management
systems standards. They facilitate the integration of quality, environmental and supply chain management

systems by organizations, should they wish to do so.

This International Standard includes a box at the beginning of each clause/subclause, which gives the
complete requirements from SO 28000; this is followed by relevant guidance. The clause numbering of this

International Standard is aligned with that of ISO 28000.

This International Standard will be reviewed or amended when considered appropriate. Reviews will be
conducted when ISO 28000 is revised.

This International Standard does not purport to include all necessary provisions of a contract between supply
chain operators, suppliers and stakeholders. Users are responsible for its correct application.

Compliance with this International Standard does not of itself confer immunity from legal obligations.
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Indian Standard

SECURITY MANAGEMENT SYSTEMS FOR THE
SUPPLY CHAIN GUIDELINES FOR THE
IMPLEMENTATION OF ISO 28000

PART 1 GENERAL PRINCIPLES

1 Scope

This International Standard provides generic advice on the application of ISO 28000:2007, Specification for

security management systems for the supply chain.

It explains the underlying principles of ISO 28000 and describes the intent, typical inputs, processes and typical
outputs, for each requirement of ISO 28000. This is to aid the understanding and implementation of 1ISO 28000.

This International Standard does not create additional requirements to those specified in ISO 28000, nor does it
prescribe mandatory approaches to the implementation of ISO 28000.

ISO 28000

1 Scope

This International Standard specifies the requirements for a security management system, including those
aspects critical to security assurance of the supply chain. These aspects include, but are not limited to,
financing, manufacturing, information management and the facilities for packing, storing and transferring
goods between modes of transport and locations. Security management is linked to many other aspects of
business management. These other aspects should be considered directly, where and when they have an
impact on security management, including transporting these goods along the supply chain.

This International Standard is applicable to all sizes of organizations, from small to multinational, in
manufacturing, service, storage or transportation at any stage of the production or supply chain that wishes to:

establish, implement, maintain and improve a security management system;,

a)

b) assure compliance with stated security management policy,

¢) demonstrate such compliance to others;

d) seek certification/registration of its security management system by an Accredited third party
Certification Body; or

e) make a self-determination and self-declaration of compliance with this International Standard.

There are legislative and regulatory codes that address some of the requirements in this International

Standard.
It is not the intention of this International Standard to require duplicative demonstration of compliance.

fty certification can further demonstrate that they are contributing

Organizations that choose third pa
significantly to supply chain security.
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3.9

supply chain

linked set of resources
delivery of products or

and processes that begins with the sourcing of raw m

¢ aterial and
services to the end user across the modes of transport Seence loughithe

NOTE The supply chain may include vendors, manufacturi st

e ' acturing facilities, | i )
centres, distributors, wholesalers and other entities that lead to the Qﬁd user, Rl et A ke mal] skt ion
3.91
downstream

refers to tha.actions. processes and movements of the cargo
leaves the direct operational control of the organization, includ
management and the packing, storing and transferring of cargo

3.9.2
upstream
refers to the actions, processes and movements of the cargo in the supply chain that occur before the cargo

comes under the direct operational control of the organization. Including but not limited to insurance, finance.
data management and the packing, storing and transferring of cargo

in the supply chain that occur after the cargo
ing but not limited to insurance, finance, data

3.10
top management .
person or group of people who directs and controls an organization at the highest level

NOTE Top management, especially in a large multinational organization, may not be personally involved as described
in this International Standard; however top management accountability through the chain of command shall be manifest
3.11

continual improvement

recurring process of enhancing the security management system in order to achieve improvements in overall
security performance consistent with the organization’s security policy

For the purposes of this document, the terms and definitions given in ISO 28000 and the following apply.

31
r[SK - .-
likelihood of a security threat materializing and the consequences

3.2
leared 5 L ;
:::cl:;?o? :erifying the trustworthiness of people who will have access to security sensitive material

3.3

:;T;;tossible intentional action or series of actions with a damaging potential to any of the stakeholders, the

facilities, operations, the supply chain, society, economy or business continuity and integrity
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a) 1SO 28000 requirement

The organization's top management shall authorize an overall security management policy.
The policy shall:
a) be consistent with other organizational policies;

b) provide the framework which, enables the specific security management objectives, targets and
pProgrammes to be produced:

€)  be consistent with the organization's overall security threat and risk management framework;
d)  be appropriate to the threats to the organization and the nature and scale of its operations;
€) clearly state the overall/broad security management objectives;

f) include a commitment to continual improvement of the security management process;

g) include a commitment to comply with current applicable Iegisiatio{\, regulatory and statutory
requirements and with other requirements to which the organization subscribes;

h) be visibly endorsed by top management:
i) be documented, implemented and maintained;

j) be communicated to all relevant employees and third parties including contractors and visitors with the
intent that these persons are made aware of their individual security management-related obligations:

k) be available to stakeholders where appropriate:

I) provide for its review in case of the acquisition of or merger with other organizations or other change to
the business scope of the organization which may affect the continuity or relevance of the security
management system.

NOTE Organizations may choose to have a detailed security management policy for internal use which would
provide sufficient information and direction to drive the security management system (parts of which may be confidential)
and have a summarized (non-confidential) version containing the broad objectives for dissemination to its stakeholders
and cther inlerested parties:

b) Intent

A security policy is a concise statement of top management's commitment to security. A ity poli
eslablishes an overall sense of direction and sets the prir_ucipfes of action for an Organizla{ion, 'ISIE::;; ﬁ,g
objectives for security responsibility and performance required throughout the organization.

A decumentad sectity/polcyishoRicibe produced and authorized by the organization's top management.

c) Typical inputs

In establishing the security policy, management should consider the following items, especially in relation to its
supply chain:

. policy and objectives relevant to the organization's business as a whole:
« historical and current security performance by the organization;

« needs of stakeholders;
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— feedback on the results and on Progress in the

alifications, documentation, data ang récorgs

ent up-to-date in respect of o oi
d new or modified activities, bifgg

ersonnel qu
pt and risk managem

lopments an

The organization should keep its methodology,
concerning threat identification, risk assessmen b
activities and also extend them to consider new dev
these are introduced.

ses should not only be ggp;:
Security threat identification, risk assessment and risk managem:;tcpc:rmoiiasional operations}rpr aPl:}hed
to *normal” operations of facility and procedures, but also to periodi OCedures

e : its own per
As well as considering the security risk and risks poseq I_:y acwmﬁfec:;:ﬁgi:su to?)::ontractOES ::; ll?li!the
organization should consider security risk and risks-E}msmghfrc.m 4
and from the tee ar products or services supplied to it by others.

i) Processes

The security threat identification, risk assessment and risk management processes should be
documented and should include the following elements:

* identification of security threats;

* evaluation of risks with existing (or proposed) control measures in place (taking into account
exposure to specific security threats, the likelihood of fairure_s of the gon_trol measures and the
potential severity of consequences of injury, damage and operational continuity);

*  evaluate the tolerability of current and residual risk;

* identification of any additional risk management measures needed:

= evaluation of whether the risk management measures are sufficient to reduce the risk to a tolerable
level.

Additionally, the processes should address the following:

— the nature, timing, scope and methodology for any form of security threat identification, risk
assessment and risk management that is to be used;

— applicable security legislation or other requirements:

— the roles and authorities of personnel responsible for performing the processes:

the compelency requirements and raining needs (see 4.4 2) ot Darconnal vk i i 1T
processes. (Depending on the nature or type of processas 14 v Poreonael who are to perfom !
organization to use external advice or services), £ S 1o be used, it may be necessary for the

— the use of information from employee security

activities can be either reactive of proactie . ! nr;;l;ts. féviews and improvement activities (thesé

u
iii) Subsequent actions

Following the performance of the security threat identification i
processes: tification, risk assessment and risk managemen!

— there should be clear evidence that any corr,
being necessary are monitored for their Iirnelg?’::m’e ot ventive actions (see 4.5.2) identified 2

threat identification and risk assessments bemp:::tcf?n (ll;l:se May require that further sect A

management measures and to determine i'éviged estimates of lherf"e*:t proposed changes t0 n
: esidual risks);

i @ Completio 3 d
be provided to management, as input for manag N of correcty : 0o shou
revised or new security objectives; ~IemeNt review (seq 4.:)2;:{?:? ?I::‘zsatc:gir;h}ﬂe"‘ C
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4.3.2 Legal, statutory and other security regulatory requirements

a) 1SO 28000 requirement

—.
The organization shall establish, implement and maintain a procedure

a) to identify and have access to the applicable legal mqu}rementz and other requirements to which he
organization subscribes related to its security threat and risks, an

b) to determine how these requirements apply to its security threats and risks.

ST : levant information on
The organization shall keep this information up-to-date. It shall mmunicatq re legal
and other requirements to its employees and other relevant third parties including contractors.

—

b) Intent

‘The organization needs to be aware of and understand how its activities are or will be, affected by applicabe
legal and other requirements and to communicate this information to relevant personnel.

This requirement of 4.3.2 from SO 28000:2007 is intended to promote awareness and understanding of legal
‘and regulatory responsibilities. It is not intended to require the organization to establish libraries of legal or other
documents that are rarely referenced or used.

c) Typical inputs

Typical inputs include the following items:

S HRREE R
g )
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* legal and other requirements (see 4.3.2);
* technological options;
* financial, operational and business requirements;

* employees and stakeholder concerns (see 4.4.3);

i activities in the
* Information from employee security inputs, assessments “?nd improvement WOrkplac
(these activities can be either reactive or proactive in nature);

* analysis of established security objectives:
* Pastrecords of security non-conformances, incidents and property damage;
* results of the management review (see 4.6).

d) Process
Using information or data from inputs, appropriate management should identify, establish and prioritz
security objectives.

During the establishment of security objectives, particular regard should be given to‘infonna‘tion or data fron
those most likely to be affected by individual security objectives, as this can assist in ensuring that they an
reasonable and more widely accepted. It is also useful to consider information or data from sources extem:
to the organization, e.g. from contractors, suppliers, business partners, police and intelligence agencies ¢

stakeholders,

Meetings by the appropriate levels of management for the establishment of security objectives should be hek
regularly (e.g. at least on an annual basis). For some organizations, there can be a need to document th

process of establishing the security objectives.

The security objectives should address both broad Corporate security issues and security issues that an
specific to supply chain(s), individual functions and levels within the organization.

Suitable indicators should be defined for each security objective, where practicable, These indicators shouk
allow for the monitoring of the implementation of the security objectives,

Security objectives should be reasonable and achievable, in so much that the organization should have thé
f:aul'ilzya‘t?;:'l Eg::;z:m uﬁ?fﬁﬁm g::)gress. A reasonable and achievable time scale should be defined for th
j ji may be broken down i ; ; o
%ﬁ:ﬁ‘fﬁ:ﬁ:ﬁ‘mﬁ“ and i e el There shorry oy L 520 f the organizaon &

Examples of types of security objectives include:
« reduction of risk levels;
« the introduction of additional features into the security management S

the steps taken to improve existing facilities;

« the elimination or the reduction in frequency of Particular Undesired incident(s)

The security objectives should be communicated (e.g. via training or

: 4
relevant personnel and be deployed through the security management group briefing sessions: see 44-2)

Programme(s) (see 4.3.4).

16
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5) Documentation of roles and responsibilities

Security responsibilities and authorities should be documented in a form opriate to the ization.
This can take one or more of the following forms or an alternative of the or:’;griz;jon 's &m?'n?"

e security management system manuals;

« working procedures and task descriptions;

+* job descriptions;

« induction tralntng package and awareness programmes.

ob descriptions covering other aspects of employees’ roles
hould be incorporated into those job descriptions.

ho ppropda:ery communicated to those whom they affect
""‘“‘""that‘"‘in ividuals understand the scope and the interfaces
 to be used to initiate action.

the adequacy of resources can be at
acufﬂyobjecﬁvumhadualmsults

-v-('bm-“-ﬂ-r-v-v—-ﬁ HLL

~ « documentation of roles/responsi
proces: ess for communicating roles and res
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44.2 Competence, training and awareness

. .
n, operation and managemeap,
ation, training and/or experign.!

a) IS0 28000 requirement
for the desig
rking for it or on ils behay

m:haticm shall ensure that personnel resp?;?";b'if‘ terms of educ
security equipment and processes are suitably qQualiie® "= ©o e persons WO

The organization shall establish and maintain procedures
aware of:

_ olicy and procedures and (g
a) the importance of compliance with the security management. P the
requirements of the security management system.
ving complian
securi

+h the security management policy ,
nce wit t system, including emergeﬁ

b) their roles and responsibilities in achie ty managemen

procedures and with the requirements of the
preparedness and response requirements;

ganization's security by departing from specified Operating

c) the potential consequences to the or
procedures,

Records of competence and training shall be kept.

b) Intent
g that personnel are competent o carry out they

Organizations should have effective procedures for ensurin
designated security functions and to be aware of security risks.

c) Typical inputs

Typical inputs include the following items:

= definitions of roles and responsibilities;

job descriptions (including details of security tasks to be performed);

» employee performance appraisals;

security risk identification. risk assessment and risk control results;

« procedures and operating instructions;
« security policy and security objectives;
e security programmes.

d) Process

The following elements should be included in the process:

a systematic identification of the security awareness and competenci : -
function within the organization; petencies required at each level

« amangements to identify and remedy any shortfalls between th i
individual and the required security awareness and competency: e level currently possessed by

provision of any training identified as being necessary, in a timely and systematic manner:


http://scannergo.net/?utm_source=pdf&utm_medium=watermark&utm_campaign=scannergo

L b o o

competency requirec

maintenance of app

LA
o=
1Lﬁulh‘_,,u_,.;.3:;u.*!

ﬁef;:zzys.',Lf::::L“s{.
areas:



http://scannergo.net/?utm_source=pdf&utm_medium=watermark&utm_campaign=scannergo

o o Lo an
AAL.-L._A.‘.HAI]

nagement ir

- e B
i )( ---=.-\:. .—-n e g | hava ! [ e :__- -.”J,I or - i her }::‘ {M;&‘L‘;‘_u,
j‘ ¥ " »

el Lol

srmation, due consideration should be

l“"}ﬁ‘rﬂwf“}{\— \1_.1‘ ‘.k‘;._.){ .—nlr‘—\‘c‘ﬂ.{‘
sty ot information '*fJJM-

e e e

e o Palhea T

W "
\_,F.J'n._n- ._-ET;:F\ alon,

:\ l-\r.l- el g v+t and ri contre I}‘ ;L:F:rdm“'ﬁ

SR daaloalliEl i H (L.n-h.u-\_n -l A8

esponsibilities:

Te
R

- o v e e e
ons with management;



http://scannergo.net/?utm_source=pdf&utm_medium=watermark&utm_campaign=scannergo

7 b
P galgoliasuniver:

e) Typical outputs

 Twvnic Y Pl e ey . Eallovine
T \_m.a.,,.a.ﬁ-. L;_C_'x_.;_ ihe followi ng.

formal mar a,,..n":f,:u



http://scannergo.net/?utm_source=pdf&utm_medium=watermark&utm_campaign=scannergo

SUPPLIED BY B3 EDGE UNDER THE LICENSE Fn?;:fnégrzgznl 071 AGAINST QU itz a=re a1 e S
NOIDA alaoli arsity.edu.in
IS/1S0 28004-1 : zoél.rlbmﬂanﬂgﬂgolmsunw

€) Typical inputs

Typical inputs include the following items: e |
anization develops to support jtg

tems the rJrElmmem5 of 1SO 28000;

* detai i i ion s .
lails of the documentation and information Sys . the requi

Management system and security activities and to fu

* responsibilities and authorities;
rmation is used and constraints that this ¢, N

* information about facilities in which documentation of informat di
r other media.
on the physical nature of documentation or the use of electronic @

d) Process

i ity man:
The organization should identify the data and information that is neit::d ;?;:‘::::::13 secu?i?:r:;m&“'
before developing the documentation necessary to support its security e
system.
a particular format in order to conform to ISO 28000, or

There is no requirement to develop documentation in P atals, procedures of wo ek instruciong

is it necessary to replace existing documentation such as ma :
adequately describe current arrangements. If the organization already has an established, documenteg

i ' i flective for it to develop, for examy,
security management system, it can prove more convenient and effect ample, 5
cross-reference document describing the inter-relation between its existing procedures and the requiremen

of ISO 28000.

Account should be taken of the following:

* the responsibilities and authorizations of the users of the documentation and inforrnatjon_ as this shoug
lead to determining the degree of security and accessibility that should be imposed;

» the manner in which physical documentation is used and the eqvironment_in which it is used. Simiy
consideration should be given concerning the use of electronic equipment for information systems.

e) Typical outputs
Typical outputs include the following items:

« security management system documentation overview document;
» document registers, master lists or indexes:;
* procedures;

e work instructions.
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a)

4.4.6  Operational control
IS0 28000 requirement
RS .
tivities that are necessary for 3Cm

The organization shall identify those operations and ac

a) its security management policy:
b) the control of identified security threats and risks;

ity requirements;
C) compliance with legal, statutory and other regulatory Secur ny req

d) its security management objectives;

e) the delivery of its security management programmes;

f)  the required level of supply chain security.
; e i der speci :
The organization shall ensure these operations and aclivities are carried out un pecified cc"‘“‘"“!b)-_
Wher

umented procedures to control situations 2
tions and activities listed in 4.4.6 a) to f) g they

a) establishing, implementing and maintaining doc
absence could lead to failure to achieve the opera
* to migy,

i i tivities and applying contrgl
b) evaluating any threats posed from upstream supply chain ac : _
theses impacts to the organization and other downstream supply chain operators;
c) establishing and maintaining the requirements for goods or services which impact on SeCurty p,

communicaling these to suppliers and contractors.

These procedures shall include controls for the design, installation, meral_ion. refurbishmgn_t and modific :
of security related items of equipment, instrumentation, etc., as appropriate. Where existing arrange,

are revised or new arrangements introduced, that could impact on security management operations ol

s MUE i

ther

activities, the organization shall consider the associated security lhreal's and risk
implementation. The new or revised arrangements to be considered shall include:

revised organizational structure, roles or responsibilities;
revised security management policy, objectives, targets or programmes;

revised processes and procedures;
the introduction of new infrastructure, security equipment or technology, which may include hardezs!

and/or software;
the introduction of new contractors, suppliers or personnel, as appropriate.

b) Intent
The organization should establish and maintain arrangements to ensure the effective application of cotdl

and counter measures, wherever these are required to control operational security risks, fulfil the seculy
policy and objectives, achieve security targets and conform to legal and other requirements.

c) Typical inputs
Typical inputs include the following items:

* security policy and security objectives:

security threat identification and risk assessment resuits:

identified legal, regulatory and other requirements.

30
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447 Emergency preparedness, response and security

a) IS0 28000 requirement
r__-——________

———_—_-____ .

i lans and procedures tq ident:

iy g ropriate p : eny

The Organization ish, i t and maintain appropt tions and for preventing ang . .."Y the
shall establish, implemen situatio Mitinay

potential for and responses to secur?ty incidents and amerg“-‘e’:‘:y The plans and procedures shy " Sating

' Ed'equipm&nt. facilities or servicag that

iy
r Il'lchm
ihe likely consequences that can be associated w-':,lntﬁn tan
information on the provision and maintenance O:l 3:1{0:.,5 o
required during or incidents or emergency situ '
g or after incidents iveness of its emergency preparedness, 'eSponge
effective er the occurrence of incidents or emer ang

The organization shall periodically review the .
tion shall periodically test these pme%i‘:g

i i i ft
Security recovery plans and procedures, in particular after
Situations caused by security breaches and threats, The organiza
where practicable.

——— T \\-—\

b) Intent

2y Inct d this i
roparedness, response and recovery following a security 'ncjdecaenht?;ﬁa:v‘::ﬁio:: that are o o
emergency preparedness means plans, preparations and pr Plemengay
following unplanned security events or crises.

:rha organization should actively assess potential in_u.-:ident and resp?“r‘:'::: s(;%r:lls?l‘lelmlgﬁpo D
dentified through the threat identification and risk assessment p i aoak(e broeer e e eﬁm- Blang
Procedures and processes to cope with them, test planned responses EClivenayy
of its responses should be developed.

€) Typical inputs
Typical inputs include the following items:
*  security threat identification and risk assessment;

* availability of local emergency services and security agencies and details of any emergency responsa o
consultation arrangements that have been agreed;

* regulatory, legal or other requirements;

* experiences and review of previous incidents and emergency situations and the results of subsequent
actions;

* similar oroanizations' experiences from previous incidents and emeraency situalions (lessons leamed
best practices);

* police, intelligence and first responders input;

* review of practice, exercises and drills performed.

d) Process

The organization should develop an emergency plan{s). identify and provide appropriate emergend

apability through practice drills. Emergency preparedness, response at
security, protect data and facilities and asst

Practice drills should test the effectiveness of the most critical parts of the security response plan(s) and i
completeness of the emergency pl i

‘ ncy planning Process. While desktop exercises can be useful during the plannf)
process, realistic practice drills and exercises should be conducted. The results of emergencies and practe

drills should be evaluated and changes that are identified as being necessary should be implemented.
1) Emergency response and Security recovery plan

The emergency response and security recovery plan(

‘ 2 n m
specified situations arise and should inciude e follawinS) should outline the actions to be take

32
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* completed actions.

4.5 Checking and corrective action

Implementation and operation

Feedback from

Checking <+—— measuring
Audit ———»- and performance
correcive aciior

Management review

Figure 5 — Checking and corrective action

4.5.1 Security performance measurement and monitoring

a) ISO 28000 requirement

The organization shall establish and maintain procedures to monitor and measure the performance of i ‘
security management system. It shall also establish and maintain procedures to monitor and measure 3
security performance. The organization shall consider the associated security threats and risks, i

potential deterioration mechanisms and their consequences, when setting the frequency for measuring and

monitoring the key performance parameters. These procedures shall provide for:

a) both qualitative and quantitative measurements, appropriate to the needs of the organization;

b) ronitoring lhe exlent o winch e organizalion s secunly manageinient poiicy, objeclives and lagets ae|
met; | &
¢) proactive measures of performance that monitor compliance with the security managamu‘l
programmes, operational control criteria and applicable legislation, statutory and other securty|
regulatory requirements; i
d) reactive measures of performance to monitor security-related deteri i e )
£Z ; eriora T x dents, nof-
- |  conformances (including near misses and false alarms) and other hig?:r?calal::ﬁzn:?d defic
| security management system performance;

' ~ recording data and results of monitoring and measurement : P
|  and preventative action analysis. If monitoring equipm:gtmc;ntr;g Jmnaft:rsubmnwanﬂw_
~ measurement and monitoring, the organization shall require the establishment ped : s i
- procedures for the calibration and maintenance of such  equipment Rmench:'.mc'f 'Earatw

tenance -ac;[‘;»fﬁes and results shall be retained for s

el d
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failures, incidents, non-conformances and corrective and Preventive action
a)

ISo 28000 fequiremeant

T - T nin respon—%‘\\
Iﬁ::»:‘te ©r8anization shall establish, implement and maintain procedures for defining

sibility ang e

b :va!"'a""ﬂ and initiating Preventive actions to identify potential failures of security in order thay that Ma
@ preventeq from occurring; |
b) the investigation of security-related:
1) failures including near misses and false alarms;
2) incidents ang emergency situations:
3) non-cmfnnnances:
€) taking action to mitigate any consequences arising from such failures, incidents or non-comon-namu:
d)

the initiation and completion of corrective actions:

€) the confirmation of the effectiveness of corrective actions taken.

The-"‘-_'f Procedures shaj| require that all Proposed corrective and preventive actions are reviewed through g,
Security threat and rigk

forestalls imminent exposures to life or public safety.

b) Intent

Organizations should have effective procedures for reporting and evaluati
Security incidents ang

non-conformances. The Prime purpose of th
occurrence of the situation by identifying and dealing with the
should enable the detection, analysis and elimination of potential

resulting from human, System, process or equipment failures and
c) Typical inputs

Typical inputs include the following items:

* Pprocedures (in general); s
s emergency plan; eyt
~ security threat identification, risk assessment
 security management syste ._
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b) Inteny
em should be conducted at planned i"hr\rah

lntﬂﬂ'lnl audif
s of : ement syst f la
¢ 0. provide” Informaint o mane S o eeiher 8000:2007 and has beey iy
SQuirementg and the requirements of the whole of Clause 4 of 1ISO ponhnities for irnprovame:%b
o"r‘é’a’ﬁ?;;':‘“'ﬁ' o Maintained. They can also be performed o e omagement system audis need tooanl:@
on's security Mmanagement system, In general, munlb“’":pﬁ cable to the supply chain.

security policy angd Procedures and the conditions and pra
hould be established to allow the organ; i

An internal secur me s 4
review its own cnﬁ}'w"::;yﬂgferm sgum: audit ai:fnz?:"“;stm to 1SO 28000 and other ﬁﬂrﬂems 3 defingg
Personnel from Wwithin the organization and/or by external personnel selected by hetmhﬁ:_ o R ©Stabiigy,
the degree of conformity to the documented security procedures and 1o assess w ucting  the Ystem jy
effective in meeting the security objectives of the organization. Pe”'-""“se conticiaiine Secury
Management system audits should pe in a position to do so impartially and objectively.

NOTE Internal the performance of the secur
security management system audits focus on -
They should not be cnnfus?d with security, :OM, assessments or other security inspections.

€) Typical inputs
Typical inputs include the following items:
®  Security policy statement;

*  Security objectives:

*  Security procedures and instructions;

®  security threat identification, risk assessment and risk management resuits;
* legislation and best practices (if applicable);
* hon-conformance reports:

* security management system audit procedures;

* competent, independent. internalfexternat auditor(s);

¢ non-conformance procedure:

* security exercises and drills: e

* security threat information from external agencies.

s should be carried out ony b

%ﬁl_:\llll
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The output of 5 : ISNSO 28004-1 : 2007
: Security
effectiveness of securit manage,nam
where nNecessary Y pr

identj
should be recordeqd aﬁgt:fgpga'efgct
i

Ve action
n]
NOTE  The Manage

li - ed a
S. The ance with Procedures ssessments of the
eneral prine:
system auditing,g fal principles ang

results of yp . and practices and should,
MeNnt, in a timely m;nﬁe:ec”"‘? management system audits
Methodology descrive i

ISO 1 - ’
2) Sc hEduﬁng 5011 are appropriate for security managemant

A plan, usually on an
an :
system audits. The secu':i‘t-';l”l::sm. should b

§ e pre :

security management syst Nagement sysl:m paarg_d *theh schedules internal security management
ystem and agsegs their conlu:nil:: :ﬂoslgdzgdd’““ all operations covered by the

The fr_equency and Coverage of g ’ 000.

associated with the varigys etemgc? mana

per_fonnance of the security manage nts of the

which the security m ment s

g:;r::p ! system audits should be related to the risks
anagement system or

1y management syst i
t ysiem, available data on the
tfe‘::' the output from management reviews and the extent to
= vironment in which it operates are subject to change.
Ad:_iltlonal. unscheduled, security man

which warrant them, €.9. after a sec oment

rity inci dem'SYSTEM audits should be conducted, if situations occur
3) Management Support

auditing a i :
management should consider th | etfectiy

st e audit findings a
necessary, within an appropriate time. O R e

should be carried out it should be

informed of the purposes of the audit and
with the auditors and to respond to their qu

4) Auditors

One or more persons may undertake security management system audits. A team approach can widen

involvement and improve co-operation. A team approach can also allow a wider range of specialist skills
and knowledge to be utilized.

Auditors should be independent of the part of the organization or the activity that is to be audited and if
necessary be security cleared for the areas being audited.

Auditors need to understand their task and be competent to carry it out. They need to have the
experience and knowledge of the relevant standards, codes of.prachce and systems they are auditing to
enable them to evaluate performance and identify (.h_aﬁcienmgs. Auditors should be familiar with the
requirements set out in any relevant legislation. In addition, auditors should be aware of and have access
to, standards and authoritative guidance relevant to the work they are engaged in.

5) Data collection and interpretation

i i i i i f the security
i n the collection of the information will depend on the nature o
ML i a‘n dma;il.?d':ls:gir:g undertaken. The security management system audit should ensure that
managemeni_sys Ba mele of essential activities is audited and that relevant personnel (including employee
- rep(asern;arl:-‘.:e‘-:‘-‘ta“ﬁas where appropriate) are interviewed. Relevant documentation should be
xl:nr:t:ed '?his can include the following documentation:

47
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*  security management system documentation.

*  security policy statement;

*  Security objectives:

* results from security exercises and drills;

*  procedures:

*  minutes of security meetings; !

o any reporis or c:mmunfcali on from the security enforcement or other regulatory bodies (verts
letters, notices, etc.):

* statutory registers and certificates;

* training records:; 3

*  previous security management system audit reports;

* corrective action requests;

* non-conformance reports.

Wherever possible checks should be built into the security m??agan:;l:‘l :fi:ﬁ':r f::;trgémw“m 1o hey
to avoid misinterpretation or misapplication of collected data, informa :

6) Audit results

3 i id be clear, precise and
The content of the final security management system audit report shou A 'C Complete |
should be dated and signed by the auditor. It should, depending on the case, contain the following elemersy:

*  the security management system audit objectives and scope;

* the particulars of the security management system audit plan, ideptiﬁcgtion_ of the members of g
auditing team and the audited representatives, dates of audit and identification of the areas subjec
to audit;

¢ the identification of reference documents used to conduct the security management system audit &

iSO 28000, securily managenient fiandbooh),
s details of identified non-conformances;
* the auditor's assessment of the degree of conformity with 1ISO 28000;
* the ability of the security Mmanagement system to achieve the stated security management objectives
* the distribution of the final security management system audit report.

The results of security management system audits should be fed back to all relevant parties as soona
possible, to allow corrective actions to be taken. An action Plan of agreed remed‘ii;.I mﬂisum should b
drawn up together with identification of responsible persons, completion dates and reporting requiremet

Follow-up monitoring arran ements should i : . .
recommendations. e 9 ould be established to ensure satisfactory implementation of #

A review of the results should be carri - :
necessary). ed out by management and effective corrective action taken (whef

actions.
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a) Iso 28000 requirement

lanned inte
ent system, at planr vals.
man;g:r; shall include assessing Qpﬁﬁl‘lunm&l:
Re ent system, including the Security POl

To ;
p Management shall review the organization's security

; i <y

ment reviews shall be retained '"puitn

ensure its Comlinuij i i I b

kA Nuing suitability, adequacy and effectiveness.
and g oroVement ang (he need for crangesicitiesectioty,Mmen-9er
mana. - Mty objectives and threats and risks. Records of the manag

agemeny reviews shalj include h oth i
: nd with other requirem

a) results of audits ang evaluations of compliance with legal requirements a gt
Which the organization subscribes,

©) COMmunication(s) from external interested parties, including complaints,

€ the Security performance of the organization,
d) the extent to which objectives and targets have been met,
e) status of Corrective and preventive actions,

f foliow-up actions from previous management reviews,
9) changing circumstances, including developments in legal and other requirements related to its Security
aspects, and

h) recommendations for improvement.
The outputs from management reviews shall include any decisions gnd actions rele:ted 1to possibk_.- -;:ha :

to security policy, objectives, targets and other elements of the security management system, consis ent with
Jihe commitment to continual improvermnent. _\I

b) Intent
rity management system to assess whether it js

Top management should review the operation of the secu age sl
being fully implemented and remains suitable and effective for achieving the organization's stated security
policy and security objectives.

The review should also consider whether the security policy c:ontinues_ to be appropriate. It should estab&h
new or updated security objectives for continual improvement, appropriate to the coming period and consider

| il ] = P T =T i = [} f T aFlal=laclzlot el ey
whelher changes are 1eeded to any elements ofithe Security management! system

€) Typical inputs
Typical inputs include the following items:

results of internal and external security management system audits:

corrective actions carried out to the system since the previous review:
® reports of security exercises and drills:
report from top management's representative on the overal| performance of the system;

» reports from others in the organisation and stakeholders on the effectiveness of the system, as it impacts

on the supply chain;
reports of security threat identification, risk assessment and risk management processes:

effectiveness of training and awareness programmes:
progress and the effectiveness of security management objectives.
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ommunication 4.4.3 | Communication Customer communication 723
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Document and d ol of documents : —
= : ata control 445 |Contr £ 246 |Planning of product realization -;—;....._,
perational i | con B :
nal control 4.46 |Operationa Determination of requirements |7 :
related to the product
Review of requirements related |77 2
to the product
Design and development 731
planning
Design and development inputs |73 2
Design and development 733
outputs
Design and development 734
review
Design and development 735
verification
Design and development 7386
validation
Control of design and 737
development changes
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Control of production and 7.51
service provision
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