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SECURITY MANAGEMENT SYSTEMS FOR THE
SUPPLY CHAIN — GUIDELINES FOR THE
IMPLEMENTATION OF ISO 28000

PART 4 ADDITIONAL SPECIFIC GUIDANCE ON
IMPLEMENTING ISO 28000 IF COMPLIANCE WITH
ISO 28001 IS A MANAGEMENT OBJECTIVE

1 Scope

Tl?ts par_t of 1SO 28004 provides additional guidance for organizations adopting 1SO 28000 that also
!msh to _lncorporate the Best Practices identified in 1SO 28001 as a management objective on their
international supply chai_ns. The Best Practices in 1SO 28001 both help organizations establish and
document levels of security within an international supply chain and facilitate validation in national
Authorized Economic Operator (AEO) programmes that are designed in accordance with the World
Customs Organization (WCO) Framework of Standards.

This part of ISO 28004 is not designed as a standalone document. The main body of 1ISO 28004-1 provides
significant guidance pertaining to required inputs, processes, outputs and other elements required by
1SO 28000. This part of ISO 28004 provides additional specific guidance on implementing 1SO 28000 if
compliance with I1SO 28001 is a management objective.

Some requirements specified in the WCO AEO programme are government functions and are not
addressed in the 1SO international standards. These include:

— Demonstrated Compliance with Customs Requirements. Customs are to take into account the
demonstrated compliance history of a prospective AEO when considering the request for AEO

status.
—  Satisfactory System for Management of Commercial Records. The AEO is to maintain timely,

accurate, complete and verifiable records relating to import and export. Maintenance of verifiable
commercial records is an essential element in the security of the international trade supply chain.

— Financial Viability. Financial viability of the AEO is an important indicator of an ability to maintain
and improve upon measures to secure the supply chain.

— Consultation, Co-operation and Com munication. Customs, other competent authorities and the AEO
at all levels — international, national and local — should consult regularly on matters of mutual

interest, including supply chain security and facilitation measures, in a manner which will not
jeopardize enforcement activities. The results of this consultation should contribute to Customs

development and maintenance of its risk management strategy.

2 Normative references
i ; ively referenced in this document
i ferenced documents, in whole or in part, are normatively refer 1
::3 ;?Iel?r::llir:s%;sszgle for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amend ments) applies.
1SO 20858, Ships and marine technology — Maritime port facility security assessments and security plan
development

1SO 28000, Specification for security management systems for the supply chain
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5 Synergy between the World C

ustoms O .
ized Economic Operator SE0ir Cment rganization SAFE Framework Author
In Tables 1to 9 that follow, the AEO requirement secti

abriefsummary of that requirement. In the boxe

ons are listed first in Bold type. This is followed by
150 28001 that address th

s below each summary are the clauses of 1ISO 28000 and

Ose requirements. The majority of the WCO AEO requi
: : . quirements are addressed
in Tables 1 to 9 and those defined as government functions in the introduction section of this part of

1SO 28004. Please note that National AEO progr
0: leas ams may | dditi i i
minimum criteria that may not be fully adsresgsed in ISa(%,Z‘;;E{?or’[téoongéggi?lrements e

Table 1

A. Education, Training and Awareness

Customs and AEQs shall develop mechanisms for the education and training of personnel regarding secu-

rity policies, recognition of deviations from those policies and understanding what actions must be taken in
response to security lapses

1S0 28000, 4.4.2 (Competence, training and awareness)

ISD 28001, 5.3.1 (Assessment personnel)

Table 2
B. Information Exchange, Access and Confidentiality

Customs and AEOs, as part of an overall comprehensive strategy to secure sensitive information, shall develop

or enhance the means by which entrusted information is protected against misuse and unauthorized altera-
tion.

1SO 28000, 4.2 (Security management policy), 4.4.5 (Document and data control), 4.5.4 (Controls of Records)
ISO 28001, 5.8 (Protection of the security information)

Table 3

C. Cargo Security

Customs and AEQs shall establish and/or bolster measures to ensure that the integrity of cargo is maintained
and that access controls are at the highest appropriate level, as well as establishing routine procedures that
contribute to the security of cargo.

10 280004 4.6 (Dperational control)

IS0 28001, 5.4 (Development of the supply chain security plan)

Table 4

D. Conveyance Security

ioi i ffective control regimes, where not already
Customs and AEOs shall jointly work toward the establishment of e 1
provided for by other national or international regulatory mandate, to ensure that transport conveyances are
capable of being effectively secured and maintained

SO 28000, 4.4.6 (Operational control)
1SO 28001, 5.4 (Development of the supply chain security plan)
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Table 5

E. Premises Sec
urity
ompliance with mandatory interna-
f meaningful Customs-specific secu-

Os and their necessary ¢
nd controlling of exterior

for the implementation 0

Custon e
1s, after taking into account the views TAE
1] as ensure the monitoring a

tiona i

o eLsi:I::l:iea“I;ii.tshall establish the requirements
‘ _ protocols that se ildi

and interior perimeters. S

ISO 28000, 4.4.6 (Operational control)
IS
0 28001, 5.4 (Development of the supply chain security plan)

Table 6

F. Personnel Security

Cu stloms and AEOs shall, based on their authorities and compet
employees to the extent legally possible. [n addition, they shall pro
port conveyances, loading docks and cargo areas that may reasona

supply chain under their responsibility
ISO 28000, 4.4.6 (Operational control)
1SO 28001, 5.4 (Development of the supply chain security plan)

creen the background of prospective
unauthorized access to facilities, trans-
security of those areas in the

encies, s
hibit
bly affect the

Table 7

G. Trading Partner Security
AEO requirements and mechani
h the commitment of trading partners to vo

the security of the global supply chain

sms whereby
ly increase their security measures.

luntari

Customs shall establish
can be bolstered throug
I1SO 28000, 4.4.6 (Operational control)

tners), 4.3 (Internationally accepted certificates or

1SO 28001, 4.1 (Statement of application), 4.2 (Business par
approvals), 4.4 (Business partners exempt from security declaration requirement), 4.5 (Field of Application)

Table 8

H. Crisis MaE_EEient and Incident Recovery
ocedures

mize the impact of a disaster or terroris
dvance planning and establishment of processes

t incident, crisis management and recovery pr

In order to mini
to operate in such extraordinary circum-

should include a
slalive>.

(S0 28000, 4.5.3 (Security-
4.4.6 (Operational control),

nts, non-conformances and corrective and preventive action),

related failures, incide
nse and security recovery)

4.4.7 (Emergency preparedness, respo

ISO 28001, 5.7 (Actions required after a security incident)
Table 9
1. Measurement, Analyses and Improvement m—]
implement monitoring, measurement, analysis and improvement pro-

The AEQ and Customs should plan and
cesses in order to:

s consistency with these guidelines;

— ensure integrity and adequacy of the security management system;

_ identify potential areas for improving the security management system in order to enhance supply chain

security.
Security risk assessment and planning)

1S0 28000, 4.1 (General requirements], 4.3 (
1S0 28001, 5.1 (Supply chain security process- General) 5.2 (Identification of the sco _
), 5.4 (Development of the supply chain security plan), 5.5 ?E:ef::t‘;g; i;yf :lf:esflsn; :le;t}
d monitoring of the supply chain security process) P

— asses

’

5,3.2 (Assessment proce
chain security plan), 5.6 {Dacumentatlon an
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ious requirements of 1SO 28001 would

processes or outputs

whm:e the Best Practices will be
applied. This information can be
drawn from the documentation
of the information required in
IS0 28001,4.1aandb

1SO 28000 Best Practices Additions from
IS0 28001 Comments
4.2 Security Policy |A policy statement that specifies

Organizations that are adopting the Best Practices
for the purposes of ultimately being validated as a
Authorized Economic Operator (AEO) should confer
with the Customs Administration(s) with author-

ity to confer AEO status to ensure that the intended
scope of the Best Practices application is adequate to
gain AEO status by that Customs Administration.

4.3.1 Security Risk
Assessment

Clause 5.3.1 specifies the skills and
knowledge of the personnel that
will conduct the security assess-
ment

Clause 5.3.2 requires the inclu-
sion of security threat scenarios
deemed necessary by appropriate
government officials in addition
to those proposed by the assess-
ment personnel. Documentation
required is;

a) All security threat sce-
narios considered

b) Processes used in the
evaluating those threats; and

c) All countermeasures iden-
tified and prioritized

1S0 28001 does not require organizations in the
supply chain that hold Internationally accepted
certificates or approvals (as defined in 4.3), nor does
it require organizations that have been certified
compliant with a management standard integrat-
ing either SO 20858 or IS0 28001 to redo security
assessments on those portions of the supply chain
already assessed (see 4.4).

Note: If AEO validation or certification is sought, the
relevant Customs administration or the certifying
body, involved, shall determine the selection of Inter-
national Certificates or approvals, and certifications,
that are recognized.

IS0 28001, Clause 4.2 recognizes that some business
partners in the supply chain will not wish to par-
ticipate in a security assessment for each company
they deal with. In these cases ISO 28001 allows these
companies to state in writing the security measures
that they will be providing (declarations of secu-
rity). The credibility of these declarations must be
reviewed as specified in 4.5.

4.3.1 Security Risk
Planning

Clause 5.4 specifies the require-
ments of the security plan devel-

supply chain(s). Organizations are
required to review and consider
for use the guidance in informative
Annexes A and B when developing
their security plans.

oped for the covered sections of the

1SO 28001, Clauses 5.5 to 5.6.2 require the security
plan developed be implemented and monitored as
part of a management system

4.5.3 Security-
related failures,
incidents, non-
conformances and
corrective and pre-
ventative action.

Clause 5.7 in addition requires that
in the event of a security breach,
the organization shall follow
reporting procedures to Customs
and/or appropriate law enforce-
ment agencies.



http://scannergo.net/?utm_source=pdf&utm_medium=watermark&utm_campaign=scannergo

Sup
PLIED BY BSB EDGE UNDER THE LICENSE FROM
DA {gbrar}an @galgotiasuniversity.edu.in) DA

IS/ISO 28004-4 : 201

7 Notes on terminology

Som : '
infofni:?“ terminology differences exist between 1SO 2
needed ,ll.?".] concerning the linkage of certain terms use¢

. This clause provides the amplifying information to
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In addition some amplifying

d15028001.
g0o0an | standards was found to be

d in the internationa
address these needs.

Terminology from

Terminology from
1SO 28001

Comments

1SO 28000 and 1SO 28004
Facility, Clause 3.1

Asset, Clause 3.2

nitions of these two terms are
28000 and 1SO 28001

management system. The

The intent and defi
synonymous in ISO

Security Management Pro-
gramme, Clause 3.6

This is an element ofa
security programme outlined in ISO 28001 may be
considered one such programme.
d in 1SO 28000 and includes a

Stakeholder, Clause 3.8

Business Partner, Clause 3.4

Stakeholder is define :
ties with vested interests in the

broad number of enti
f the Security Management system.

performance 0
Business Partner is defined in ISO 28001 as those

entities in the supply chain in which a business rela-
tionship exists. Business partners can be thought of
as a subset of the larger stakeholder set.

Organization in the supply
chain, Clause 3.15

Stakeholder is defined in 1SO 28000 and is used to
describe organizations in the supply chain that pro-
duce, handle, transport, or process goods or related
information in the supply chain that is adopting

1SO 28001

International supply chain,
Clause 3.12

1SO 28001 defines this term as a supply chain that
at some point crosses an international or economic
border. Since not all supply chains cross such a bor-

der an international supply chain can be considered
a further subset of the larger 1SO 28000 supply chain

definition.

Risk, Clause 3.10

Security Incident Scoring,
(Clause B.5-Step four)

While the terms ‘Risk’ is not defined in ISO 28001
itis clearly described as a factor of likelihood and
consequences in several sections of ISO 28001 where
security incident scoring and the development of
countermeasures are described.

Threat, Clanse 3.2

Sernrity Threat Srenarin

Clause 3.27

Security Incident,
Clause 3.21

Consequence, Clause 3.6
Target, Clause 3.26

While 1S0 28000 defines “Threat’ as anv possihle
action or series of actions with damaging potential
to any of the stakeholders....” The word criminal
can be implied in front of the word action since the
rqanagement system is security related. ISO 28001
simply breaks the term threat into four parts
(Clauses 3.27, 3.21, 3.26 and 3.6) that collectively
define a potential threat scenario and target that
could lead to a security incident with consequences-

Scope of service, Clause 3.17
(is an element in the State-
ment of application - 4.1)

ISO 28001 defines this term as function(s) thatan
organization in the supply chain performs, and
where it performs this/these functions. This concept
is congafned in discussions in ISO 28004-1 that refer
to defining boundaries and scope of the management

system.
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