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Instructions: 1. All questions are compulsory.

2. Assume missing data suitably, if any.

K
COs Marks
Level
SECTION-A (15 Marks) 5 Marks each
1. | Define Cyberspace and distinguish between Cyberspace and Physical Space. 5
2. | Define the concept of privacy in context of Cyberspace. 5
3. | Differentiate between Cyber Crime and Cyber Contraventions. 5
SECTION-B (40 Marks) 10 Marks each
Explain the concept of Jurisdiction in Cyberspace. What are the challenges and
4. | concerns regarding Cyberspace Jurisdiction in India. 10
5 Define Electronic Data Interchange and its role in modern business transactions? 10
6 Discuss the significance of Data Protection Bill in India. What are the key principles 10
" | it aims to enforce?
Define Cybercrimes and differentiate b/w Conventional Crimes and cyber crimes. 10
7. | Provide list of different types of cyber crime and discuss the legal frameworks under
IT Act, IPC and other relevant laws.
SECTION-C (45 Marks) 15 Marks each
3 Compare and Contrast the Information Technology Act 2000 with the IT amendment 15
" | act 2008. Discuss the key provisions relevant to cyber crimes and their implications.
9 Explain the concept of Electronic Evidence. What are the challenges do electronic 15
" | evidences pose in legal proceedings? Cite relevant case laws.
What is cyber security? Describe its scope, vulnerabilities, and the importance of
10 | cybersecurity standards both in Indian and International Contexts with the help of 15
National Security Policy 2013 in this regard.




