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Abstract

The main objective of the VOIP HACKING LAB is to Learn
how to listen a live call from another device. For monitoring
the call this can help police force to monitor criminals as well
as this can use for teaching in university for networking topic
and forensic. This lab can help to check network security and
end point security.
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Chapter 1: Introduction

Introduction:

We are going to learn how to setup VolP server in the
Vmware, For that I’'m going to use trixbox 2.8.0.4 I1SO image.
Trixbox is one of the most popular Asterisk-based
distribution. Trixbox CE includes CentOS Linux, MySQL, and
all the tools needed to run a business quality phone system.
It give us GUI interface to make configuration and to operate
easy. It allow the user to to setup a voice over IP phone
system and other necessary application.

We need 3 device 1) trixbox 2) windows caller 3) android
receiver.

Aim:

Our proposed “AN VOIP HACKING LAB” are built for the act
of Monitoring the live call over the internet. Creating
records of everything user speak on a call. These are used to
quietly monitor user call activity while user use there normal
call . this lab are used for legitimate purposes like f
monitoring the user call by police force but can be misused
by cyber criminals to steal user data.




Project Work Schedule:
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The planning phase is quite easy because there are several certified,
tested and managed by big multinational’s antivirus software are out
there, so basic understanding about how they made are quite easy
to find..

The most difficult is the setting a virtual env for the program to run.




Organisation of Report:

INTRODUCTION

This section includes the overall view of the project i.e. the basic
problem definition and the general overview of the problem which
describes the problem in layman terms. it also specifies the
software used and the proposed solution strategy.

SOFTWARE REQUIREMENTS SPECIFICATION

This section includes the Software and hardware requirements
for the smooth running of the application.

DESIGN & PLANNING

This section consists of the Software Development Life Cycle model.it
also contains technical diagrams like the Data Flow Diagram and the
Entity Relationship diagram.

IMPLEMENTATION DETAILS

This section describes the different technologies used for the
entire development process of the Front-end as well as the Back-
end development of the application.

RESULTS AND DISCUSSION

This section has screenshot so fall the implementation i.e.
user interface and their description.

SUMMARY AND CONCLUSION

This section has screenshots of all the implementation i.e.
user interface and their description.




Question arises why Trixbox?

TrixBox is a telephone system based on the popular open source
Asterisk PBX (Private Branch eXchange) Software. TrixBox allows
an individual or organization to setup a telephone system with
traditional telephone networks as well as Internet based telephony
or VolP (Voice over Internet Protocol).

trixbox is an open telephony platform utilizing the best of the
open source telephony tools into one easy-to-install package.
Based on an enhanced LAAMP (Linux, Apache, Asterisk, mySQL,
PHP) the trixbox dashboard provides easy to use web-based
interfaces to setup, manage, maintain, and support an complete IP
PBX system.

trixb




Chapter 2: Requirements

Hardware Requirements:

- Pc with a 500GB or more space free for user.
- Pc with 4GB of RAM.

- Pentium 4 or higher.

- 1 caller phone

- 1 receiver phone / windows

- 1 attacker pc / windows

Software Requirements:

- OS (supported os are: windows, linux, Debian, fedora, mint,
arch linux)

- Wireshark

G

WIRESHARK




Chapter 3: Design & Planning

GETTING STARTED

Install VMware for virtual setup of lab.

vmware

After installing VMware set up the virtual machine . install windows 7
os or another operating system.

Install trixbox in VMware machine set up the network mode as
windows 7 machine (bridge connection )

Now install android machine in VMware set up the network

L

connection in bridge connection.

1'1 I
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Architecture:

trixbox
Server

trix
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Chapter 4: Implementation

implementation:

After installing the trixbox in vmware we need to
configure the trixbox.

Server time: 23:47:27

l r lX o User mode [ switch ]
The Open Platform for B

1siness Telephony

Home Portal MeetMe FOopP
S§ User Mode

What is trixbox™?

trixbox is the world’'s most popular Asterisk-based distribution. trixbox enables even the novice user to quickly set up
a voice over IP phone system and other ne ary app s such as mysgl and more. trixbox can be configured to
handle a single phone line for a home user, several lines for a small office, or several T1s for a milion minute 2 month
call center.

Getting Started
trixbox is a distribution of a number of other applications. Each of these applications help you manage some portion of
your trixbox deployment. Below is a brief description of some of the leading applications within trixbox:

Voicemail and Recordings
This is the Asterisk Recording Interface. It provides a user friendly web interface to voicemail and call monitor
recordings. As well, it provides access to user settings in Asterisk.

Web MeetMe
This application helps you manage the web based conferencing ability of trixbox.

Now we need to create the user account by assigning the extension number
for that we need to switch the user mode to admin mode by click the top
right corner.

when we click on switch for admin mode we need to enter the credential the
by default credential is username-maint and pass- password enter credential
to get into the admin mode. when you login the admin mode a dialogue box
will popup for registration we don’t need to register just close it.This is the
trixbox admin interface. now click on now click on PBX option and select PBX
setting option from the menu.

tl IX o
System Status Packages D System Settings Help

Server Status Network Usage
Asterisk - Device Received Sent Err/Drop
web server [RURRIG lo 324.49 KB 324.49 KB 0/0
etho 327.36 KB 1.10 M8 0/0
cron server - sit0 0.00 KB 0.00 KB 0/0

SSH server NG
Mysql Running Memory Usage

Type Percent Capacity Free Used Size
Helpful Links - Kernel + applications BN 13% 127.16 MB
- Buffers M 7% 68.40 MB
- Cached 43% 436.38 MB
Disk Swap | 0% 760.88 MB 0.00 KB 760.88 MB
Mounted Filesystems
Mount Type Partition Percent Capacity Free Used Size

/ ext3 /dev/sda2 W 8% (2%) 16.09GB 1.51GB 18.55GB




Now click on extension that highlighted in below image

System Status  Packages PBX System Settings Help

Admin Reports Panel Recordings  Help
System Status

| Notices

© No email address for online update checks
show all

Statistics

Total active calls

Outbound Routes

Internal calis
Support ) External calls
Trunks Total active channels

Administrators Connections

now we need to create the extension inside the server select
device generic SIP device and click on submit.

‘Admin® Reports  Panel Recordings Help P Ap

Add an Extension
Please select your Device below then click Submit

Device

Device  Generic SIP Device  ~ Q—"/

Submit

After device setup add the extension

user extension: any 7-8 digit number (later on we will use as a phone
number to make a call )

Display Name: any user name we can give

Add SIP Extension

Add Extension

User Extension 12345678
Display Name secoceans
CID Num Alias

SIP Alias

Extension Obtions

Add the Device option

secret 123 and dtmfmode: default (rfc2833 ) Click on submit.




Device Options

This device uses sip technology.
secret 123
dtmfmode rfc2833

I anmniana

Same as add one more extension, we can add multiple extension we this
time we need only two extension.

English v

Technology <1234567>
secoceans <12345678>

We add the extension for caller and receiver one is Secoceans and 2nd is
Technology with number. Now we need to save the configuration for that
click on yellow option . again it will show a
yellow popup click on . Extension is successfully added.

Reloading will apply all configuration changes to your PBX
engine and make them active.

- Continue with reload
- Cancel reload and go back to editing

Now download the ZOIPER application for making and receiving call.

One it installed it will show a popup click on free account then next after
that enter the credential:

extension number@server ip 1234567@192.168.1.88 and password 123 click
on login.




@ ZoiPer

1234567@192.168.1.88

For example K23XWkd23

Username and
password
If you already have a VoIP account,

please enter your login credentials to
the left.

Most often these are provided either

It will detect the server IP automatic click on next.

D Zoipers = FT %

Fill in your hostname
and select your
provider from the list

192.168.1.84

Hostname

This could also be called ‘Domain’,

Back 'SIP server’, ‘Registrar’ or SIP Proxy’.

For example 'sip.example.com’ or
: SO

Skip the Authentication and outbound proxy

Auth:

Outbound proxy

Authentication

username

ki ; Not sure if you need this? Ask your
VolP provider or system

administrator about the

requirements for your office PBX

Account 1: Username: Technology Phone number 1234567 password 123




Now Zoiper is ready to make or receive call in the system

2 Zoipers
" 1234567@192.168.1.88 o]
Q|

Contacts Recent
L‘ Online Favorites +

O = e
Install zoiper in the phone and configure it as we configured in the system.

Use Account 2: Username: Secoceans phone number: 12345678
password:123

Enter 12345678@192.168.1.88 Pass- 123

ZoiPer

Voip - Chat - Video

Username @ PBX/VolP provider

Password ©

Create an account

Providers list
m,'m Login with
% a QR code

Enter the user number and IP and click on create account




PBX/VolP provider

12345678@192.168.1.88

LN

Zoiper is ready to use for make and receive call.

12345678@1... v

Account is ready

Settings

Call recording

Warnings

Premium features

Follow us

Translate

Both Zoiper account is ready to use.

Lets make call from account technology 12345678 —> secoceans
1234567




calling from account 1 Technology 12345678 (from android phone ) —>
account 2 secoceans.

Calling via 12345678@19

Technology (

9 %

secoceans is geting an incoming call on the system as shown in the given
image. Click on an answer for accepting a call from technology.

¥ Zoipers =0 S0
234567@192.168.1.88
Calls
——— v ‘ secoceans
- 1234567@192.168.1.88
= QO

We configured the VolP server on the local network , now we can make voice call, video
call, or chat over the VolP call.




Chapter 5: Testing
HACKING VolP

Now we have to hack the VolP call using Wireshark. Attacker have to
inside the caller or receiver network . and connected to the victim
network and start monitor network traffic using Wireshark.

Now start wireshark when 2 victim are on call and capture the data sip rtp packets.

2 bits) on interface CO\WPF_[3252815C-FCCT-4CES-BAAE-C A
Vieace_Ge:d1:cS (80:0c:29:8e:1d1:c5)

HFOFEFE EE IE 6 98 8 45 18 65 46 91 #1 65 FF
I FE FF 6 £F FF 18 66 $8 £F §F 47 45 ¢F 1F 1

Packels: 599 + Duplayed: 9998 (100.0%) | Profie: Defask

Search for sip rtp packets !

M “Ethemnet [m} X

File Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help

® PREB_ResEFLIEQQAAQT
B -+
P Source Destnation Protocol  Length Info Al
r-_...lasz 192.168.29.180 192.168.29.62 SIP/SDP 948 Request: INVITE sip:1234567§192.168.29.62;

12 9.811867 192.168.29.180 192.168.29.62 SIP/SDP 948 Request: INVITE sip:1234567§192.168.29.62;

13 ©.812326 192.168.29.62 192.168.29.180 SIP 401 Unauthorized |

14 9.812334 192.168.29.62 192.168.29.180 SIP : 4081 Unauthorized |

15 0.812676 192.168.29.188 192.168.29.62 SIP 381 Request: ACK sip:1234567§192.168.29.62;tr.

16 ©.812683 192.168.29.180 192.168.29.62 SIP 381 Request: ACK sip:1234567@192.168.29.62;tre

17 0.815983 192.168.29.180 192.168.29.62 SIP/SDP 1129 Request: INVITE sip:1234567§192.168.29.62;

18 ©.516000 192.168.29.180 192.168.29.62 SIP/SDP 1129 Request: INVITE sip:1234567§192.168.29.62;

19 ©.816825 192.168.29.62 192.168.29.180 SIP 535 Status: 1@@ Trying |

20 9.816837 192.168.29.62 192.168.29.180 SIP 535 Status: 160 Trying

22 0.961599 192.168.29.62 192.168.29.118 SIP/SDP 1114 Request: INVITE sip:1234567§192.168.29.11¢

23 9.961619 192.168.29.62 192.168.29.118 SIP/SDP 1114 Request: INVITE sip:1234567§192.168.29.11¢

24 0.961940 192.168.29.62 192.168.29.180 SIP 551 Status: 180 Ringing

25 9.961951 192.168.29.62 192.168.29.180 SIP Ringing |

27 1.142477 192.168,29.118 192.168.29.62 SIP Trying |

30 1.428887 192,168.29.118 192.168.29.62 SIP Ringing

31 1.429270 192.168.29.62 192.168.29.180 SIP Ringing

32 1.429282 192.168.29.62 192.168.29.180 sIP Ringing

55 4.055393 192.168.29.118 192.168.29.62 SIP/SDP OK (INVITE) |

57 4.055982 192.168.29.62 192.168.29.118 SIP 507 Request: ACK sip:1234567@192.168.29.118:54

58 4.955993 192.168.29.62 192.168.29.118 SIP 507 Request: ACK sip:1234567§192.168.29.118:5¢ v
< >

Frame 11: 948 bytes on wire (7584 bits), 948 bytes captured (7584 bits) on interface \Device\NPF_{3252815C-FCC7-4CE4-BAAE- A
Ethernet II, Src: HewlettP_7e:15:73 (c4:34:6b:7e:15:73), Dst: VMware_6e:dl:c5 (0@:0c:29:6e:d1:c5)

Internet Protocol Version 4, Src: 192.168.29.180, Dst: 192.168.29.62 v
< >
@9 @c 29 6e dl c5 c4 34 6b 7e 15 73 @3 0@ 45 @0 -4 knesoE Al
©3 a6 81 b2 80 8@ 86 11 08 82 c@ a8 1d b4 c@ a8
1d 3e e8 11 13 c4 83 92 bf 6 49 3e 56 49 54 45 > INVITE
20 73 69 70 3a 31 32 33 34 35 3 sip:123 4567@192
2e 31 36 38 2e 32 39 2e 36 32 168.29. 62;trans
70 6f 72 74 3d 55 44 58 20 53 port=UDP SIP/2.@
@d @a 56 69 61 3a 20 53 49 5@ via: S IP/2.8/U
44 50 20 31 39 32 2e 31 36 38 DP 192.1 68.29.18 v

7 Session Initistion Protocal: Pratoenl Packte: 4362 « Nianlavad: 75 (0.A%) « Nrannsd: 070.0%) || Profils: Nefalt




Here we can se lots of packets of sip that’s confirm this is voip call packets. Now go to

Telephony select RTP AND THEN select RTP stream

M Ethener - [m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
480 . T VoIP Calls
L1 ey At ANSI T
No. Time: C GSM ength Info — A
1 0.000000 feB0::20c:29ff: fec.. f |AX2 Stream Analysis 62 Router Solicitation 1
2 0.010401 feBo: :aada:cff:fefs.. £ SUP Messages 142 Router Advertisement from a8:da:@c:f8:14:(C
3 0.920457 fe80::2f3a:4311:dfa.. f 150 Multicast Listener Report Message v2 —
4 0.023190 ::4c48:1926:67f... T e 150 Multicast Listener Report Message v2
5 0.023450 20c:29ff:feca.. f M3 138 Multicast Listener Report Message v2
6 ©.824642 20c:29ff:fee7.. Osmux 110 Multicast Listener Report Message v2
7 ©.030813 :20c:29ff: feca.. f X Report Message v2
8 ©.308633 fe80: :20c:29Ff: fee7.. f Report Message vZ
9 ©.545066 fe80: :20c:29ff: feca.. £ RTsP Report Message v2
10 ©.780628 fese::2f3a:4311: dfa.. f scTp Report Message v2 i
- 11 e.811852 192.168.29.180 i SMPP Operations p:12345679192.168.29.62;
12 0.811867 192.168.29.180 1 948 Request: INVITE sip:1234567§192.168.29.62;
13 0.812326 192.168.29.62 1 UCP Messages 594 Status: 481 Unauthorized | [—
14 0.812334 192.168.29.62 1 Flap 594 Status: 401 Unauthorized |
15 0.812676 192.168.29.180 1 NGAP 381 Request: ACK sip:1234567§192.168.29.62;trz
16 ©.812683 192.168.29.180 1 s 381 Request: ACK sip:1234567§192.168.29.62;trz
17 @.815983 192.168.29.180 1 1129 Request: INVITE sip:1234567192.168.29.62;
18 @.816000 192.168.29.180 1 SIP Flows 1129 Request: INVITE sip:llll5579192.163429.52;
19 0.816825 192.168.29.62 1 SIP Statistics 535 Status: 10@ Trying |
20 0.816837 192.168.29.62 1 WAP-WSP Packet Counter 535 Status: 100 Trying |
21 0.959053 feBO::4c48:1926:87f.. 150 Multi t Listener Report Message v2 v
< >
Frame 11: 948 bytes on wire (7584 bits), 948 bytes captured (7584 bits) on interface \Device\NPF_{3252B15C-FCC7-4CE4-BAAE- A
Ethernet II, Src: Newle!tP_?e:lS:n (c4:34:6b:7e:15:73), Dst: WMware_6e:dl:c5 (00:0c:29:6e:d1:c5)
Internet Protocol Version 4, Src: 192.168.29.180, Dst: 192.168.29.62 v
< >
80 0c 29 6e d1 c5 c4 34 6b 7e 15 73 88 00 45 90 )4 kes € ~
@3 a6 81 b2 00 00 8¢ 11 00 0@ c@ a8 1d b4 c@ ad
1d 3e e8 11 13 c4 @3 92 bf e6 49 4e 56 49 54 45 > INVITE
20 73 69 70 3a 31 32 33 34 35 36 37 40 31 39 32 sip:123 45678192
2e 31 36 38 2e 32 39 2 36 32 3b 74 72 61 6 73 .168.29. 62;trans
70 6f 72 74 3d 55 44 50 20 53 49 50 2f 32 2e 3@ port=UDP SIP/2.0
@d @a 56 69 61 3a 20 53 49 5@ 2f 32 2e 30 2f 55 via: S IP/2.8/U
44 50 20 31 39 32 2e 31 36 38 2e 32 39 2e 31 38 DP 192.1 68.29.18 v
O 7 wireshark_EtheretQEAPH1.pcapng Packets: 4352 - Displayed: 4352 (100.0%) - Dropped: 0 (0.0%) | Profile: Default
T T T —

Now select which packet you want listen. And click on play streams

M Wireshark - TP Streams - Ethemet - a x
Source Address  Source Port Destination Address Destination Port  SSAC Start Time  Duration  Payload Packets Lost Min Delta (ms) Mean Delta (ms) Max Defta (ms) Min Jitter Mean Jit|
192.168.2062 17910 192.168.20.118 85383 Oxfllacde 4129996 1203 601 (-100.0%) 0.004000 10.017323 39.950000 0.054927  0.275846
162.168.29.180 56105 192.168.20.62 17556 Ox73c30dde 4078823 1208 -602 (~100.0%) 0.006000 10.000673 39296000 0.074749  0.292780)
192.1682962  175% 192.168.29.180 56105 Ox52badd5a 4331700  11.84 -591 (-99.8%) 0.004000 10.021017 611.708000 1159509 10938904
192.168.20.118 65383 192.168.29.62 17910 079126792 4047771 1213 3(0.5%) 0.000000 20.008132 612.204000 10417884 2208076
< >
¢ seams, 2 selectest 177% total packets. Right-cick for mere optins.

[ umit to desplay fiter [] Time of Day

Find Reverss v| | Analyze - B PaySteams v | Copy v Export Close: Help

Now RTP player pop up and start playing the the streams Enjoy..

VOIP call hacked and attacker listen all the call packets




Chapter 7: Advantages

. Monitoring the activities of a particular person.
. Track call records

- Easy to Maintain Best Practices.

« Faster Access

. Ethical Hacking

As well as serving the interests of law enforcement agents, voip
hacking can help police maintain protect valuable bandwidth and
ensure optimum use of networked resources by monitoring criminal
activity online. Parents can even use them to check their children's
call activities.




Chapter 8: Future Vision

Our future vision towards our VOIP hacking lab is to make it
available for police / and to university so that it can work for
research environment . (want to make it opensource and use it on
your own risk) (made for security research and to learn the logging
vulnerability in devices.)




Chapter 8: Conclusion

VOIP Hacking Lab is for Research use and it can used by Defense
force for the legal purpose. It is very handy setup to set and use
anywhere with some resource using virtual environment. It is open
source anyone can use there skill and pentest the VOIP Network.
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